passwd(1)

HA3BAHHUE

passwd - n3MeHeHHe MapoJisi PErUCTPALIMOHHOIO HUMEHHU U aTpuOyTOB Naposis

CHUHTAKCHUC

passwd [perucrpaumoHHoe_ums |

passwd [-1 | -d] [-f] [-x max] [-n min] [-w warn] perucTpanoHHOe_HMS
passwd -s [-a]

passwd -s [perucTpannoHHoe_nmsi|

OIIMCAHUE

Komanna passwd 1mo3Bosisiet 1000My 1M0JIb30BaTEN0 U3MEHHUTD M1aPO0JIb WIIN MTOJYYHUTh CIIUCOK aTPUOYTOB TEKYILETO
MapoJIs AJIsI CBOETO PerHCTPAlMOHHOr0_MMeHH. [IpuBriernpoBanHble MOIb30BATENN MOTYT 3aIlyCKaTh passwd
JULS BBITTOJTHEHUS 3TUX (YHKIUH AT TI000T0 MOIh30BaTEINs, a TAKXKE AJIS yCTAHOBKU aTpruOyTOB HaposIs AT JII000TO
MOJTB30BaTeNs. DTy KOMaHIy MOXKHO HCIIOJIB30BaTh ISt N3MCHEHHMS TTaposieil B 0a3e TaHHBIX cemegoll
ungopmayuonnou cayxcov (Network Information Service mwim, cokpamierno, NIS).
[Tapons 00BIYHO 331aeTCsl aIMUHICTPATOPOM IIPH CO3JaHMH YUETHOM 3aIMCH MTOIh30BATEIs JUIS BIIaIeIIbIa
PerncTpanuoOHHOr0_MMeHHU. B nanpHeieM noinb30Barellb MOKET U3MEHHUTD I1apoJib JIMOO BBHITIOJIHMB KOMaHIy
passwd 6e3 omnuii, MO0 3a/1aB OIILIUIO -P B XOJIE PETHCTPALNH.
UtoO0BI HCTIONB30BaTh BTOPOH METOM, BBEAUTE -P Cpa3y MOCie MPUTJIAICHU PErHCTpaluy (Iiepel BBOIOM
pPerncTpanuoOHHOr0_MMEeHH):

login: -p perHCTpaMOHHOE UM
B sTOM ciydae cuctema perucTpanyy BeI3bIBA€T KOMaHAy passwd.
IMompobHee cM. Ha cTpaHHIIEe CIIPABOYHOTO pyKoBoacTBa login(1).

Cunrakcuc KOMaH/bI

JIro0oii moIBE30BaTENb MOXKET 3aJ1aBaTh OIILHIO -S:

-s [MTokaspiBaeT aTprOyYTHI APOJISt /ISl PErHCTPALMOHHOTI0_MMEHH T0JIb30BaTellsl.

ToJibKO MPUBHIICTUPOBAHHBIH TT0JI30BATEh MOXKET HCIIOIb30BATh CIICIYIOIIHE OMLHH:

-1 Bbrokupyer 3anuck napoist [uisi perucTpanMoHHOr0_HMEHH.

d VY nansier naposnb 11 perucTPaluoOHHOr0_MMeHH, TaK YTO Y M0JIb30BATENs C 3TUM
perucTpanuOHHBIM_HMeHeM I1apoJib He 3alpalinBaeTcs.

i 3acTaBisieT MMoJIb30BATENs H3MEHHUTH NApOJIh P CIEAYIOIEeH PErnCTpaliy B CUCTEME, Jielast
1apoJib JJisl PErHCTPANIMOHHOT0_MMEHHU yCTapeBIINM.

X max 3anaer [uisl OJIb30BaTENS C YKa3aHHBIM PErHCTPALMOHHBIM_HMEHEM KOJIHUECTBO JIHEH, B
Te4eHHEe KOTOPBIX Mapojib Oy/eT AeHCTBUTEIEH.
3agaeT MUHHMAIbHOE KOJIMYECTBO JHEH MeX Iy H3MEHEHMIMH TapoJIs TS I10JIb30BaTeNs C

- min YKa3aHHBIM PerucTpalHOHHBIM_MMeHeM. Bcerna ncrons3yiTe 3Ty OIIHUIO C ONIMEH -X, eClli
TOJIFKO MAaX HE yCTaHOBIEH B -1 (ycTapeBaHne OTKIIOYEHO). B 3TOM ciydae, min ycTaHaBIMBaTh
HE HYXKHO.

W warn 3amaer 3a CKOJIbKO JHEH (OTHOCUTETHHO max) MOIb30BaTeNsl C TaHHBIM
PerucTpanHOHHBIM_MMeHeM OyIyT IPeaynpexaaTh O NPEACTOINMIEM YCTAPEBAHUH APOJISL.

-S ITokaspiBaeT aTprOyTHI MAPOIIS IJIsl PerHCTPALMOHHOT0_MMEHH TOIb30BaTels.

-s -a IMTokazpiBaeT aTprOyYTHI MAapoJIeH IS BCEX MONb30BATEIICH.

IIpaBusia nocrpoenust napoJei

[Ipu co3nanum naposieir He0OXOIMMO BBIITOIHATH CIIEAYIOLINE TPEOOBaHUS:
ITapomns nomxen cogepxars He MeHee PASSLENGTH cumBomnoB, kak onpeneneHo B ¢aiiie /
etc/default/passwd. 3nauenrie PASSLENGTH nomkxHo ObITh He MeHee 3. YUUTBIBAIOTCS TOJIBKO IIEPBbIE
BOCEMb CUMBOJIOB IapOJIs.
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[Taponb KoymkeH cojiepkaTh HE MeHee JByX OYKBEHHBIX CUMBOJIOB M OJJHOM U(PBI WK CHIEUAILHOTO
cumBoda. (B nanHOM ciydae Kk OyKBEHHBIM CHMBOJIaM OTHOCSITCSI BCE IIPOITMCHBIE U CTPOYHBIE OYKBEI.)
[Taponb DOMKEH OTAMYATHCS OT PETHCTPAIIOHHOTO HMEHH ITOJIB30BATENS U OT JIF0O0TO CIIOBA,
noygaeMoro yukauueckum (circular shift) umm oopamueim (reverse shift) cosueom storo
peructpanrorHoro uMeHd. (COOTBETCTBYIOIINE ITPONICHBIC M CTPOYHBIC OYKBBI CAUTAIOTCS
COBIIA/IAIONIUMH. )
HoBrlit mapob JODKEH OTAMYAThCS OT CTAPOTO XOTS OBl Ha TPU CHMBOJIA.
Ecnu ni1st none3oBarenst ¢ nomolnbio komanzabl useradd (nn usermod) Obl1a yKazaHa npoepamma nopostcoeHus
napoas (password generator program), passwd BEI3BIBacT e¢ sl MOPOXKACHUS Psijia BO3SMOXKHBIX ITapOJIeH,
Mpe/UTaraeMbIX Ha BBIOOP ITOJIB30BATENI0; KOT/Ia HCIONB3YETCs MPOrpaMMa IIOPOXKICHHS MapoJisi, HUKAKue 13
OOBIYHO AEHCTBYIOIINX IPABMII IOCTPOCHHUS NAPOJIIS HE ITPOBEPSIFOTCSL.

HeiictBue

IIpu ucionp30BaHUM 1711 U3MEHEHUS MapoJis, passwd 3amnpamuBaeT y OOBIYHBIX IOJIb30BaTeNeH X CTaphlil Mapoib,
€clu OH 3a1aH. Eciin ¢ MOMEHTa 3ajaHus CTaporo mapois MpoLUIo JOCTATOYHO MHOTO BpeMeHH, passwd 3atem
IpeuIaraeT MoIb30BaTeIIo0 IBaXKAbl BBECTH HOBBIH IApOJIb; B IPOTUBHOM ClIydae IIporpaMMa MpeKpamniaeT padoTy.
3arem, passwd poBepsieT, yIOBIETBOPSET JIM HOBBIH MapoJib ONMCAHHBIM BBIIIIE IPaBUIaM ocTpoeHus. [Ipu BBoge
HOBOTO TIapoJisi BTOPOH pa3, JBe KOITUKM HOBOTO MapoJisi CpaBHUBAOTCS. Eciu OHM He COBMAaroT, UK 3aIpoca
HOBOTO TTapoJisi TIOBTOPSIETCSI, HO HE OoJiee ABYX pas.

[TpuBUIETHPOBAHHBIE TTOJIB30BATEIN MOTYT H3MEHSTH JII000H ITapoJib; KoMaHaa passwd He 3arpannBaceT y
NPUBHIIETMPOBAHHOTO M10JIb30BATENS CTApbIi Taposb. OT MPUBMIETHPOBAHHBIX MOJIb30BaTeNei He TpeOyeTcs
COOI0AATh IPABUIIA IIOCTPOEHHUS U YCTAPEBAHUS APOJIsl. DT MOJIB30BATENIN MOTYT CO31aTh nycmotl napons (null
password), Haxkumasit RETURN B oTBeT Ha npwuriamieHne BBECTH HOBBIH mapoiib. (D10 oTiamdaercs ot passwd -d,
MOCKOJIBbKY IIPUTJIAIIEHHE Password: BCE PaBHO BBIJAETCS.)

JlokaabHble napoJsu u napoJsu NIS

[Taposnu u cBsi3aHHas ¢ HUMH MH(DOPMALS XpaHATCs B CUCTEME B JIBYX (aiinax, /etc/passwd u /etc/shadow. s
nonb3oBareneit NIS noxnepskuBaercs Takxe 6a3za nanusix NIS, coneprkamas naponu. B ciaydae eciu st
TIOJIF30BATEIISI UMEIOTCS 3aIMCH KaK B JIOKAJTHHOM (paiine /ete/passwd, Tak u B 6a3e mannabix NIS, To, Kakoit IMEHHO
MapoJb U3MEHSETCS, ONIPEAEIACTCS, B OCHOBHOM, ABYMsI (DaKTOpaMH:
*  3aMKCH B JIOKAJIBbHOM 0a3e MaHHBIX udenmugpuxayuu u nposepku udenmuurnocmu (Identification and
Authentication (I&A) database):
€CII JJIs1 [IOJTb30BATeIIsl HIMEETCsI 3aICh B 9TOH 0a3e AaHHBIX, BCET/Ia U3MEHSACTCS JIOKATIbHBIN Mapoib. JTa
6aza 1aHHBIX OOBIYHO CO3JaeTCs BO BpeMs 3arpy3ku nporpaMmoii creatiadb(1M). Yuture, uto
pErHCTpalOHHbIE UMEHA M0JIb30BaTelNIeH, HAUMHAIOLIUECS C CUMBOJIA + WK -, HTHOPHPYIOTCS
nporpammoii ereatiadb 1 mosToMy UL HUX HET COOTBETCTBYIOIINX 3anuceil B 0a3e naHHBIX [&A.
*  mapoJjb yKasaH B JIOKaJbHOM (aiiie /etc/shadow:
€CIIH JJIs1 TIOJIb30BaTelIs yKa3aH MapoJib B JOKAIBHOM (aiine /etc/shadow, mMeHHO 3TOT ITapouts u OyeT
BCET/Ia M3MEHSTHCSI, HE3aBUCHMO OT TOTO, €CJIM JUISl JAHHOTO IT0JIb30BaTENsl 3alMCh B 0a3e JaHHBIX Mapoiel
NIS mnu wet. Ecnu B 3anucu nosns3oBarens B /ete/shadow nmapons Het, passwd U3MEHHUT
MOJIL30BaTENbCKYIO 3aMUCh B 0a3e NaHHBIX mapoieit NIS.

YcrapeBanue napoJei

ITaponu neficTBUTENBHBI B TE€UEHHE OTPAHUYCHHBIX MIEPHUOI0B BPEMEHH (ONpeieIsieMbIX CUCTEMHBIM
aJIMUHUCTPATOPOM), TTOCJIE YETO X HEOOXOIUMO H3MEHUTH. [103TOMY HEOOXO0AUMO XPaHUTh HH(OPMAIIHIO O
NEPUOAC aKTUBHOCTHU JJIA KaXXJI0T'0O IMapoJIs. KOF}Ia HpI/I6J'II/I)KaCTC$[ JlaTa UCTCUYCHU CPOKa ﬂeﬁCTBHﬂ napoJid, €ro
BJIaZIENbILY NPEJIaracTcsi BEIOpaTh HOBBII MapOJb B TEUEHHE ONPEIEICHHOr0 KOJIMYIECTBA OMMKANIINX THEH.
IIporecc oTcnexuBaHus CPOKOB ACHCTBHS ApoJIeH U yBEIOMIICHHS OIb30BaTeNe 0 HEOOXOANMOCTH CMEHHUTh
MapoIk Ha3bIBACTCs ycmapesanuem naponei (password aging).
Wudopmanus o mapossix Bcex IMoib30BaTeseld CUCTEMBbI XpaHHUTCs B daiine /etc/shadow, KOoTopbIit MOTYT YHTaTh
TOJIBKO NPUBUWJICTUPOBAHHBIC ITOJIB30BATCIIN
Kaxnas crpoka monb3oBatens B Qaitiie /ete/shadow conepxuT deTsipe mapaMeTpa, ONpeAeISIONX YCTapeBaHne
HapoJIs:
lastchanged:
Jlata rmocnenHero N3MEHEHHUs apoJis MOIb30BaTeNs. (YUTHTE, 4TO 3Ta JIaTa OIPENEIIACTCS C
WCIIONIb30BaHNEM BPEMEHH 10 | pHHBUYY ¥ TOATOMY MOXET OTIMYATHCS Ha HETBIH IEHb B APYTHX YaCOBBIX
mosicax.)
minimum:
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KonngecTBo aHel, KOTOpBIE TOIDKHBI IPOMTH CO THS MOCIEAHEr0 U3MEHEHHS, IIPEXe YeM Mapoib
MIOJI30BATEIISI MOXKHO Oy/IeT N3MEHHTb.
maximum:
KomnmyecTBo HE 1mocie MoclieTHETO N3MEHEHUs], B TeYEHHE KOTOPBIX Mapoiib Oy/eT AeHcTBUTENEH (TIocie
9ero ero NpuaeTcs U3MEHHUTH). ITO KOINNYECTBO HE YUUTHIBACT JCHb YCTAHOBKH MapOJIs.
warn:
CKOJBKO AHEH TOJIB30BATENH OYAET MOMydaTh NPELYIPEKACHHS O TPHOIIKAFONIEMCS] OKOHYaHUH TTEPHOAA
JeiictBus napond. Tak, HanpuMep, ecy 3Hau€HHe Warn paBHO 7, BiIaJieNel] perucTpaliiOHHOr0_MMeHH!
HAyYHeT MOJIy4aTh NPEeIyNpekACHUs 3a HEEN0 0 OKOHYaHUs epuo/a IeiicTBUS mapos.
[Tocnennue Tpu U3 3TUX MAPaMETPOB MOKHO YCTAHOBHUTH ONIIMSIMU KOMAaHAHON CTPOKH -I, -X U -W,
COOTBETCTBCHHO. [Ipu OTCYTCTBHM OmIMiA, MX 3HAYCHUS OepyTcs u3 daiina /etc/default/passwd. Paznen
"CranapTHbIC 3HAUYEHUS" OMUCHIBAECT 3T IapaMeTpPHI.
Ecir minimum 6osnbine, yeM maximum, I0JIb30BaTeNb HE MOXKET M3MEHHUTH Napoiib. Y CTApEBAHHUE AT
PerucTpanMoOHHOr0 MMeHH HEMEUIEHHO OTKII0YaeTcs, €CIM maximum yCTaHOBIJIEH paBHBIM -1. Ecii maximum
ycraHoBliieH B 0, osb30Batels OyAeT BBIHYXK/IEH H3MEHHUTh NApoJib IIPHU CIIEAYIOIIEM CEaHCe BXOJIa MOCIIE JTHS
MOCJIETHET0 U3MEHEHHUS U OTHOBPEMEHHO OTKJIFOYAeTCs yCcTapeBaHHe Hapodis.
YcTapeBaHue napoist HUKOT/AAa He OTKIII0YAeTCs HanpsAMyro komanoi '"passwd -x 0 perucrpanuonnoe_ums'. Ha
caMoM JieJie 3Ta KOMaHa ycTaHaBiauBaeT nmose maximum B 0. Eciu mone lastchanged ue pasuo 0, o,
CBSI3aHHBIC C yCTapeBaHUEeM, Oy IyT OUHIIEHBI TIPH CIIETYIOIEM UCTIOB30BaHUN KOMaHIbI passwd it n3MeHeHHs
napois mosib3oBatens. Oxgnako eciu nojie lastchanged ycranosneHo B 0, cBsS3aHHBIE C yCTapeBaHUEM IOJIS HE
M3MEHSIOTCS.
Ecnm npenmnonaranock, 4To CBA3aHHBIE C yCTAPEBAHUEM IIOJISI OUUCTSITCS, HO 3TOTO HE IPOU30IIIO, BO3ZMOXKHO,
BOIIPEKH BALIMM IpezcTaBieHusM, moiie lastchanged Obi1o ycranoBiieHo B 0. 9TO MOTIIO POU3OMTH MO ABYM
MpUYMHAM.
BbI (amMuHECTPATOP) MOTIIN BBI3BaTh YCTApPEBaHUE MAPOJISI OIB30BATENS, BRITONHAA KoMaHay passwd -f
perucTpanMoHHoe _ums. B 3Tom ciydae 3HaueHue lastchanged ycranasnuBaercs B 0.

[Tosre maximum MOTJI0 OBITH IYCTHIM TIPH BEITOJIHEHUH KOMaHABI passwd -x () perncTpanmuoHHoe_uMs.
B sTrom cnyuae cama komana passwd ycranaBnuBaeT 3HaueHue noJs lastchanged B 0.

IHoka3 aTrpudyToB napoJis

KOF,Z[a KOMaHJIa passwd HCIIOJIB3YETCA UL ITOKa3a anI/I6yTOB T1apoJist, p€3yJIbTaThl BBIAAIOTCA B CICAYIOIIEM
thopmare:
login_name status lastchanged minimum maximum warn
WIIH, €CITH OTCYTCTBYeT MH(pOpMAIHs, CBA3aHHASI C YCTAPEBAHUEM TTAPOJIA,
login_name status
ToJst oripesiesieHbl CASAYIOIUM 00pa3oM:
login_name Perucrpanuonnoe uMs nonp3oBaTens.

CraTyc maposs A peructpannonHoro_umenu: PS oznavaer nanmmane napons, LK
03HauaeT, 4TO PErUCTpalys 3a0J0KupoBaHa, a NP o3HauaeT oTCcyTCTBHE IApos.
3Ha4yeHus MOCIIEAHNX YEThIPeX MoJiel pacCMOTPEHHI B pa3zene 'YcrapeBanue maponeit”.

status

CranaapTHble 3HAYeHUS

IIpucBanBas 3HaueHNUs HAOOPY MapaMeTpoB B daiine /etc/default/passwd, agMuHUCTPATOP MOXKET YNIPABIATH
YCTapeBaHUEM U JUIMHOM naposeil. MoXHO 3a4aTh CleLyIoIUe apaMeTphl.
MINWEEKS
MuHMMalIbHOE KOJIMUECTBO HeJlelb Mepell TeM, Kak IapoJib MOXKHO Oyer u3MeHuTh. Cpasy nocie
YCTaHOBKH CHCTEMBI 3TOT Mapamerp umeeT 3HaueHue 0.
MAXWEEKS
MakcnmanbHOE KOJMYECTBO HEAENb, B TEUCHNE KOTOPBIX Mapoiib MOXKHO He U3MEHATh. Cpa3y mocie
YCTaHOBKH CHCTEMBI 3TOT MapaMeTp UMeeT 3HaueHue 24.
WARNWEEKS
KonnuectBo Henens nepes ycrapeBaHUEM IIApoJIs, KOTIa HE0OX0IMMO MPEAYNPEXIaTh TOJIb30BATEN.
Cpazy mociie yCTaHOBKH CHCTEMBI 3TOT ITapaMeTp UMEET 3HadeHHe 1.
PASSLENGTH
MuHUMaNbHOE KOJIMYECTBO CUMBOJIOB B mapoiie. Cpasy 1ociie yCTaHOBKH CHCTEMBI 3TOT IIapaMeTp UMeEeT
3Ha4yeHue 6.
OO6paruTe BHIMaHHE, YTO apTyMEHTHI ONInii KoMaHasl passwd (min, max 1 warn), a Tak)ke COOTBETCTBYIOIIIHE
noss ¢aiina /ete/shadow (minimum, maximum 1 warn) 331a10T TapaMeTphl YCTapeBaHMs B THAX; TOTa KaK
cooTBeTcTBYIOIMeE nonA ¢aiina /ete/default/passwd (MINWEEKS, MAXWEEKS 1 WARNWEEKS), - B
HEJIETISIX.
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Ecnu ycrapeBanue napoJist Uis oJb30BaTeNs OTKIIOYEHO, HO CTaH/IAPTHBIC 3HAUCHUS MapaMeTPOB ycTapeBaHus B /
etc/default/passwd 3amanbl, ycTapeBaHue naposieii OyaeT BKIFUYEHO PY H3MCHEHUH apOJIs OJIb30BaTeIIs.

JTUATHOCTHUKA

B ciyuae ycnemHoro 3aBepiieHus koMmaHaa passwd 3akaHuuBaeTcs ¢ kodom sozepama (return code) 0. Huxke
MepEeYHCIIeHBI BOBMOXHBIE TIPHYUHBI COOS:

HET MpaBa J0CTyna

(permission denied)

HEBEPHOE COYETaHUE OILUN
(invalid combination of options)

HEOXHUJAHHBINA cO0if; (haiin maposeil He H3MEHEH
(unexpected failure; password file unchanged)

HEOXXKUJIAaHHBIN c00i1; (aiin(br) maposnei oTCyTCTBYeT
(unexpected failure; password file(s) missing)

(haiin(pl) maposieii 3aHsT; IOMPOOYIiTe elle pa3 Mmo3xe
(password file(s) busy; try again later)

HEZOITy CTUMBIHA apryMeHT OILHH
(invalid argument to option)

HEOKUIAHHBINA cOOit
(unexpected failure)

HEWU3BECTHBIN NACHTU(HUKATOP
(unknown ID)

yCTapeBaHUE OTKITIOUECHO
(aging disabled)

DOANJIBI

/etc/shadow

/etc/passwd

/etc/oshadow

/etc/opasswd

/etc/default/passwd
/usr/lib/locale/nokans/LC_MESSAGES/uxcore.abi

(haiin coobrrenuit s Tekyiero s3bika (cM. LANG B environ(5).)
/etc/security/ia/index

HHJICKC B /etc/security/ia/master
/etc/security/ia/master

coziepxuT BCro nHpopMarmio [&A 0 onbp30BaTeIsIX

INPUMEYAHUA

Ecnu root Beinonnsier komanay passwd -d 1711 yaanaeHus naposs nojiab30BaTelis, sl KOTOPOro JeicTByeT
ycrapeBaHHe IapoJisi, TOT MOJIb30BaTeNlb HE CMOXKET JI00aBUTh HOBBIN ITapolib, oka He ycrapeet mycroid (NULL)
napois. Tak Oyzaet naxe ecnu hiaar PASSREQ B ¢aiine /ete/default/login ycranosien B YES. Dto nmpuBoaut x
TOMY, 4TO Y HOJIb30BaTelIs He OyaeT maposis. PexoMeHyeTcs Bcerja CIoab30BaTh onmuio -f coBMecTHo ¢ -d mms
ynaneHust napoiist. Takum o0pa3oM, MOKHO TapaHTUPOBATh, UTO MOJH30BATENb OYICT BHIHYKICH U3MCHUTH CBOI
[apoJib IPH CIEAYIOLIEM BXOJIE B CUCTEMY.
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