netstat(1)

HA3BAHHUE

netstat - okas craryca ceTu

CHUHTAKCHUC

netstat [-Aan] [-f cemeiictBo_anpecos] [-]1 uaTepdeiic] [-p umsi_nporoxoia] [cucrema] [core]
netstat [-n] [-s] [-1 | -r] [-f cemelicTBO_anpecoB] [-] unTepdeiic] [-p mmMs_nporokosa] [cucrema] [core]
netstat [-n] [-I uaTepdeiic] unTepBa [cucrema] [core]

OIIMCAHHUE

KomaHnna netstat mokaspIBacT COAEPKUMOE Pa3IMYHBIX CTPYKTYP JaHHBIX, CBA3aHHBIX C CETBIO, B PA3JIMYHBIX
(opmarax B 3aBUCHMOCTH OT yKa3aHHBIX OITLIUH.

HNCITOJIB30OBAHHUE

[lepaas hopma KOMaH/BI IOKA3BIBAET CIIUCOK aKTUBHBIX cokemos (sockets) Mt kaxkaoro nporokoina. Bropas
dopma BBIOHpaeT OHY M3 HECKOJIBKUX JIPYTHX CETEBBIX CTPYKTYP HaHHBIX. Tperhbs opma rnokaspiBaeT
JMHAMHUYECKYIO CTAaTUCTUKY IIEPECBUIKU MaKeTOB 110 CKOH(HUTYPUPOBAHHBIM CETEBBIM HHTEp(eiicam; apryMeHT
HHTEPBAJI 33]1a€T, CKOJIBKO CEKYH/I coOMpaeTcsi HHPOpMalys MEXIy I0CIeA0BaTeIbHBIMU TIOKa3aMH.
3Ha4yeHue 10 YMOTYaHUIO U1 apTyMEHTa CUCTeMa - /unix; /Ui apryMeHTa core B KaueCTBE 3HAYCHHUS T10
yMOI4YaHuIo ucnoinb3yercs /dev/kmem.

Onnuu

netstat BOCIIpUHUMAET CIICYIOLINE OMIUU:

IToxa3sIBaTh COCTOSTHHE BCEX COKETOB; OOBIYHO COKETHI, HCIIOIh3yEeMbIC
CEpPBEPHBIMH IIPOLIECCAMM, HE ITOKA3BIBAIOTCS.

IToxa3wBaTh agpeca IOOBIX YIPABISIOMNX OJOKOB MPOTOKOJA, CBSI3aHHBIX C
COKETaMH; UCIIOIb3YETCs ISl OTIIAKHU.

-a

-A

[Toxa3bIBaTh COCTOSHUE A6MOMAMUEcKU CKOHPUYpUposannuvix (auto-
-i configured) unrepdeiicoB. InTepdeiicel, craTuyeckn CKOHOUTYPHPOBAHHBIE B
CHCTEME, HO HE HaliICHHbIE BO BPEMsI 3arPy3KH, HE TOKA3bIBAIOTCS.
[Toka3biBaTh ceTeBBIC afpeca Kak Yucia. netstat OObIYHO ITOKa3bIBACT aJpeca KaKk
CHUMBOJIBL. DTy OMIKUIO MOXXHO HCIIOJIh30BATh C JHOOBIM (hOpMATOM MOKa3a.
[NokazaTs Tabnuupl MapipyTu3anuu. [Ipu ncnons30BaHuy ¢ OIIHKEI -8,
MOKa3bIBAET CTATHCTHKY MapIIpyTHU3aInH.
ITokazaTh cTaTHcTHYECKYIO HH(OPMALUIO MO TpoTOKoaIaM. [Ipu ucnonbp30BaHuy €
OIMIMEH -I, TOKa3bIBAaET CTATUCTUKY MapIIPyTHU3ALUH.
OrpaHu4uTh 1MOKa3 CTATUCTUKU HJIH aJ[PECOB YIPABIISIONIMX OJIOKOB TOJIBKO
YKa3aHHBIM CeMeiiCTBOM_a/JpecoB, B KaueCTBE KOTOPOTO MOXKHO yKa3bIBaTh:
inet  [lis cemelicta agpecoB AF _INET, unu
unix [Ins cemelicta aapecoB AF UNIX.

-n

=S

-f cemeiicTBO_anpecos

Brigenuts nHGOpManmro 00 ykazaHHOM UHTEp(delice B OTAENBHBIN CTOIOCIT; 10
YMOJTYaHHMIO (17151 TpeThelt GopMbl KOMaHIBI) UCIIONB3YeTCs HHTEp(deiic ¢
HanOOJIBIINM 00BbEMOM IepelaHHOH NH(OPMAIK C MOMEHTA ITOCIIEAHEH
nepe3arpy3Ku CUCTeMBI. B kauecTBe mHTepdeiica MOXKHO yKa3bIBaTh JIIOOOH U3
uHTEp(]ENCcOoB, IEPEUNCICHHBIX B (aiiyie KOHPHUTYpAUH CUCTEMBI, HAIPIMeED,
emd1 nu lo0.

OrpaHu4uTh MOKa3 CTATHCTHKU WM aJ[PECOB YIPABISIONMX OJIOKOB TOJIBKO
MPOTOKOJIOM C yKa3aHHBIM HMEHeM_MPOTOK0JIa, Harpumep, tep.

-1 unTepdeiic

-p UMA_NPOTOKO.JIa
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BeigaBaemasi uHpopmanus

AKTHBHBIE COKeTHI (epBasi (popMa)

JIist KaXKI0ro aKTUBHOTO COKETAa MOKa3bIBAETCSI IPOTOKOJ, pa3Mep odepesiei mpruema u nojtyuenus (B Oaiirax),
JIOKAJIbHBIN U yJAJICHHBIH a/ipec, a TAK)Ke BHYTPEHHEE COCTOSIHKUE IPOTOKOJIA.
CuMBOIBHEIHN (popMaT, 0OBIYHO UCTIONB3YEMBIH IS TIOKA3a aIpeCcOB COKETOB, - 3TO JTHO0:

HMMs_XOCTa.IOPT
€CITM UMSI XOCTa YKa3aHo, JIN00:

CeTh.TIIOPT
€CITH a/IPeC COKeTa 3a/]aeT CETh, HO HE KOHKPETHBIN X0OCT. FIMEHa XOCTOB U ceTeit OepyTcsi U3 COOTBETCTBYIOIINX
3anuceii B ¢aiine /etc/hosts niu /ete/networks.
Ecnu uMs ceTH WITK XOCTa JUTs aJjpeca HeM3BECTHO (MM €CIIM yKa3aHa OIIKs -), aJ[pec MoKa3pIBaeTcs ynciaamu. He
yKa3aHHbIC WK "0000MIeHHBIE" afpeca U MOPTHI oKa3bIBaOTCs Kak "*". [ToapoOHee 0 CorNIaleHusIX 1Mo
MMEHOBaHHUIO B Internet cM. CTpaHHIly CIIPABOYHOTO PYKOBOCTBA inet(7) .

Cokernsl TCP

s cokeroB TCP momycTuMBI ciieyromye 3HaYSHNUST COCTOSHUS:

CLOSED 3akpbIT. COKET HE UCTIONB3YETCA.

LISTEN OxugaeT BXOAAUINX COCTUHEHUIL.

SYN_SENT AKTHUBHO IIBITA€TCs yCTAHOBUTH COCIUHEHUE.

SYN_RECEIVED Wnet HayanpHas CHHXPOHU3ALUS COCTUHEHUS.

ESTABLISHED CoeaHEeHne yCTaHOBIICHO.

CLOSE_WAIT VY naneHHas CTOPOHA OTKIIOYUIIACH; 0’KUIAHUE 3aKPBITUS COKETA.

FIN_WAIT 1 COKeT 3aKpBbIT; OTKIIOUEHUE COCTUHEHHUSL.

CLOSING CoKeT 3aKphbIT, 3aTeM yJaJIeHHAsi CTOPOHA OTKJIFOUMIIACK; OXKHJaHUE TIOATBEPKACHUS.
LAST_ACK VY naneHHas CTOPOHA OTKIIOYMIIACH, 3aTEM COKET 3aKPBIT; OKHUIAHUE OATBEPIKIACHUS.
FIN_WAIT 2 COKeT 3aKpBhIT; 0’KUJaHHE OTKIIFOUEHUS YAAIEHHON CTOPOHBI.

TIME_WAIT OxuaHue 1OCIIe 3aKPhITHS TIOBTOPHOM Nepeadn OTKIIOUEHHS yIaTICHHON CTOPOHBIL.

CeTeBble CTPYKTYPHI AaHHBIX (BTOpas (popma)

IToka3piBacMbIe TaHHBIC 3aBHUCAT OT BHIOOPA OIIKH, -i Wi -r. Eciu ykazans! 00e omimu, netstat Beroeper -i.

IMoxa3 TabuIBI MapIIPY TH3ALMHA

Tabnuia MapHIpyTHU3aLUy IOKa3bIBAET BCE UMEIOLIUECS Mapuipymsl (Toutes) U CTaTyc Kaxaoro u3 Hux. Kaxapiit
MapILIpyT COCTOUT U3 LIEJIEBOT0 XOCTa WM CETH U wui1t03a (gateway), KOTOPBI HCIIONb3yeTCs IS HePEChUIKH
nakeroB. Cronoer flags (¢pmarn) mokassiBaer craryc Mapmpyta (U, eciy oH BKIIIOYEH), BEJET JIM MapIIpyT Ha IITI03
(G), 6B M MapUIPYT CO3JaH JMHAMHYECKH ITPHU IOMOIIH NepeHanpanieHus (D) u ucnonas3yercs Iu aapec
nHnuBuAyansHOro XocTa (H) BMecTo anpeca cetn. Hanpumep, unmepgbeiic saxonvyoswiearus (loopback transport
provider), 100, Bcerna umeer ¢uar H.

[IpsmBble MapIpyTHl CO3AIOTCS JUIS KaXKI0TO MHTepdelica, TOAKIIOUYEHHOTO K JJOKAIFHOMY XOCTY; IIoJe gateway
(1uTI03) JUIS TAKUX 3aricel MOKa3bIBAaeT aJpec BBIXOTHOTO HHTEpdeiica.

Cronber refent mokassiBaeT TeKyIiee KOJTHIECTBO aKTUBHBIX MCIOIB30BAHUI T MapmipyTa. [IpoTokombL,
OPHEHTHUPOBAHHBIC HA COCANHEHHUE, 0OBIYHO UCIIONIB3YIOT B XO/1€ COCUHEHHUS OIMH MapIIpPyT, TOTAA KaK MPOTOKOJIBI
6€e3 coeAMHEHN TIOJTy4YaroT MapUIPyT IS KaXI0H IMOCBIIIKM OJHOMY U TOMY K€ aJ[pecary.

Cronber use MOKa3bIBaeT KOJMYECTBO ITAKETOB, NOCIAHHBIX [0 MAPLIPYTY.

Cronber interface moka3siBaeT ceTeBoil HHTEP(DEIC, NCIIONB3YEMBI MapIIPyTOM.

CymMapHasi CTATHCTHKA NepeAaYy JaHHBIX (TpeThbs ¢opma)

Korna 3aman aprymMeHT HHTepBaJI, netstat mokaspiBaeT TabJIMIy CyMMapHOW CTaTHCTHYECKONH HH(POPMAIUHU O
TiepeJaHHbIX TTAKeTaxX, OUINOKax 1 Koyum3usx. [lepBast mokaspiBaeMast CTpOKa JIJAaHHBIX, a TAKXKE KaKaas
nocietyromas 24-s1 CTpoka COAEPKHUT CyMMapHYyIO CTaTUCTHUECKYIO HH(OpMaLnio ¢ MOMEHTa IOCleTHeH
nepe3arpy3ku cucteMsl. Kaxxnast mocieyroniasi CTpoka 1okasblBaeT JaHHbIe, HAKOIUIEHHBIE 32 OUYepeHON
yKa3aHHbBIH B KOMaHIHON CTPOKE HHTePBAaJ C MOMEHTA MOCJICIHETO TTOKa3a.
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Ilpenynpexaenus

TaOuuuel siapa MOTYT U3MEHSTHCS 10 X0y MX 00paboTKK porpamMMoii netstat, 4To IPUBOANT K HEKOPPEKTHBIM
WM HETIOJIHBIM pe3yJIbTaTaM.
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