ipfw(8

HA3BAHHUE

ipfw - mesccemesotl sxkpan (bpanomaysp) IP u mporpamMma yrpasieHus poduieM nepenaBaeMoil nHpopMaIum

CUHTAKCHUC
ipfw [-qg] [-p npenpoumeccop [-D Makpoc|[=8Hauenme]] [-U maxpoc]] nonnoe_uuz_&aﬁna
ipfw [-f -g] flush
ipfw [-g] {zero | resetlog | delete} [umcmo ...]
ipfw [-s [mome]] [-aftN] {list | show} [umcmo ...]

ipfw [-q] add [umcmo] Teno_npasuna
ipfw pipe umcno config onuum KOHOUMTI'YpUPOBaHMSI KaHaja

ipfw pipe {delete | list | show} [umcmo ...]
ipfw queue umcio config onuum KOHPMTYPUPOBAHMUSI OdUepenm
ipfw queue {delete | list | show} [umecyo ...]

ipfw - 310 momp30BaTenbekuil mHTEpdEiic I yrpasieHus OpanamayspoM ipfirewall(4) u popmuposamenem
mpaghuxa (traffic shaper) dummynet(4) 8 OC FreeBSD.

K kaxkmomy BXOASIIEMY U UCXOASIIEMY MaKeTy NpuMeHsroTcs mpasuiia ipfw. Ecin xocT paboTaer Kak uwio3
(gateway), makeTsl, IepeHaNpaBIsieMbIe NILTI30M, 00padaTeiBatoTcs mporpammoit ipfw neaxxasr. Ecim xoct
pabotaet kak Moct (bridge), makeTsI, IepeHanpaBsieMble MOCTOM, 00pabaTeIBaroTCs IporpaMMoit ipfw oxuH pas.

Kongurypanus 6panamayspa 3a1aercs B BUIE CIIMCKa IPOHYMEPOBaHHBIX ITPaBUII, KOTOPBIH IPOCMAaTPUBACTCS JUIS
Ka)XIOTO MaKeTa MoKa He OyeT HaleHO COOTBETCTBHUE - TOT/IA BBIMOJIHACTCS 3aJaHHOE COOTBETCTBYIOIIMM
IIpaBUJIOM ﬂeﬁCTBHe. B 3aBucumMocTH ot }IeﬁCTBHH N HCKOTOPBIX YCTAHOBOK B CUCTEME, ITAKETBI MOT'YT
BO3BpAaILIaThCs Ha OpaHIMaydp A 00pabOTKH MpaBMIIaMH, HAaYWHAsL CO CIEYIOMIEro 3a cpaboTaBmmM. Bee
npaBia NPUMEHSIOTCS KO BceM nHTepdeiicam, Tak 4To 3ajada HaricaHus Habopa MpaBuil ¢ MUHUMAJIBHO
HEOOXOIMMBIM KOJMYECTBOM MPOBEPOK BO3JIAracTCsi HA CUCTEMHOTO a[MHHHCTPATOPA.

Kondurypanus Bcerna srimovaer crannaptaoe npasuio (DEFAULT) ¢ HomepoMm 65535, koTopoe Henb3s
M3MEHSTH U KOTOPOE COOTBETCTBYET JItoOOMy nakeTy. C 3TUM CTaHAApPTHBIM MTPABUIIOM MOKET OBITH CBS3aHO
neicteue deny wiu allow, B 3aBUCHMOCTH OT KOH(DUTYpAIIUH SApa.

Ecm Habop mpaBmit BKIIFOYAET OHO WA HECKOJIBKO MpaBwiI ¢ omuel keep-state, To mporpamma ipfw
mpearoaraet paboTy ¢ coxpanenuem cocmosnus (stateful behaviour), T.e. Ipu ycnenrHoM CONOCTaBICHAN OyIeT
CO3/1aBaTh JHHAMHYECKHE IIPABIJIa, COOTBETCTBYIOIIIE KOHKPETHBIM IapaMeTpam (agpecaM U MopTam)
COIIOCTaBUBIIETOCS ITaKeTa.

OTH TMHAMUYECKUE IIPaBUiIa C OTPAaHUYECHHBIM BPEMEHEM CYILECTBOBAHHS IIPOBEPSIOTCS, HAYNHAS C IEPBOTO
BxoxxaeHus nnpaBmiia check-state wm keep-state, 1 00bIYHO MCHONB3YIOTCS ISl TPUOTKPBITHS OpaHMayapa 110
TpeOOBaHUIO TOJNBKO [T gomycTuMoro Tpaduka. [Tonpobree o pabore mporpammsl ipfw ¢ coxpaHeHHeM COCTOSHUS
cm. nanee B pazaenax @OPMAT IMMPABUJIA u HIPUMEPBI.
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Co Bcemu npaBuwiaMu (BKIIOYAs TUHAMUYECKHE) CBA3aHO HECKOJIBKO CUETYMKOB: CUETUMK MMAKETOB, CUETUHK
OaifToB, cueTurk xypHana (log count) u BpeMeHHast oTMeTKa (timestamp), XpaHsimas Bpems TIoCeTHEro
coroctaBieHus. CYCTUNKI MOKHO BBIJIATh WA COPOCHUTH C IIOMOIIBIO KoMaH T ipfw.

HpaBI/ma )1063.BJ1$IIOTC$I C IOMOIIBIO KOMAaHAbI add; YAQTAOTCA 10 OAHOMY - € TIOMOLIBIO KOMaH/IbI delete, " BCC
Ccpasy - C IOMOIIBIO KOMaHIbI ﬂllSh; BBIJAIOTCA, B TOM YHCJIE, BOBMOXHO, CO 3BHAYCHUAMHN CYCTYUKOB, C IIOMOIIBIO
KOMaH/| show u list. HaKOHeH, 3HA4YCHHA CUCTYHUKOB MOXXHO C6POCI/ITI> C IOMOIIBKO KOMAaH/I Z€ro U resetlog.

IMoxnep>kuBarOTCs CICTYIONINE OTIIIHIH:

-a
BrigaBaTh 3HaUCHUS CYETUMKOB BMECTE C npaBujiaMu. CM. TaKXe OIHUCaHUE komaH bl Show.

He 3ampammBare moaTBEpKACHUS TSI KOMAHl, KOTOPBIE TIPH HEMPABIIIBHOM HCITOJIb30BaHUN MOTYT
BBI3BaTh IIpo0eMbl, Harpumep, flush. YuTute, 4To eciu npolecc He CBSI3aH ¢ TEPMUHAIIOM, 3Ta OILIHUS
HOJIpa3yMeBaeTCsl.

[Ipn nobaBnenun, 0OHyIEHNH, COpOCE KypHasla UM CIIMCKa MPAaBWII HE BbIIABaTh HHPOPMAIMU O
JeHcTBUSAX (3Ta oMy HoApa3zyMeBaeT omuuio -f). DTo mojae3Ho npu HACTPOMKe CIUCKa MPaBUII ¢
TIOMOIIIBIO HECKOJIbKUX KoMaH I ipfw B crienapum (Hanpumep, sh /ete/re.firewall), nnm nmpu o6pabGoTke
(haiina c HeCKOIBKUMH TpaBmIamMu ipfw B ceaHce ¢ yaaneHHod peructparmeid. Ecimn komanma flush
BBINOJTHACTCS B 00BIYHOM (MH(DOPMATHBHOM) peXUMeE (B CTaHIApPTHOW KOH(UTYpAINH SApa), OHA BEIAAET
coobmienne. [TockobKy Bce paBriza cOpackIBarOTCs, COOOIIEHHE ATO He MOXET OBITh MIepefaHo ceancy. B
pe3yJsbTate, ceaHc ¢ yNaICHHON peTHUCTPaINel 3aKphIBACTCS M OCTAIbHBIC TIPaBHiIa He 00padaThIBaloTCS.
J171s1 BOCCTaHOBIICHUS IPUIETCS 3aPETUCTPUPOBATHCS C KOHCOIH.

-t
IIpu BeIaue mpaBUMI yKa3bIBaTh BPEMEHHYIO OTMETKY IOCIEAHEr0 COOCTaBICHHS.

-N
HpI/I BbIJA4€C MMbITATHCA pa3peliaTh a/[peca U UMCHA CJ'Iy)K6.

-s [moJie]
[Ipu BbIIaYe KAHAIOB, COPTHPOBATh B COOTETCTBUU C OJIHUM U3 YETHIPEX CUETUMKOB (0OIIee/TeKyIiee
KOJIMUYECTBO ITaKETOB MIJIN OAWTOR).

Jis yriporeHus KOH(GUTYpUPOBaHS MTPABIIa MOXKHO TIOMEIIATh B (haiisl, KOTOPBINA 00padaThIBaCTCS C IIOMOIIBIO
KoMmaH[b! ipfw Kak mokasaHo B IepBoii cTpoke cuHTakcuca. Heo0xoanmo yka3siBaTh mosHOE UM (aitna. Daitn
OyZeT YUTaThCs MOCTPOYHO M CTPOKH MPUMEHSFOTCS KaK apIyMCHTHI BEI30Ba YTHITUTHI ipfw.

MoHO TaKKe yKa3aTh penporeccop (C MoMOIIbI0 KOHCTPYKIMHY -p MPeNnpoleccop), yepe3 KOTophlid Oyaer
TIPOTYIIEH 3aManHbIi (aitn. [Ipuronsarcs npenporeccopsr epp(l) u m4(1). Ecim mapameTp npenpoueccop He
HayMHAeTCs ¢ Kocor uepTsl ('/'), BBIMOIHACTCS OOBIYHBII MOUCK C Y4eTOM 3HaueHHs mepemenHol cpeasl PATH. Oro
HAaJI0 YYMTHIBATh B Cpeiax, I/ie He Bce (ailyloBble CUCTEMBI eIlle CMOHTHPOBAHbBI B MOMEHT BBITIOJIHEHHSI KOMaH/IbI
ipfw (manmpumep, ecniu onn moHTHpYIOTCS 110 NFS). Ecniit 6pi1a yKas3aHa OmIws -p, MOKHO TakKe 3a7aBaTh
crnetudukanmu -D u -U, koTopsle OyayT nepeaaBarbest Mpenpoueccopy. DTo MO3BOJISIET CO34aBaTh I'nOkue (aitibl
KOH(MUrypaluu (HarpuMep, BKIIFOYAIOIINe 3aBUCUMOCTH OT MMEHH JIOKAJILHOT'O XOCTa) U UCIIOJIb30BaTh MaKPOCHI
JUJIS1 4aCTO UCIOJIb3YEMBIX apryMeHTOB Bpoje [P-anpecos.

Komanner ipfw pipe ucrions3yrores s KOHGUTYpHpOBaHUS GOpPMHUPOBATENS TpaduKa, Kak OIMCAHO B pa3ziese
KOH®UT'YPUPOBAHUE ®OPMUPOBATEJISI TPADUKA HuXKE.

POPMAT INPABIJI
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[IpaBuna ipfw uMeroT ciemyrouuii opmar:

[prob BeposiTHOCTH_comocTaBiaeHus | aeiicrBue [log [logamount yncsio]] mpoTokost from ucxoausblii_aapec to
neaeBoil_aapec [cnenuduxanus_untepdeiica] [onuuu)]

Kaxip1ii makeT MOXHO (QIIIBTPOBATH HA OCHOBE CIIEAYIOMIEH, CBA3aHHON C HUM HH(OpMAIIHN:

HuTepdeiic nepeaaun u nprema (10 IMEHH WIH aJIpecy)

e HampaBnenne (BXOISAIINI WA MCXOSIIIIN)

e Ucxonusiii u neneoii IP-anpeca (B03M0XKHO, 3aMacKUpOBaHHbIE)

e TIporokon (TCP, UDP, ICMP u 1.11.)

e VcxonHblif U neaeBoi mopT (MOKHO yKa3bIBaTh CIIMCKH, AUATa30HbI MIIK MAaCKH1)

e  @naru TCP

e ®@nar IP-pparmenra

e Omuu IP

e Tunwe ICMP

d I/I,[ICHTI/I(bI/IKaTOP 0JIb30BaTeIs/ TpynIibl U COKETA, CBA3aHHOT'O € ITAKETOM

VYuture, 9T0 GUIBTPOBATH MAKETHI HA OCHOBE McxoaHOTO [P-anpeca mim ucxomnoro nopra TCP/UDP nebe3omacHo,
MOCKOJIbKY aJIpec ¥ HOMEP MOPTa JIETKO MO IeNIaTh.

prob BeposITHOCTb_CONOCTABJICHUS
ComnocrapieHue IPOUCXOINUT TOJIBKO C 33aHHOM BEPOATHOCTBIO (BEIECTBEHHOE YNCIIO B IUana3oHe ot 0
70 1). OTa BO3MOXKHOCTD MOXKET ITPUTOIUTHCS IS Pa3JINIHbIX [IENeH, HarpuMep, IJIsl CITyJaiHOH oTepu
MaKeTOB WK (TIPH UCIOJIb30BaHUH coBMecTHO ¢ dummynet(4)) st nmuranuu 3gdekra JOCTaBKHU MaKeTOB
B APYTOM MOPSIKE U3-32 UCIIOJIb30BAaHHS HECKOIBKUX MyTeH.

AelicTBHUE:
allow
[IponyckaTh makeTbl, COOTBETCTBYIOIINE MTpaBuily. JlanbHeNInii MOUCK NMpeKpamaercsa. Y 3Toro 1eMcTBus
€CTh TICCBIOHUMBI: pass, permit u accept.

deny
OTBeprath MakeThl, COOTBETCTBYIOLIME MTpaBmily. JlanbpHeNMiA TOUCK MpeKpamaeTcs. Y 3Toro JeiCcTBUS
€CTh IICEBIOHUM - drop.

reject
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(He pexomennyercst). OTBepraTh akeTsl, COOTBETCTBYIONINE ATOMY IIPAaBHITY, U IIBITAThCA OCHITIATh
YBEIOMJICHHE O HEJOCTIKUMOCTH X0ocTa 1o npotokony ICMP. JlanpHelmmii MoucK mpekpamaeTcs.

unreach xkox

OTBeprarp MaKeThl, COOTBETCTBYIOIINE 3TOMY MIPABUITY, U MBITATHCS MOCEUIATh YBEIOMIICHUE O
HEeIOCTIXUMOCTH 110 TpoTokoiry ICMP ¢ yka3zaHHBIM KOOM, Te KO/ - gyucio ot 0 10 255 wim oguH u3
clenyroIuX nceBJoHUMOB: net, host, protocol, port, needfrag, srcfail, net-unknown, host-unknown,
isolated, net-prohib, host-prohib, tosnet, toshost, filter-prohib, host-precedence unu precedence-
cutoff. JlanpHeNINI MOUCK MpeKpamaeTcs.

reset
Tonbko mis TCP-mmakeroB. OTBEpraTh MakeThbl, COOTBETCTBYIOLIE 3TOMY IPABHITy, M MOMBITATHCS MOCIATh
yBenomienue TCP reset (RST). anpHelmuil mouck MpexpamaeTcs.

count
OOHOBHTH CUETUHKH U BCEX MAKETOB, COOTBETCTBYIOIINX MpaBwiIy. [lowck mpomomkaeTcs co
CIIEAYIOLIETrO MPaBUIa.

check-state

[IpoBepsieT makeT Mo TMHAMUYECKOMY HaOopy npaBmi. Eciii HaliIeHO COOTBETCTBHE, AaIbHEHIIINI TOMCK
MPEKPALLAETCsI, UHAYE - IEPEXOAUM K caeayroniemy npasuiy. Eciau npasuio check-state e Haiineno,
JTUHAMUYeCKuil Habop MpaBUII POBepseTCs ¢ IepBoro npasuia keep-state.

divert mopt
[TepenanpanisieT makeThbl, COOTBETCTBYIOIIME MPaBUTy, Ha COKeT divert(4), CBI3aHHBIN C YKa3aHHBIM
noptTom. J[anbHelIuil NOMCK NpeKpalaeTcs.

tee mopT

IToceinaer KoOIuio MakeToB, COOTBETCTBYIOLIMX MpaBuily, Ha cokeT divert(4), cBsI3aHHbBIN C YKa3aHHBIM
noptom. J[anpHelmumii MOMCK MpeKpaIaeTcss U UCXOIHBIHN MaKkeT MPUHUMAETCS (CM., OJTHAKO, pa3/iel
OIINBKMU nanee).

fwd ip-agpec[,nmopT]

W3mensier cremyromuii mepexon (next-hop) mjist COOTBETCTBYIOIIMX MTAKETOB, HAITPABIISIS UX MO YKA3aHHOMY
ip-aapecy, KOTOpBIIf MOKHO 3a/1aBaTh JTHMO0 B BUE YSTBEPKH YUCEN Yepe3 TOUKY, JTMOO 10 UMEHH XOCTa.
Ecnu ip-agpec HemocpeACTBEHHO HE IOCTYIEH, BMECTO HETO MCIOJIb3YETCsl COOTBETCTBYIOIIUI MapIIpyT,
MOJYYCHHBIH 10 JIOKAJThHOM Tabmwie MapmpyTu3anuu. Eciu ip-agpec - JTOKambHBIH, IPU TOCTYIUICHAN B
CHCTEMY MaKeTa ¢ Y/IaJICHHOTO XOCTa OH OyJIeT epeHarnpanieH Ha 3aaHHbIi MOPT Ha JIOKAILHOI MallliHe,
TaK 9TO JIOKATBHBINA a/Ipec COKEeTa OCTAETCSl YCTaHOBJICHHBIM B COOTBETCTBHH C NCXOIHBIM [P-agpecom, mo
KOTOPOMY HAaIIpaBIISUICS MAaKeT. DTO NeHCTBUE MpeIHa3HAueHO IS HCIOIb30BaHUs B IPO3PATHBIX
MIPOMEXYTOUHBIX cepBepax. Ecnu [P-anpec - He TOKaNbHBINA, AaJbHEHIINN TOUCK MPEKPAILAETCS; OJHAKO,
MIpU BBIXOJIE€ U3 KaHama eciiu nepeMeHHas sysctl(8) net.inet.ip.fw.one_pass He ycTaHOBIIeHa, TAKET CHOBA
nepenaercst OpaHaMayspy AJIsl IPOBEPKH, HAYMHASL CO CIIEYIOIIETO paBHIIa.

queue HOMep_ouYepeau
Iepenaer maker B "ouepenp" dummynet(4) (st OrpaHUYCHUS IPOIYCKHON CIIOCOOHOCTHU C MTOMOIIIBIO
WEF2Q).

skipto Homep
[Ipomyckaet Bce mocieayonye paBuia ¢ HOMEpaMH MeHbIIe ykazanHoro. [Tonck nmpomomkaercs ¢
MIEpBOT'O NPaBMJIA, HOMEP KOTOPOTO PaBeH yKa3aHHOMY WJIM OOJIbLIE €ro.

log [logamount koJiM4ecTBO]
Ecmu simpo 6sw1o ckommumrposano ¢ onnueir IPFIREWALL _VERBOSE, To koraa naker cOOTBETCTBYET
MIPaBUITY C KITFOUEBBIM CIIOBOM log B *KypHa ¢ momoIipio femMoHa syslogd(8) 3ammceiBaercst coobmeHne ot
ucrounnka LOG_SECURITY. llpumeuanue: 1o ymMom4aHuio, cooOiieHus 100aBisroTcs B daiin /
var/log/security (cMm. syslog.conf(5)). Ecnu ssapo G710 CKOMITMIIMPOBAHO C OMIINEH
IPFIREWALL_VERBOSE_LIMIT, To 1o yMOJI9aHUIO XypHaIU3aLUs IPEKPATUTCS MOCHIE TOT0, Kak
3aJ]aHHOE B ATOM OIIMU KOJINYECTBO MAKETOB OYJIET MOJIyYEHO COOTBETCTBYIOIIUM IIPABUIIOM B IIETIOYKE, U
nmapametp net.inet.ip.fw.verbose_limit Oyzer ycTaHOBIIEH paBHBIM yKa3aHHOMY KojimdecTBy. OmHaKoO,
€CIIM UCTIOJIb3YeTCsl onust logamount KOJIM4ecTBO, UMEHHO 3TO KOJIHYECTBO Oy/IeT OrpaHU4MBaTh
3anMchrIBaeéMbIe B KypHAJ MMakeTsl, a He net.inet.ip.fw.verbose_limit, mpiaem, 3rauenne "0" caumaet
OTpaHHWYEHHE Ha KOJIMIECTBO 3alMCel B XKypHAI. 3aTeM KypPHAIN3ANNIO MOKHO BKJIIOYUTH TTOBTOPHO
IMyTeM cOpoca OrpaHUUuCHNUS WM CYETUHKA TTAKETOB ISl COOTBETCTBYIOMICH 3aITHCH.
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KypHay3zanus Ha KOHCOJIb U OTPaHMYCHUE KOJIMUECTBA 3aIiCeil B )KypHaI HACTPAUBAETCsl TUHAMHYECKH C
nomMotnsio nHTepdetica sysctl(8) B 6aze MIB net.inet.ip.fw.

MPOTOKOJI
IP-npoTOKOII, 33JaHHBIH 0 HOMEPY WU IO UMEHH (TIOJTHBIN CIIHCOK cM. B (aiiie /etc/protocols).
KimtoueBsie citoBa ip mwim all 0003Ha4aro0T, 9TO MOIXOAUT JIFOO0I TPOTOKOIL.

HMCXOJHBIH_aJpec U uejieBOi_ajpec:
any | me | [not] <agmpec/mMacka> [HnOpPTHI]

Ecnu ykazars any, npaBuity OyzeT COOTBETCTBOBATS Jitoboii IP-anpec.

Ecmu ykasaTh me, nmpaBuiy OyJIeT COOTBETCTBOBATH Jt000it [P-ampec, CkOHGHUTryprpOBaHHBIN Ha JIFOOOM U3
uHTepEeCcoB CUCTEMBL. DTa MPOBEPKa TPEOYET TOCTATOYHO MHOTO BHIYMCIHMTENLHBIX PECYPCOB U €€ HaJl0
UCIIOJIb30BaTh OCTOPOIKHO.

<azlpec/Mac1cy> MOJKHO 33/aBaTh B CJICAYIOIICM BHIC:

ipno

IP-azipec B Buzie 4eTBEpKH Ynceld Yepe3 TOUKy, Harpumep, 1.2.3.4. [IpaBuny Oyner cooTBETCTBOBATh
ToJIbKO ATOT IP-anpec.

ipno/bits

IP-azpec B Buzie 4eTBEpKH Ynces Yepe3 TOUKY ILTI0C pa3Mep Macky B Outax, Hanpumep, 1.2.3.4/24. B
JTAHHOM CJIydae COOTBETCTBOBATh OyayT Bce IP-anpeca B nuamazone ot 1.2.3.0 1o 1.2.3.255.

ipno:mask

IP-anpec B BUJe YeTBEPKH YHCEN C MAaCKOM uepe3 TOUKYy B BUJIE UETBEPKU YHCEIl Yepe3 TOUKY, HalpuMep,
1.2.3.4:255.255.240.0. B ganHOM cirygae cooTBeTCTBOBaThH OyayT Bee IP-angpeca B amanaszone ot 1.2.0.0 mo
1.2.15.255.

MoxHO noTpeO0BaTh, YTOOBI MPABMITY COOTBETCTBOBAJIHM BCE a/Ipeca, KpOME yKa3aHHBIX, J0OaBHB Mepe
ajipecoM MoAU(HKaTOp not. DTOT MOIU(HUKATOP HE BIMSET HA BBIOOP 110 HOMEpaM MOPTOB.

Jus mporokonoB TCP u UDP M0XHO TakKe TOTIOITHUTENBHO YKa3aTh MOPTHI B BHIE:

{nopT | nopT-nopT | nopT:Macka} [, nopr[,...]]

Jeduc (-) mo3BOISIET 3a1aTh AWANIA30H IOPTOB (BKITIOYAst TPAHHUIIBI).

I[BOCTO‘II/IC (:) MO3BOJIACT 3a4aTh MMOPT U MACKY - ITAKET CHUTACTCA COOTBECTCTBYIOIIUM IIPABUITY, €CIIN
HOMCED IopTa B HEM COOTBCTCTBYECT YKa3aHHOMY B IMPABUJIC C TOYHOCTBHIO 10 6I/ITOB, YCTaHOBJICHHBIX B
Macke.

BMecTo 4nCIIOBBIX 3HAYCHHUI MOPTOB MOYKHO YKa3aTh MMEHa CiIyx0 (13 daiina /etc/services). Jlnanaszon
MOYHO yKa3bIBaTh TOJBKO B KAYECTBE IIEPBOTO AJIEMEHTA CIMCKA, a JUTHA CIIMCKA TOPTOB OrpaHUueHa
snauennem IP_FW_MAX_ PORTS (xoropoe 3a1aH0 B 3aroJIOBOYHOM (haiiine /
usr/src/sys/netinet/ip_fw.h). O0partnast kocast (\) MO3BOJISICT 3aMaCKUPOBATh JAeuc (-) B UMCHU CITYKOBI:

ipfw add count tcp from any ftp\\-data-ftp to any

®parMeHTHPOBaHHBIE ITAKETHI C HEHYJIEBEIM CMEIIEHHEM (T.€. He TIePBBIH (parMeHT) HUKOTIa He OyIyT
COOTBETCTBOBATH IIPABHITY, B KOTOPOM 3aJaH OJMH HIIM HECKOJIBbKO NOpToB. [lonpoOHee 0 comocTaBiIeHu
(hparMeHTUPOBaHHBIX NAKETOB CM. B ONMCAaHKU onuuH frag.

cnenudukanusa_nHTepdeiica
MoHO yKa3bIBaTh KOMOMHAIIMH CIEAYIOMX CrenuduKamii:
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ONIHH:

in
COOTBETCTBYET TOJBKO BXOSIINM [TAKETAM.

out
COOTBCTCTByeT TOJIBKO UCXOOSIIIHUM ITaKETaM.

via ifX

IMakeT nosmkeH mpoiiTu yepe3 unTepdeiic ifX.

via if*

[Maker moykeH npoiTH uepe3 uHTepdeiic ifX, rae X - 000t HoMep ycTpoiicTBa.

via any
[TakeT momkeH mporTH Yepes 1060t HHTepQEiic.

via ipno

[MTaker momxkeH npoiitu yepe3 uaTepdetic ¢ [P-anpecom ipno.

KirroueBoe cioBo via MpuBOIUT K 00s13aTENIBHOM MpoBepke nHTepdeiica. Eciu BMeCTO via HCIOIB30BaHO
KIIFOYEBOEC CJIOBO FeCV U Xmit, TO MPOBEPSICTCS TOJNBLKO HHTepQeiic MOMyueHus win uHTepderic
nepeaayn, COOTBETCTBEHHO. 3a71aB 00a 3TUX KIIFOUEBBIX CJIOBA, MOKHO OTOUpATh MAKEThl HA OCHOBE 000HX

uHTepEHCcoB, MOMyYEeHHs ¥ OTIPABKH, HAIIpUMEp:
ipfw add 100 deny ip from any to any out recv ed0 xmit edl

WuTtepdeiic recv MOXHO ITPOBEPATH Ha BXOSIIIE U HCXOASIIIE AaKeThl, a HHTepdeiic Xmit - ToIpKO Ha
ucxozasamye nakersl. [loaToMy KimodeBoe cioBo out - 00s13aTeNbHO (a in - HEJOMYCTUMO), €CIH
HCTIONB3yeTcs Xmit. YKa3pIBaTh via BMecTe ¢ Xmit UM recv Hemb3sl.

[Taker MoxeT He UMETh HHTEp(eiica MoMyYeHHs MM epejadr: NaKeThl, OCTYIAIOIINE C JIOKATBHOTO
X0CTa, HC UMCIOT I/IHTep(beﬁca TMOJIYUYCHUs, a MaKEThl, NPEAHA3HAYCHHBIC JJIA JIOKAJIbHOTO XO0CTa, HE UMCIOT
unHTtepdeiica nepenauu.

keep-state [memo0]

[Ipu comocraBieHun OpaHAMAY3pP CO3MACT TUHAMUYECKOE MIPABUIIO, IT0 YMOITYaHHIO COOTBETCTBYIOIICE
JIBYHAIIPaBIICHHOMY OOMEHY JaHHBIMU MEXKIY HCXOIHBIM U IIeeBbIM [P-anpecoM/mopToM 1o ToMy ke
caMOMy IIPOTOKOITY. DTO MPaBUIIO UMEET OTPaHUUCHHOE BpEMs CYIICCTBOBAHMUS (OIpeaesieMoe HabopoM
nepeMeHHBIX sysctl(8)), i1 3To BpeMst H3MEHSAETCsI IPH BBISBJICHUH Ka)KIOT0 COOTBETCTBYIOIIETO MaKeTa.

daxTHYeCcKOE TTOBEICHHE MOYKHO H3MEHUTh, 33]1aB IPYyTOi Memoo.

bridged

COOTBETCTBYET TOJILKO IMAKeTaM, MPOIICANINM Yepe3 MOCT. DTO MOXKET MPUTOUTHCS JIJIs 0TOOpa MaKeTOB
MHOT'0aIPECHOM MM IIUPOKOBEIIATEIBHOM Mepeauu, KOTOPhIC B IPOTHBHOM CiIydae OyIyT MPOXOAUTH
gyepe3 OpaHaMaysp IBaXAbl: OJUH pa3 MPH MPOXOKICHUN Yepe3 MOCT, a BTOPOM - KOT/a MaKeT MomnaiaeT B
JIOKQJILHBIN CTEK.

[NomMHuMO HEOOJIBIIOrO CHIKEHHUS IPOU3BOAUTEIBLHOCTH, 9TO MPUBOIKUT K NPOOIEMaM IPH HCIIOJIb30BaHUI
KaHanos, NOCKOJIbKY OJIH M TOT XK€ MaKeT OyAeT yYUTHIBATHCS JIBAK/IbI IPH OTIPE/ICTICHUH TPOITYCKHOM
crniocooHoctH (bandwidth), ucrionp3oBanus ouepeneit U pu U3MEHEHNH CUETYHKOB.

frag
CoOTBETCTBYET MAKETY, SABJISIOLIEMYCs He NepBbIM (pparmenTom Aararpammbl. Onuuro frag Hesb3s
UCIIONIb30BaTh B couetanuu ¢ tepflags wm cnemmdukammsamu nopra TCP/UDP.

ipoptions cneyuguxayusa

COOTBETCTBYET MAKETY, €ClU ero [P-3aroinoBok CoNEpKUT YKa3aHHbIN B cheyugdukayuu CiucoK OUnui
yepe3 3anaTyto. [lonnepxusatorcs crienyromue onuu [P:

ssrr (strict source route), Isrr (loose source route), rr (record packet route) u ts (timestamp). OTcyTcTBHE
OMPENIEIICHHOM OMIMU MOXET 0003HAYaThCs BOCKIMIATESIBHBIM 3HAKOM ().
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tepoptions cneyughuxayun
CooTBeTcTBYeT nakery, eciau ero TCP-3arogoBok conep:KUT yKa3aHHBINA B creyupuKkayuu CIIMCOK OIITHN
yepe3 3amsatyto. [lognepxxuBarotcst cnenyromme onmun TCP:

mss (maximum segment size - MAaKCUMaJbHBIA pa3mep cermenta), window (tcp window advertisement -
mpeziaraeMoe okHo tep), sack (selective ack - m36upaTensHOE oaTBepKACHUE), ts (rfc1323 timestamp -
BpeMeHHast ormeTtka 1o cranaapty RFC 1323) u ce (rfc1644 t/tcp connection count - cueTdnk
noxiroueHus 1o cranaapty RFC 1644). OtcyTcTBHe OMPEIeICHHOM OMIIUK MOXKET 0003HAYATHCS
BOCKJIMIIATEIHHBIM 3HaKOM (!).

established
Tonbko st TCP-akeroB. CooTBeTcTBYeT nakeram ¢ ycranoiaeHHbIMH 6utamu RST nim ACK.

setup
Tonbko st TCP-nakeroB. CooTBeTCTBYET NakeTaM ¢ ycranoBjaeHHbIM 0utoM SYN, HO co cOpOLIeHHBIM
6utom ACK.

tepflags cneyugpuxayua
Tonbko ans TCP-nakeroB. COOTBETCTBYET MakeTy, eciu ero TCP-3arooBok coAepKUT 3a/laHHbIN B
cneyugukayuu cuvicok ¢uaros uepes 3amartyro. [lognepxusarorcs cnemyromue diaarn TCP:

fin, syn, rst, psh, ack 1 urg. OTcyTcTBHE ONpEACICHHON O MOKET 0003HAYATHCS BOCKIUIIATEIEHBIM
snakoM (!). [IpaBuiio, cogepaxkarniee cnenudukanuto tepflags, He MOKET COMMOCTABUTHCS C
(hparMeHTUPOBAHHBIM TAKETOM, UMEIOIIUM HEeHyJIeBoe cMerienue. [TogpodHee o conocTaBieHUA
(hparMEeHTUPOBAaHHBIX MAKETOB CM. B ONKMCaHUU omniuu frag.

icmptypes munot

Tonsko s makeroB ICMP. CootBercTByeT nakery, ecii ero ICMP-THII BXOAUT B yKa3aHHBIA CIICOK
TunoB. CIHCOK MOXKHO 33/1aBaTh Kak JI00YI0 KOMOWHAIIMIO AUAa30HOB WIN OTJEIBHBIX THIIOB YEpe3
sarsiTeie. [lognepsxuBatorcs cnemyrontie ICMP-Tumsr:

echo reply (0, 3xo-o1BeT), destination unreachable (3, meneBoit axpec HexocTyIeH), source quench (4),
redirect (5, nepenanpasienue), echo request (8, axo-3anpoc), router advertisement (9, nmpeacrasnenue
MapuIpyTu3aTopa), router solicitation (10), time-to-live exceeded (11, mpeBBIIIIEHO BpeMsI CyIIIECTBOBAHNA),
IP header bad (12, neepusii [P-3aronoBok), timestamp request (13, 3anpoc BpeMeHHOH OTMETKH),
timestamp reply (14, BpemenHast otMeTa B 0TBeT), information request (15, 3anpoc uadopmarum),
information reply (16, oTet Ha 3anpoc nHdpopmaunm), address mask request (17, 3anpoc Macku aapeca) 1
address mask reply (18, macka agpeca B OTBET).

uid nonvzoeamens

CootserctByeT BceM TCP- i UDP-nakeTaM, OCIaHHBIM WM MOTYYEHHBIM YKa3aHHBIM
nonvzoeamenem. Ilonvioeamens MOXKHO 3a1aBaTh 10 UIMEHH MUY C TOMOILBIO YHCIOBOTO
UIeHTUHKATODA.

gid zpynna
CootserctByeT BceM TCP- nnu UDP-nakeraM, MOCIaHHBIM WM HOTY4YEHHBIM JUIS YKa3aHHOU 2pynnul.
I'pynny MOXHO 3a7aBaTh O UIMEHH HJIH C TIOMOIIBIO YHCIIOBOTO UACHTU(PHUKATOPA.

KOHOUT'YPALIUA POPMUPOBATEJIA TPADPUKA

Yrmmura ipfw Taroke o0ecriednBaeT moiib30BaTeIbCKU HHTEpdEiic Wi popmuposartens Tpadpuka dummynet(4).
dopmupoBaTens paboTaeT IyTeM JeNICHHS IIAKETOB Ha 10MOKY B COOTBETCTBHH € 3aJaHHOMU MOJIb30BaTEIeM MacKOH

TI0 pa3INYHBIM 1TOJIIM 3arosioBka IP. [TakeTsl, npuHaAIekaIye K 0THOMY ITOTOKY, 3aTEM II€PEAAI0TCs ABYM
Pa3IMYHBIM OOBEKTAM - KaHALY WIH ouepeou.

Kanan smynupyeT cBS3b C 3aJlaHHBIMH IIPOITYCKHON CIIOCOOHOCTBIO, 3a€PXKKOM TIPH IIepesiade, pa3MepoM Odepe i

U IIPOLICHTOM IOTCPHU MMAKCTOB. ITakeTsr IMPOXOJAT IO KaHa)ly B COOTBETCTBUM C €I0 IMapaMeTpaMu.
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Ouepeoyw - abcTpakiys, ucnoib3yemast uist peanusanuu npasuilt WF2Q+. Ouepenp CBSI3bIBAET € KaxkIbIM TTOTOKOM
BEC U COOTBETCTBYIONINH KaHau. Janee, Bce MOTOKM, CBSI3aHHBIE C OJJTHAM U TE€M K€ KaHaJIOM, TIEPEKITIOUatoTCs C
YacTOTOM, OTpeAeNIIeMOi KaHAJIOM B COOTBETCTBUU C mpaBmiamMu WF2Q+.

®opmar koH(puryparn kaHana ipfw cirexyrommii:

pipe uucno config [bw nponycxkuas_cnocodonocms | yempoiicmeo] [delay szadepoicka_6_munnucekyrnoax] [queue
{cnomot | pasmep}] [plr seposmuocmes_nomepu] [mask cneyugpuxamop _macku] [buckets pasmep xeur-mabauyor]
[red | gred w_g/min_th/max_th/max _p]

®dopmar koHpUrypaun ouepeau ipfw cremyrommii:

queue yucio config [pipe nomep ranana] [weight sec] [queue {cromos | pasmep}] [plr sepossmnocms_nomepu]
[mask cneyugpuxamop macxu)] [buckets pazuep xew-mabnuyet] [red | gred w_g/min_th/max_th/max_p)

Jlnist kaHama MOYXHO CKOH(UTYPHUPOBATH CIEYIOIIUE TTapaMeTpPhI:

bw nponyckunas_cnocoénocms | ycmpoiicmeo
IIpomyckras criocobHOCTE, m3MepernHas B [ K|M]{bit/s|byte/s}.

3nauenue 0 (MPUHSATOE 10 YMOJIYAHUIO) O3HAYaET HEOTPAHMUCHHYIO MPOITYCKHYIO CITIOCOOHOCTh. EnnHuIty
HU3MEpEeHUst He00XO0ANMO YKa3bIBaTh CPa3y MOCIE YUCIOBOTIO 3HAUCHUS, HAIIPUMED:

ipfw pipe 1 config bw 300Kbit/s queue 50KBytes

Ecnu BMecTO 4MCIOBOrO 3HAUEHUs YKa3aHO UM YCTPOICTBA, TO CKOPOCTh Nepeiayut 3aJaeTCsl yKa3aHHBIM
ycTpoiicTBoM. B HacTosmiee BpeMs TOJIBKO YCTPOUCTBO tun(4) moaaep>KUBaeT TaKylo BO3MOXKHOCTD, JUIS
MCIOJIb30BaHuUs COBMeCTHO ¢ ppp(8).

delay 3adepoicka_e_munnucexynoax
3azeprkka Ipu Tepeaade, 3a/iaBaeMasi B MIIIHCEKYH /IaX. 3HaUeHHE OKPYTIISICTCS IO CIETYIOIIET0 KPaTHOTO
MHHUMAIbHOMY BPEMEHHOMY MHTEPBATy CHCTEMHBIX 4acOB (OOBIYHO - 10 MIIIIIHCEKYHI, HO OOBIYHO UMEET
CMBICII 3aITycKaTh sapa ¢ onmwmel "options HZ=1000", 4To0bI MOXHO OBLIO 3a/1aBaTh BPeMsI C TOYHOCTHIO
10 1 muwmcexyHb! win Menee). CtangapTHOe 3HadeHue, 0, 03HaYaeT OTCYTCTBHE 3aICPIKKH.

queue {cromoe | pazmepKbytes}
Pa3smep ouepenu, B ciomax unu Koéaiitax. 1o ymonuanuio ucnonssyercst 50 CI0TOB, UTO SBISETCS
TUIUYHBIM pa3MepoM ouepenau Juist yerpoiictB Ethernet. Yurure, uTo 111 HU3KOCKOPOCTHBIX MOKITIOYEHUN
CJIeJlyeT UCII0JIb30BaTh oYepe iy HeOOoIBIIOro pa3Mepa Wik NpH nepenade Oy yT BOSHUKATh CYIECTBEHHbIE
3aJIep>KKH MakeToB B ouepenu. Tak, S0 makeros ethernet makcumansHoro pasmepa (1500 6GaiitoB) o3Havaer
600 KouT, nnu HaxoxIeHue B ouepean B TeueHne 20 ceKyH[ Jisl KaHalla ¢ MPOIYCKHOH CIIOCOOHOCTBIO
30Kbit/s. D dext MoxeT ObITH ellle XyKe, ECIH HaKeThl IPUHIUMAIOTCS ¢ UHTepdeiica ¢ HAMHOTO OOJIBIINM
3naueHneM MTU, Hanpumep, ¢ uHTepdeiica 3aK0NIBIIOBBIBAHMUS C €ro MakeTaMu pazmepom 16 Koaiir.

plr éeposmuocms_nomepu
BeposiTHOCTB TOTEpH NakeTa. ApryMeHT 8eposimiocms_nomepu - BeniectBeHHoe yrcio ot 0 1o 1, tak
yT0 0 03HaYaeT OTCYCTBHE MOTEPH, a 1 - 100% moTepro. BeposTHOCTH OTEpH BHYTPEHHE TIpeacTaBieHa 31
ouTOM.

mask cneyuguxkamop_macku
HuTepdeiic dummynet(4) mo3BOIIET CO3AaBATh OTACTBH_€ OUYePeIH U KaXKI0TO MOTOKA.
Wnentnduxarop moToka cozmaercs ImyTeM MackupoBKH [P-aapecos, TOPTOB U THIIOB IPOTOKOJIOB,
3aJaHHBIX B KOH(uTypanun kaHasia. [IakeTsl ¢ 0AMHAKOBBIM HAECHT(HUKATOPOM MTOCIIE MACKUPOBKH
MONAagaloT B 0HY odepeab. CrenuduKaTopsl MACKH CTPOSATCS KaK KOMOWHAIIMH CIIETYIOIINX
KOMIIOHEHTOB: dst-ip macka, src-ip macka, dst-port macka, src-port macka, proto macka v all, uto
03HAYaeT CYMECTBEHHOCTh BCEX OMTOB BO BCcex MOJIX. [Ipu ncnons3oBaHuu B KOH(DUTYpalu kanaid,
Ka)kKZIOMy ITOTOKY IIPUCBANBACTCsI acTOTa (rate), paBHasi yacToTe KaHaia. [Ipu ucronbp30BaHuY B
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KOH(MUTypaluu ouepeou, KaKIblii NOTOK II0JIy4aeT BEC, PaBHbII BECY OUepe/id, U BCe MOTOKH, CBS3aHHBIE C
OJIHMM KaHaJIOM, MCIIONb3YIOT KaHaJ IPOINOPLUOHAIBHO UX BECY.

buckets pazuep xew-mabdnuye
3agaeT pa3Mep XemI-TabJIHIbl, UCIIONb3YEMOIl ISl XpaHeHHs! pa3InyHbIX oyepeneid. CrangapTHoe
3Ha4eHue, 64, 3amgaercs nepeMeHHoit sysctl(8) net.inet.ip.dummynet.hash_size, u moxxer ObITE B
nuarasone ot 16 go 1024.

pipe Homep_kanana
Cas3bIBaeT ouepeib ¢ yKazaHHbIM KaHajioM. C OJTHUM KaHAJIOM MOKHO CBsI3aTh HECKOJIBKO odepesieit
(00BIYHO, C pa3HBIMU BeCaMH), KOTOPBIH 33/1acT CYMMapHYIO CKOPOCTh Mepeiadu sl Habopa ouyepeei.

weight sec
3amaet Bec, KOTOPBII OYJET MCIIOIB30BATHCS IS IOTOKOB, COOTBETCTBYIOIINX JaHHOW odepenn. Bec
JOJbKeH OBITh B quanaszoHe 1..100, u uMeeT cTaHmapTHOE 3HaUCHHE 1.

red | gred w_q/min_th/max_th/max_p
Hcnone3yer anroput™ ynpasnenus ouepensio RED. w_g 1 max_p - BeliecTBEHHbBIE YHCIIA B IUATIA30HE OT
0 mo 1 (me Bxmouas 0), a min_th v max_th - uenple 4rcia, 3aAa0MIe TOPOrOBbIe 3HAYCHUS IS
JITOPUTMA YIPABIIEHUS OYepe/bio (IIOPOTOBhIE 3HAUCHUS 3aat0TCs B OaifTax, eciiu pa3mMep ouepenu
3ajaBaicsi B 0aliTax, ¥ B CJIOTax B IPOTUBHOM ciiydae). MiHTepdetic dummynet(4) noanep>xuBaeTcs Takxke
6onee ymepennyto (gentle) Bepcuto RED (gred). [ns ynpasnenus padoroii anropurma RED MoxHO
UCIIOJIb30BaTh TPH NepeMeHHbIX sysctl(8):
net.inet.ip.dummynet.red_lookup_depth
3aJaeT TOYHOCTH NPH BBIYMCICHUH CPEAHEH OdepeH, KOT/Ia CBA3b MMPOCTauBaET (CTaHIapTHOE 3HAUCHHUE -
256, 1OIKHO OBITH OOJNBIIE HYIIS)

net.inet.ip.dummynet.red_avg pkt_size
3a/1aeT OJKUIAEMBIN CPeIHUI pa3Mep makera (CTaHIapTHOE 3HaYeHUE - 512, TOKHO OBITH OOJIBIIIE HYJIS)

net.inet.ip.dummynet.red_max_pkt_size
3a[1a€T 0XKUIaeMbI MaKCUMAaJbHBIA pa3Mep MakeTa, KOTOPbIH UCIONb3YETCsl TOJIBKO KOTJa MOpPOroBbie
3HAYCHUS U OYCPEaN 33ar0Tcs B Oalitax (cranaapTHOE 3HaYeHHUE - 1500, TOMKHO OBITH OOJBIIE HYJIS).

CIHHUCOK JJIA TIPOBEPKH

HpI/I pa3pa60TI<e IMIpaBWJI HA0 YUUTBIBATH CICAYIOMINEC CYIIICCTBCHHBIC MOMCHTBI:

d HOMHI/ITe, 4qTo (1)I/IJILprIOTC$[ KaK BXOJdAIIHE, TaK U HCXOAAIIUE ITaKCTHI. I[JIH OOJIBIIMHCTBA TTOIKITIOYCHHI
HCO6XO,Z[I/IM ,I[ByHaHpaBHCHHLIﬁ 00OMEH IaKeTaMH.

e [lomHHTE O HEOOXOAUMOCTH OYE€Hb BHUMATEIBHO TECTHPOBATh HaOOp npaswil. I1pu aTOoM KpaiiHe
AKeNaTeNleH JOCTYI K KOHCONU. ECii KOHCOIIb HeJJOCTYIIHA, UCIIOIb3YHTe ClieHapUil aBTOMAaTHIECKOTO
BOoccTaHOBJIEeHHUS Tuna /usr/share/examples/ipfw/change rules.sh.

*  He 3a0s1Baiite npo nnTepdeiic 3akonpiioBeBanms (loopback interface).

HOJOKUTEJIBHBIE MOMEHTbI

e OpHy pa3HOBHIIHOCTB ITAaKETOB OpaHIMay3p oTBepraeT Bceraa - 3To ¢parmeHt TCP-nakera co cMmerieHreM
OJIMH. DTO JOIyCTUMBIN ITaKeT, HO UCIIONIB3YETCsl OH C €AMHCTBEHHOM IETIBIO0 - 171l 00X0/151 OpaHIMayspoB.
Ecmu BrIItOYeHa perucTpans, Takie NakeTbl pETUCTPUPYIOTCS KaK OTBEPrHYTHIE MPABUIOM -1.
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e Ilpu noxkmodenuu no cetu 3arpyska Bepcuu kld(4) yrummts! ipfw He Tak npocTa, Kak MOXKET MOKa3aThesl.
51 pexoMeHyI0 UCIOIB30BATh CIEMYIONIYI0 KOMAHAHYIO CTPOKY:

. kldload /modules/ipfw.ko && \
° ipfw add 32000 allow ip from any to any

B 371011 3x€ cuTyaluy BHIIOJHEHUE KOMaHbl

ipfw flush

TOXKE HE IIOMOXKCT.

e Cnucox GuabTpoB ipfw HENb3s H3MEHATH €CIIM YPOBEHbB 3aIIUTHI CHCTEMBI YCTAaHOBJICH PaBHBIM 3 WIIH
BhIIIE (1T0poOHEe 00 YPOBHAX 3aIIUTHI CUCTEMBI CM. Ha CTPaHUIIE CIIPaBOYHOTO PyKOBOJICTBA init(8)).

ITEPEHAIIPABJIEHUE ITAKETOB

Coxer divert(4), cBs3aHHBII C yKa3aHHBIM TIOPTOM, OYZAET ITOTydaTh BCE IMTAKeTHI, TIEPEHAIIPaBICHHBIC Ha 3TOT MOPT.
Ecim ¢ meneBbIM MopTOM He CBSI3aH HU OJJMH COKET MJIM €CIIH AP0 He OBLIO CKOMITMIIMPOBAHO C HOAICPKKON
COKETOB IIePEHAIPABJICHHUS, TIAKEThI YAAISOTCS.

INEPEMEHHBIE SYSCTL

Habop nepemennbix sysctl(8) ynpasiser moBeneHreM opanamayspa. CTaHAapTHBIC 3HAYCHISI U OMTUCAHUS dTHX
MEPEMEHHBIX PEJCTABICHBI Jlajee:

net.inet.ip.fw.debug: 1
YrpaBisieT OTIaA0YHBIMU COOOIICHUSIMH, KOTOpPbIE BbIIaeT ipfw.

net.inet.ip.fw.one_pass: 1
[Ipu ycTanoBke 3HaueHMsI 1 makeT, BRIXOAAIMUN M3 KaHana dummynet(4) He TPOXOTUT CHOBA Yepe3
Opannmaysp. B mpoTuBHOM city4ae, TIOCiIe BRITOJTHEHUS JISHCTBUS KaHaa, TaKeT IOBTOPHO TOMaaeT Ha
OpaHmMaysp U MPOBEPSIETCS], HAYWHAS CO CIEAYIOIETO PaBMiIa.

net.inet.ip.fw.verbose: 1
Bxuttouaer Bbaavy 1o gpoOHBIX COOOIIEHHH.

net.inet.ip.fw.enable: 1
Bxmouaer 6parmmayap. [Ipu ycranoBke 3Hauenust 0 mammaa Oynet pabotaTh 6e3 OpaHaMay3pa, Jaxe
€CJIM OH CKOMITHJIMPOBAH B SLIPO.

net.inet.ip.fw.verbose_limit: 0
OrpaHnyMBaeT KOJMYECTBO COOOICHHUI, BbIIaBAEMbIX OpaHIMaydpOM B PEXKUME BbIAA4YH MTOAPOOHBIX
COOOIICHUH.

net.inet.ip.fw.dyn_buckets: 256

net.inet.ip.fw.curr_dyn_buckets: 256
ITepBoHauanbHO CKOH(DHUTYPUPOBAHHBIN U TEKYIIUI pa3Mep XemI-TaOUIIbI, NCHONIb3YIOMIEeHCS I
XpaHEeHUs THHAMHYECKHX MPaBWiI. 3HAYCHNE TOJDKHO OBITH CTENeHbIo 2. PasmMep TaOiuMIBl MOXKHO MEHATh
TOJIBKO KOTJ]a OHA ITyCTa, TaK YTO JUI1 M3MEHEHUs pa3Mepa Ha XOJly, BeposITHO, npuzaercs copocuts (flush)
Y TTIOBTOPHO 3arpy3uTh HA0OP MPaBHIL.

net.inet.ip.fw.dyn_count: 3
Tekymiee KOIMIECTBO TUHAMUYESCKUX MPABHJI (IOCTYITHA TOIBKO IS YTCHHS).
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net.inet.ip.fw.dyn_max: 1000
MakcuManbHOE KOJMYECTBO AUHAMHYECKHX NPaBUil. [IpH TOCTHKESHUH 3TOT0 Npeesia Hesb3sd Ooblie
J00aBIIATh JUHAMUYECKUE IPaBHIIa, TOKa IPEKHUE HE YCTapeIoT.

net.inet.ip.fw.dyn_ack_lifetime: 300

net.inet.ip.fw.dyn_syn_lifetime: 20

net.inet.ip.fw.dyn_fin_lifetime: 20

net.inet.ip.fw.dyn_rst_lifetime: 5

net.inet.ip.fw.dyn_short _lifetime: 30
OTH IepeMeHHbIE 3a/1aI0T BpEMsI CyIIIECTBOBAHNS TUHAMUYECKHX MIPaBUI B ceKyHAax. [Ipu
nepoBHaYaTsHOM oOMeHe SYN-nakeTaMu BpeMsl CyIECTBOBAHMS YCTaHABINBACTCA HEOOIBIINM, a TIOCIIEe
noy4deHus 06omx SYN-TIakeTOB YBETMUMBACTCS, H CHOBA YMEHBIIIACTCS B X0Ji¢ 0OMEHa 3aBepIIalonMu
nmaketamu FIN mmu RST.

IHPUMEPBI

Cremyromniast KoMaHaa JO0OABISAET 3aMMCh, KOTOPasi OTBEPraeT MepeHanpaBieHue TeKyIIIM XOCTOM BCeX tCp-TTakeToB
ot xocta cracker.evil.org na nopr telnet xocra wolf.tambov.su:

ipfw add deny tcp from cracker.evil.org to wolf.tambov.su telnet

CJ'IGZ[yIOH.[aiI KOMaHJa 3anpenacT J1r06oe MNOAKIIOYUCHUC U3 CETHU B3JIOMIIIUKOB K MOEMY XOCTY:
ipfw add deny ip from 123.45.67.0/24 to my.host.org

OcHoBHOU 1 3 eKTHBHBIN cIOCOO OrpaHUYHUTh JOCTYI (03 UCIIONIb30BaHMS TUHAMHYECKUX TIPABHJI) -

HCIIOJIB30BATh IMpaBujia CJICAYIOIIETO THUIIA:
ipfw add allow tcp from any to any established
ipfw add allow tcp from netl portlistl to net2 portlist2 setup
ipfw add allow tcp from net3 portlist3 to net3 portlist3 setup

ipfw add deny tcp from any to any
ITepBomy mpaBmTy COOTBETCTBYIOT 00bIdHBIE TTakeThl TCP, HO eMy He cOOTBETCTBYeT MCXOAHBIH makeT SYN,
KOTOpBIN Oy/I€T COOTBETCTBOBATH IIpaBHiIaM setup TOJBKO JUIsl M30paHHbIX Map MXOAHBIN aapec/1eneBoii aapec. Bee
ocranbHbIe MakeTsl SYN OyayT OTBEepraThcsl 3aBepIIalomnM mpasuioM deny.

I[JISI 3allIMThI caiTa OT aTak IIKBAaJIOM OJACIJIBHBIX ITaKECTOB TCP, 0e30I1acHee HCII0Ib30BaTh JUHAMHWYCCKUC
IpaBuia:

ipfw add check-state
ipfw add deny tcp from any to any established
ipfw add allow tcp from my-net to any setup keep-state

OTO0 MO3BOJHUT OpaHIMAydpy YCTaHABIMBATH TMHAMUYECKUE TIPaBIIIa TOJIBKO VIS TOIKIIOUCHHUS, KOTOPOE
HaumHaeTcs ¢ 00brgHOTO mMakera SYN, MOCTYIalomero u3 Hamen ceTr. JJnHaMrIecKre mpaBmiia MPOBEPSIOTCS TIPU
o0paboTke neproro npasuia check-state v keep-state. [Ipasusio check-state 00bYHO HaTO MOMEIIATH OJIMIKE K
Havaiy Habopa IpaBuil, YTOOBI YMEHBIIUTh 00beM PaboTHI K POcMOTpe Habopa npasui. Ho BO3MOXKHBI U
JPYTUE PEIICHHUS.

YYTHUTE: npaBuna, yIuTHIBAIONINE COCTOSHIE, YSI3BUMBI IS aTak Ha ciry0b! (denial-of-service attacks) myrem
3abpachiBaHMs IIKBAIOM SY N-11aKkeToB, 4TO IPUBOAUT K CO3JaHUI0 MHOKECTBA TIMHAMHYECKUX IIPaBmIl. YIiepo ot

TaKHX aTak MO>KHO YaCTHYHO OTPaHWYUTH ITyTEM YCTAHOBKH COOTBETCTBYIOLIMX IepeMeHHBIX sysctl(8), koTopbie
yIpaBIstOT paboToii OpanaMayspa.

Bot xopommii npumep ucnonb30BaHus KOMaHB! list 171 mpocMoTpa ydeTHBIX 3amuceil 1 nHpOpMaIyu o
BPEMEHHBIX OTMETKaX:

ipfw -at list
WM B COKpAllICHHOM BU/JE, 0e3 BPEMCHHBIX OTMETOK!
ipfw -a list

Crenmyromiee IpaBUIIO IEpeHANPaBIIeT Bce BXosmue maketsl oT 192.168.2.0/24 na mopt 5000:
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ipfw divert 5000 ip from 192.168.2.0/24 to any in

Cremyromiie paBuiia IMOKa3bIBal0OT HEKOTOPBIE BApHUAHTHI TpUMeHeHus cpeacTs ipfw u dummynet(4) ms
MMHTALUHA U MOJICITUPOBAHHSI.

OTO0 MPaBUIIO TEPSIET CIIyyaiHbIe BXOAAIINE TTAKETHI C BEPOSITHOCTHIO 5%:

ipfw add prob 0.05 deny ip from any to any in

Amnanorndsoro 3¢ ¢peKxra MOKHO JTOOUTHCS € TIOMOIIbI0 kaHanoB dummynet:

ipfw add pipe 10 ip from any to any
ipfw pipe 10 config plr 0.05

MO>KHO MCTIONB30BaTh KaHAIIBI IJISl HICKYCCTBEHHOTO OIPaHWYCHHUS MPOITYCKHOM CLIOCOOHOCTH, HAPHMEP, €CJIN Ha
MaImHe, padoTaromeii Kak MapIpyTH3aTop, HE0OOX0AUMO OTPAHUIUTH 00BEM TaHHBIX, TePEeJaBaeMbIX JIOKATEHBIMHI
kiueHTamu B cet 192.168.2.0/24, M0oKHO 3a71aTh NpaBUiIa:

ipfw add pipe 1 ip from 192.168.2.0/24 to any out
ipfw pipe 1 config bw 300Kbit/s queue 50KBytes

OO0patuTe BHIMaHKE Ha UCIIOJIb30BaHUE MOi(uKaTropa out - B pe3yIbTaTe MPABHIO HE UCIIOJIB3YETCS IBAXKIBL.
3amoMHHNTE, YTO MpaBuia ipfw mpoBepsroTCs Kak A BXOJAIINX, TaK U [UTI UCXOISAMINX TTAKETOB.

[Tpu HEOOXOAUMOCTH CHIMUTHPOBAT JIBYHAIPABJICHHYIO CBSI3b C OIPAHUYEHHOM IPOIYCKHOM CIIOCOOHOCTBIO, 3TO
CIIEAyeT AeNaTh TaK:

ipfw add pipe 1 ip from any to any out
ipfw add pipe 2 ip from any to any in
ipfw pipe 1 config bw 500Kbit/s queue 100 red 0.002/30/80/0.1

Eue oHO THIIMYHOE TpUMUHEHHE (OpMUpOBaTeNsl TpadrKa CBsI3aHO ¢ T0OABICHHEM HEKOTOPBIX 3a/IepKEK pH
B3aUMOJICHCTBHU. DTO MOXKET MMOBJIHATH HA MHOTUE ITPUIIOKEHUSI, BBIIOIHSION[ME MHOTO BBI30BOB YAaICHHBIX
MpoIeayp, KOraa Bpems oOMeHa JaHHBIMH (round-trip-time) 1Mo MOAKITIOUYEHHUIO YaCTO CTAHOBUTCS HAMHOTO Ooee
CYIIECTBEHHBIM OIPAHUYCHHUEM, YE€M MPOITYCKHASI CHIOCOOHOCTh:

ipfw add pipe 1 ip from any to any out
ipfw add pipe 2 ip from any to any in
ipfw pipe 1 config delay 250ms bw 1Mbit/s
ipfw pipe 2 config delay 250ms bw 1Mbit/s

OTHeJ’ILHLIe odyepeaun I IIOTOKOB MOT'YT HPUTOAUTHCA AJIsd pa3JIMYHBIX ueneﬁ. HaanMep, JJIA I1oac4yeTa o0bemMa
NEPpCAaHHbIX TaHHBIX:

ipfw add pipe 1 tcp from any to any
ipfw add pipe 1 udp from any to any
ipfw add pipe 1 ip from any to any
ipfw pipe 1 config mask all

[IpencTaBneHHBIN BBIIIE HAOOP MPABWII CO3ACT odepean (i OyAeT codupaTh CTaTUCTUIECKYIO HH(POPMALINIO) IS
BCEX Iepe/laBaeMbIX JaHHBIX. [10CKOIBKY KaHalbl He HAKJIAABIBAIOT HUKAKUX OTPaHHYCHUM, B pe3ysbTaTe Oyaer
TOJIEKO COOMpaThCs cTaTHCTHYECKash HH(opMarys. YUTUTe, 4T0 HeOOXOIMMBI 3 MpaBHJIa, a He TOJIBKO IOCIIeAHEe,
MOCKOJIBKY Korjia mporpamma ipfw meitaercst conoctaButh [P-makeTsl, OHa He yIUTBACT MOPTHI, TO3TOMY HEJNb3s
6yI[CT Ppas3InunTh NOAKIIOUYCHUA K pa3HbIM IMOpTaM.

Bonee ciaoxubIi MpUMEP CBA3aH C OTPAHUYCHUEM o0bemMa HCXOAINX U3 CETU JAHHBIX C OrpaHUYCHUSIMHU T10
OTACJIIBHBIM XOCTaM, a HC 110 CCTAM:

ipfw add pipe 22.06.031 ip from 192.168.2.0/24 to any out
ipfw add pipe 2 ip from any to 192.168.2.0/24 in
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ipfw pipe 1 config mask src-ip 0x000000ff bw 200Kbit/s queue 20Kbytes
ipfw pipe 2 config mask dst-ip 0x000000ff bw 200Kbit/s queue 20Kbytes

CCBbUUIKHN

cpp(1), m4(1), bridge(4), divert(4), dummynet(4), ip(4), ipfirewall(4), protocols(5), services(5), init(8),
kldload(8), reboot(8), sysctl(8), syslogd(8)

OIINBKHA

Curakcuc CKJIAABbIBAJICSI UCTOPHUYCCKHU U HE CIHIIIKOM IIPO3PavuCH.

HPEJVIIPEXK/IEHUE!'TIPEJ]VIIPEK/I[EHUE! ! [IPEJ/[VIIPEJK/[EHUE!!

DTa mporpaMMa MOKET c/ieNiaTh paboTy ¢ KOMIBIOTEPOM MPAKTUYECKH HEBO3MOXKHOM. [Ipu nmepBoM HCIONb30BaHUU
paboTaTh HAO 3a KOHCOJIbIO U HE nenaTh HUYEro, YTO Bbl HE TOHUMAETE.

HpI/I I/I3MeHeHI/II/I/I[O6aBJ'IeHI/II/I 3aInceil B LOCTIOYKH UMCHaA Cﬂy)K6 1 IPOTOKOJIOB HCII0IL030BaTh HEJIL3.

@®parMeHTs! BXOIAIINX AKETOB, IEpEHANpaBiIeHHbIE ¢ TOMOIIbIo divert umm tee, TOBTOPHO cOOUparOTCA Tepen
JIOCTaBKOW Ha COOTBETCTBYIOLIUM COKET.

[TaxeTsl, COOTBETCTBYOLINE IPABUILY tee, HE JOJDKHBI IPMHUMATHCS HEMEIJIEHHO, a J0JDKHBI IIPOXOIUTD JaJIbLIe 110
CIFCKY IpaBmWI. JTa OMMOKA MOXKET OBITH HCIIPABJICHA B CIEIYIOICH BEpPCHH.
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UCTOPUA

Yrunura ipfw Briepseie nmosBuaack B OC FreeBSD 2.0. Uuarepdetic dummynet(4) 6611 1o6asieH B FreeBSD 2.2.8.
Pacmupenusi, cBA3aHHbIE ¢ 3aIOMUHaHKEM cocTosiHUS, mosiBuiKch B OC FreeBSD 4.0.

FreeBSD 4.4, 16 depans 2000 roga
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