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HA3BAHHUE

ip, IP - Internet Protocol

SYNOPSIS

#include <sys/socket.h>

finclude <netinet/in.h>

s socket (AF_INET, SOCK RAW, proto);

t = t open ("/dev/rawip", O RDWR);

OIIMCAHHUE

IP - 310 MexXceTeBOW MPOTOKOI TOCTaBKH neiitarpamm (internetwork datagram delivery protocol), ocHOBHO# B
cemeiicTBe MpoTokoyoB Internet. [IporpaMMBr MOTYT HCITONB30BAaTh POTOKON [P wepe3 mpoTokoms! Oosee BEICOKOTO
YpOBHSI, TAKHE KaK MPOTOKON yrpasieHus nepenadeit (Transmission Control Protocol - TCP) nnu mpotoxomn
neritarpamm nonbe3oBarens (User Datagram Protocol - UDP), nin B3anmozelicTBoBats 1o nporoxoiry IP
HenocpeacTBeHHO. CM. CTpaHHUIIbI cripaBouHOro pykoBozcTsa tep(7P) u udp(7P). HemocpenctBennslit noctyn
BO3MOYKCH Yepe3 HHTep(EHC COKETOB, ¢ UCIOIb30BaHuEM "HerocpeacTBeHHbIX" ("'raw") COKETOB, HUITH Yepe3
uHTepdeiic TpancmopTaoro yposHs (Transport Level Interface - "TLI"). Onuuum npoTokosta, onpeaeeHHbIC B
cnenndukarmmu [P, MOXXHO ycTaHABIMBATH IS MCXOAIINX AeHTarpaMm.

®YHKIIMUOHAJBbHBIA UHTEP®ENC

Hpaiieep STREAMS /dev/rawip - 3To npoaiifep Tparcmopta TLI, obecneunBaromuii HEMOCPEICTBEHHBIN TOCTYTI
Kk IP.

HenocpenctBennsie [P-cokeTsl He MOAIEPKUBAIOT MTOCTOSTHHOE TIOJIKITIOYeHHE (connectionless) m 0OBIMHO
UCIIONB3YIOTCS ¢ ToMOoIIbi0 BEI30BOB sendto() u recvirom() (cm. send(3SOCKET) u recv(3SOCKET)), xots
Bb130B connect(3SOCKET) Toke MOXHO HCHOIB30BATh U (PUKCAIIMK MECTa Ha3HAUYEHUs OyIyIei nefrarpaMmel.
B stom cityuae MoxHO rcnosib30BaTh Bei30BbI read(2) wiu recv(3SOCKET) u write(2) niu send(3SOCKET).
Ecmu ykazan nmpotokorr IPPROTO_RAW um IPPROTO_IGMP, npenmnonaraercs, 9To IPUIOKEHHE BKIIOYAET
IIpY TIOCBUIKE TTONHBIN [P-3aromoBok. MHade B ncxonsamux gedtarpaMMmax OyAeT YCTaHOBIICH HOMEp MPOTOKOIA,
KOTOPBII OYIeT MCIOIB30BATHCS s (QHMITBTPALINH BXOSIINX AeHTarpamm, a [P-3amoroBok OymeT reHepupoBaThCs U
JO0ABIATRCS TIepel KXKI0H ncxomsmei neiirarpammoii. B mo6om ciaydae, [P-3aroroBok u Onmmy BXOIAIIIX
JeTarpaMM HE H3MEHSIOTCSL.

Ha yposne IP nonnepkuBarorcs Cleqyomue Ol COKETOB:

IP_OPTIONS
Omnuun nportokona IP s ucxonsamux nedrarpamMm. OTa OMIMSA COKETa MOKET HCIOIb30BAThCS IS
ycTaHOBKH ormuii [P, KoTopble Hajo BKIIIOYATh B KaXIYI0 UCXOIAMIyIO neitarpammy. Onmuu [P, koTopsie
HEo0XO0IMMO OChLIaTh, yCTAHABIMUBAIOTCS C ToMoLIbio (hyHKIMH setsockopt() (cMm. getsockopt
(3SOCKET)). Bezos getsockopt(3SOCKET) BozBpamaer o [P, ycTaHOBIECHHBIE C TIOMOIIIBIO
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nocienHero Be3oBa setsockopt(). Ommun [P monydeHHBIX AefiTarpaMM BHIHBI TTOJTB30BATEIBCKIM
MporpaMMaM TOJIbKO IPU UCHOIb30BaHUH HEMOCpeACTBeHHbIX cokeToB IP. dopmar onmuii [P npu 3ananumn
B QyHkuuu setsockopt() coBnagaer ¢ ykazaHHbIM B crienudukanyy nporokona I[P 3a ucknodyenrem Toro,
YTO B CIIMCKE apeCOB IS OIIMIA BCTPOCHHON MapIIPyTH3AIKH (Source routing options) aapec mepBoro
omwxkaiimero numo3a (first-hop gateway) momkeH yKas3bIBaThCS IIEPBBIM B CIIMCKE IIUTIO30B. AJIpec IePBOTro
Omkaiimmero nuro3a OyAeT BRIOHPATHCS U3 CITHCKA ONINI ¢ COOTBETCTBYIONIMM H3MEHEHHEM pa3Mepa
CHFICKa Tiepes ero ucnoip3oBanneM. Onmmu [P MokHO 3amaBaTs 11st TF000TO THITA COKETa B ceMelicTBe
Internet.

IP_SEC_OPT
BKJIHOYMTE MM TIOJTyYHUTh yCTAaHOBKH 3amuThl IPsec s nannoro cokera. [logpoGHee o ciyk0ax 3aIiuThl
[Psec cMm. Ha cTpaHHMLIe CLIPaBOYHOIO PyKOBOAcTBa ipsec(7P).

IP_ADD MEMBERSHIP
Boiitu B rpynity MHOroaipecHO! nepesadu.

IP_DROP_MEMBERSHIP
BeliiTy U3 rpynnsl MHOrOaApecHO! nepegayu.

OTH ONIMY IPUHUMAIOT B KaUeCTBE IapaMeTpa CTPyKTypy struct ip_mreq. 3Ta CTPYKTypa COIEPKUT aApec I
MHOTO03J]pecHol nepeaayn (multicast address), KOTOpBI HEOOXOIMMO 33aBaTh Kak ajapec kiacca D s
MHOToapecHoi nepenayn IP, u anpec cereBoro nuepdeiica. OOBIYHO B Ka4eCTBE a/ipeca CeTeBOro HHTepdelica
3amaercs 3HaueHe INADDR_ANY, uTo mo3BosieT SApy BEIOpaTh HHTEpdEc A BXOKACHHUS B TPYIILY.

IP_ MULTICAST _IF
Wcxopsumit naTepdeiic A1t MHOT0aApECHBIX MaKeTOB. DTa oMLK TpeOyeT Nepeiadun B KaueCcTBe
aprymeHTa cTpykTypsl in_addr u BeiOupaer 3a1aBaeMblii €10 nHTEepdeiic 11 epeiadn HCXO X
MHoroazapecHbix makeros IP. Eciu ykaszan anpec INADDR_ANY, 1yt BBIOOpa HCXOSIIET0 HHTEpdeiica
(kaK ¥ MPHUHATO TI0 YMOJTYAHHIO) OyAET HCIOIH30BATHCS 00ObIYHAs TAabJIHIIa MapIIPY TH3ALNH.

IP_ MULTICAST TTL
Bpewmst xu3HM A71s1 MHOTOAJPECHBIX AeHTarpaMM. JTa ONLHs NPUHUMAET B Ka4eCTBE apryMeHTa unsigned
char. Ero 3nauenne ncnons3yercs xkak Bpems sxusau (TTL), koropoe npotoko:n IP Oyzner ncrons3oBatsh
JUIS UCXOJSAIIUX MHOTOaIpeCHBIX eiitarpamm. CTaHnapTHOE 3Ha4eHue - 1.

IP_MULTICAST_LOOP
WuTepdeiic 3aK0NbIIOBRIBAHAS AT MHOTOAPECHBIX AedTarpaMM. OOBIYHO MHOT0AIpeCHBIC IeHTarpaMMBI
JIOCTaBJISIIOTCS WIEHAM TPYIIIBI Ha MOockLUIatoneM xocte. [Ipu ycranoBke aprymeHTy Tuna unsigned char
3HaueHust 0 OHM MMEePEeCcTalOT JOCTABISATHCS.

Onmmy MHOT03IPECHOTO COKETa MOTYT 3aJaBaThCs UL AeWTarpaMm JIr000To THITa COKETOB B cemericTae Internet.

Ha ypoBHe cokera moxkHO 3aaaBath onnuto cokera SO_DONTROUTE. Ora onuust npuBoJUT K TOMY, 4TO
MOCBhUIAEMBIE JelTarpaMMbl HE MapIIPYTH3UPYIOTCS U HE MEPEHANPABIISIOTCS, TOCKOJIBKY YCTaHABINBAET MO0
Bpemst xu3HU [P (Time To Live) 3Hauenue 1, - Takoii makeT He OyeT NepEHANPABIATHCS MapIIPyTH3aTOPaMH.

Henocpenctennsie neiirarpammsl [P MOkHO Taroke MOCBUIATH M IPUHUMATE C TOMOIIBI0 0a30BBIX QyHKImiA TLI,
HE MMOICPKUBAIOIINX COeTUHEHHUE (connectionless primitives).

JeiitarpaMMbl IPOXOIAT yepe3 YpoBeHb [P B ABYX HalpaBJIEHUSX: BBEPX U3 CETU A0 MOJb30BATEIBCKUX IPOLIECCOB
¥ BHU3 OT MOJIb30BATENILCKHUX MPOLECCOB B ceTh. C ydeTOM 3TOH OpHeHTauH, npoTokon [P pacronaraercs Hazg
IpaiiBepaMu CeTeBBIX HHTEPQEHcoB U oA TpaHCHOPTHEIMHU poTokoidamMu UDP u TCP. IIpoTokon yrpaBustomumx
coobwmennii Internet (Internet Control Message Protocol - ICMP) nornuecku siBisercst yactbio npotokoia IP. Cwm.
icmp(7P).



IIpoTokoun IP BKIItO9aeT KOHTPOJIBHYIO CYMMY JUUISI 3ar0JI0BKA, HO HE JaHHBIX B AeHTarpaMme. 3HaUYCHHUE
KOHTPOJIBHOM CYMMBI BEIUHCIISICTCS M YCTAHABIMBACTCS B IPOIECCE MOCBIIKH AeHTarpamMm, a MpoBepsIeTCs - IPU UX
MOy YECHUH.

Onuuw I[P B mosy4yeHHbIX Jelitarpammax oOpadaTeiBatoTcst Ha ypoBHe [P B cooTBeTcTBHU O crienudukarmeit
npoTokoJia. B HacTosIee BpeMst paco3HaroTCs cieyrorue oniuu IP: 3ammra (security), HeHaICKHBIA UCTOUYHHUK U
BHyTpeHHs MapipyTu3aims (loose source and record route - LSRR), Haie)KHbIH UCTOUHHK U BHYTPEHHS
MapmpyTtu3aus (strict source and record route - SSRR), BHyTpeHHsIst MapmpyTu3amnus (record route) u BpeMeHHAs
oTMeTKa (internet timestamp).

Yposens [P 00bIuHO JeiicTBYeT Kak MapHIpyTH3aTop (IIOMUMO MPOYEro, epeHanpaBIIsIONUN 1eiTarpaMMbl, He
aJipeCOBaHHbBIC €MY), €CITM MAlllHHa UMEET J1Ba WK OoJice paboTaromux nHTepdeiica. IT0 MOBEIACHHE MOXKHO
U3MEHUTH ¢ moMoIbto yTuinTsl ndd(1M), ycraHaBnuBast 3HaueHue nepeMennoil /dev/ip, ip_forwarding. 0
O3HayaeT He NMepeHanpaBiaTh; 1 - mepeHanpasnaTs. ClieHapuu HHUIHATH3AIMHK (cM. /ete/init.d/inetinit)
YCTaHABIUBAIOT 3TO 3HAUCHHE MPH 3arpy3Ke B 3aBUCHMOCTH OT KoJmdecTBa padoraromux ("up") uarepdeticos, HO
OHU He OyayT BKJIIOYaTh NepeHanpasienue I[P Boobuie, ecu cymiectByer ¢aiin /ete/notrouter. I1pu 3arpyske
moxyist [P mepemennas ip_forwarding nmeer 3Hauenue 0 1 OHO HE M3MEHSETCSI, €CITH:

*  paboTaeT TOIBKO OAWH UHTEpdeiic, ynpasnsembrii He o DHCP (310 - camblii TUIIMYHBLI citydaii)

e cymectByerT (aiin /ete/notrouter u mporokon DHCP He TpeOyet BKIFOUNTH IepeHanpasieHue [P

e (paiin /etc/defaultrouter cymecrsyer u nporokon DHCP He TpeOyeT Bkirounts nepeHamnpanienue [P. B
MIPOTHBHOM citydae, iepeMeHHas ip_forwarding nomydaer 3Hauenue 1.

Kpowme Toro, Ha ypoHe [P MoxHO ynpaBisaTh MapuipyTusanueit 6onee neransHo. Kaxaplii untepdeiic Oyaer
CO3/1aBaTh IEpeMEHHYI0 <uMsl_HnHTepdeiica>:ip_forwarding /dev/ip, koTopyro MOKHO U3MEHATH ¢ oMouibo ndd
(1M). Ecnu cienuduueckas nepemennast :ip_forwarding unrepgeiica nomyunna 3uaueHue 0, makeTbl ¢ 3TOro
unHTepdeiica Ha Ipyrue U ¢ APYrux UHTepp(deiicoB Ha HEro MIePEHANPABISITHECS HE OYIyT.

IIpu ycranoBke 3HaueHus nepemerHoi ip_forwarding Bce criermduueckne nepemennsie :ip_forwarding
UHTEP(EHCOB MOMYYar0oT 3HaUeHKe, cooTBeTcTRYMoIIee ip_forwarding.

Yposens [P Oyner nockinars coodmenre ICMP 00paTHO Ha HCXOTHBIN XOCT BO MHOTHX CITydasiX, €CIH TOJydaeT
JelTarpaMMy, KOTOPYIO Helnb3s1 00padoTats. Coobmenne ICMP "time exceeded" (ycrapena) Oynet moceuiaTecs,
eciu noste "time to live" (Bpems KM3HH) B 3aroj0BKE YMEHBIIMIOCH 10 HYJIS B IIPOLIECCE NepeHAPaBICHUS
neritarpammbl. CooOenne "destination unreachable" (IyHKT Ha3Hau€HUST HEAOCTIKUM) OYAET ITOCHUIATHCS, €CIIN
JieiTarpaMMa He MOXKET OBITh TIepeHarpaBieHa, TOCKOIbKY HET MaplipyTa K KOHEYHOMY ITyHKTY Ha3HaYCHUSI, WITH
ee Henb3s pparmenTrpoBath. Eciu gefitarpaMma ajpecoBaHa JIOKAIEHOMY XOCTY, HO IpeHa3HaueHa
HEeIo/JIep)KUBAEMOMY MIPOTOKOITY HITH HEHUCIIOJIb3yEMOMY TOPTY, COOOILEHNE O HEIOCTIIKMMOCTH YHKTa
Ha3Ha4YEHHs TOXKe MocklIaeTcs. Y poBenb [P MoxkeT noceutath coobienne ICMP "source quench", eciin on
CIUIIKOM OBICTpO Tmonydaet aerrarpaMMbl. Coobmenns ICMP mocsuiatoTcst TOIBKO IS IEPBOTO (hparMeHTa
(hparMeHTHPOBAHHOM JeHTarpaMMbl 1 HUKOTIa HE BO3BPAIIAIOTCS B OTBET Ha OMIUOKH B Apyrux coodmenusx ICMP.

Yposens [P nonaepkuBaer ¢pparmMeHTaiuio u oopaTHyto cOopky (pparmeHToB. JlefiTarpaMMbl )parMeHTHPYIOTCS
NPY BbIJIau€e, €CIIM UX pa3Mep MPEBBIIIAET Pa3Mep MAKCUMATbHOU eOuHuybl nepedaqy (maximum transmission unit -
MTU) cereBoro untepdeiica. DparMeHTHI MOTYYSHHBIX JeHTarpaMM yIalsioTCs U3 odepenel Ha cOOpKy, ecin
MOJIHYIO IeTarpaMMy HE yaeTCsl BOCCTAHOBUTH 33 KOPOTKHI MMPOMEKYTOK BPEMEHH.



O1wuOKy TPy MOCKLIKE, BHISIBICHHBIE HA YPOBHE JpaiiBepa cereBoro nHrepdeiica, Bo3spaiatorcs ypopuem 1P
MOJIb30BATENILCKOMY TIPOLIECCY.
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JTUATHOCTHUKA

Ormeparniust ¢ COKETOM MOKET 3aKOHYHTHCS HEYa4HO C BO3BPATOM CICAYIONINX COOOIICHHI 00 OIHOKax:

EACCES
Onepanuro bind() momeITaNMCH BRIOIHATE € "'3ape3epBHPOBAHHBIM" HOMEPOM HOPTA, a 3 (PEKTHBHEIH
UIICHTH(HUKATOP MOJTB30BaTENs IpoLecca He COOTBETCTBOBAJ PHBUIICTHPOBAHHOMY TIOJIb30BATEIIIO.

EADDRINUSE
Omnepanmro bind() mMoMBITaMNCE BRITIOIHATH C COKETOM, COOTBETCTBYIOIINM ITape CETEBOI aapec/mopT,
KOTOpasi yxe ObUIa MPUBSA3aHa K JPYTOMY COKETY.

EADDRNOTAVAIL
Omneparuro bind() momsITanyck BBITOTHATH C apecoM, He CKOH(GHUTYPHUPOBAHHBIM Ha 3TOH MaIlMHE.

EINVAL
Omnepanmro sendmsg() MOMBITATINCH BHITOTHATE C HEMYCTHIM 3HaUCHHEM msg_accrights.

EINVAL
Brina BeinonHeHa onepauus getsockopt() wiu setsockopt() ¢ HEM3BECTHBIM UMEHEM OIILIUU COKETA.

EINVAL
Omnepamuro getsockopt() mnu setsockopt() mombITaNUCh BRIIOTHATE C HETPABIUIFHO CPOPMHUPOBAHHBIM
nostem onumii IP; mone onmuii okasanoch Kopoye MUHUMAIBHOTO 3HAYESHUS WM JUTHHEE, YeM
TpeiocTaBIeHHBIN Oydep onmmy.

EISCONN
Oneparuio connect() IOMBITATNCH BBIIOIHUTE C COKETOM, C KOTOPBHIM onepanust connect() yxe Obli1a
BBINOJIHEHA, U MIEPE] BHINOJIHEHHEM HOBOTO MOJKIIOUEHHS COKET HE yJaJIOCh YCHEITHO OTKIIOUUTD.

EISCONN
C cokeToM, C KOTOPBIM ye ObLIa BBIOJHEHA oneparys connect(), MOMBITAINCh BBITOIHHUTE OMEPAITHIO
sendto() mm sendmsg(), 3agaronryro aapec, Ha KOTOPHI HE0OX0AUMO MOCIAaTh COOOIIECHHE.

EMSGSIZE
[TomprTanuce BemoaHAUTE onepariio send(), sendto() nim sendmsg() 11 TOCBIIKH AeHTarpaMMEL, pasMep
KOTOPOI! CIMIIKOM BENHK AJIs nHTepdeiica, a hparmMeHTaws He pa3penieHa (Hampumep, Ipu
HIMPOKOBEIATENEHOMN MOCHIIKE).

ENETUNREACH
ITonpITanych yCTaHOBUTH COEAMHEHUE C TOMOIBIO connect() WK nociaaTh JeHTarpaMmy C IOMOILBIO
sendto() v sendmsg(), a COOTBETCTBYIOIIICH 3allUCH B TAOJIUIE MAPIIPYTU3AIIUH HET, HITH MTOJYUYCHO
coobmenne ICMP o Henoctmxumocty myHkTa Ha3HaueHus ("'destination unreachable").

ENOTCONN



[MomprTanuce BemomHATE onepario send(), write(), sendto() mim sendmsg() ¢ cOKeToM, C KOTOPBIM eIIe
He BBINOJIHEHA orepaius connect(), He 3a/1aB ajpec, Ha KOTOPbIl HEOOXO0IUMO MOCIaTh COOOIIEHUE.

ENOBUFS
Cucreme He XBaTHIIO ITaMATH 1107 Oydeps! pparMeHTaly WK A1 APYTUX BHYTPEHHUX CTPYKTYP NaHHBIX.

IHPUMEYAHUA

HenocpenctBenHsie (raw) COKETHI, B TPUHITAIIE, TOJDKHBI OJIEPKUBATh oaydeHue ommbox ICMP, otHOocsSmumxcs
K TIPOTOKOITY; B HACTOSIIIEE BPEMsi TAKUE MAKETHI IPOCTO OTOPACHIBAIOTCSL.

[Tosb30BaTeny MPOTOKOIOB O0JIee BEICOKOTO ypoBHS, Takux Kak TCP u UDP, 10/mKHBI HNMETh BO3MOYKHOCTH
[IPOCMAaTPUBATH I10JIyuyeHHbIe onuuu IP.
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