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1. BBenenue

OTOT JOKyMEHT ONHCHIBAET 00IIHE IPOOIEMBI C TepeMeHHbIMH OKpyxkeHnst Unix / Linux, ocoO€HHO ¢ epeMeHHOi
PATH. Ilepemennas PATH conepHT CIUCOK KaTanoros, B KOTOPBIX IPOU3BOAUTCS MOUCK KoMaH . [IpuMmenumo
i quctpudyTtrBa Debian Linux 1.3.

[Ipumeuanne! DTOT JOKYMEHT HAXOJAMUTCS B CTAUH pa3padboTku. IloxkarylicTa, mocsuiaiiTe KOMMEHTApHU
WCTIPABJICHHS.

2. Copyright

This documentation is free documentation; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) any later version.

This documentation is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
General Public License for more details.

You should have received a copy of the GNU General Public License along with this documentation; if not, write to
the Free Software Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.

3. ABTOpCKHE npaBa

ABTOpCKHE TIpaBa Ha PYCCKHIA epeBo 3Toro Tekcra npuHamiexar © 2000 SWSoft Pte Ltd. Bee mpasa
3ape3epBUPOBAHBI.
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OTOT JOKyMeHT siBsieTcst 4acThto npoekrta Linux HOWTO.

AsTtopckue npasa Ha 1okyMeHTsl Linux HOWTO npunaiexxar ux aBropam, €cly sIBHO HE yKa3aHO MHOE.
Joxyments! Linux HOWTO, a Takxke ux nepeBo/ibl, MOT'YT OBITh BOCIIPOU3BEICHBI U PACIIPOCTPAaHEHBI TIOJIHOCTHIO
VI YaCTHYHO Ha JI000M HocuTese, pU3NYeCKOM HIIH 3JICKTPOHHOM, IIPU YCIIOBUH COXPAHEHHUS STOM 3aMETKH 00
aBTOPCKHX IIpaBax Ha Bcex Komusax. KoMMepueckoe pacpocTpaHeHHe pa3pemaeTcs U MOOLPsAeTCs; HO, TaK WK
MHaYe, aBTOP TEKCTa U aBTOP MEPEeBO/Ia KeNanu Obl 3HATh O TAKKX JUCTPUOYTHBAX.

Bce nepeBo/ibl ¥ IPOM3BOIHEBIE PAOOTHI, BBIONHEHHBIE 110 JoKkyMeHTaM Linux HOWTO, 1omKHBI cOpoBOXIaTHCS
ATOM 3aMeTKOW 00 aBTOPCKHX MpaBax. JTo JeaeTcs B LENsX NPEIOTBPAILEHHUS ClIydacB HaJ0KEHHs
JIOTIOJTHUTENBHBIX OTpaHW4eHuil Ha pacnpocTpaneHne foKyMeHToB HOWTO. VckimodeHuss MOTyT COCTaBUTh
CITydad MOJYYCHHUS CIICIHMAIbHOTO pasperieHus y koopauaatopa Linux HOWTO, ¢ KOTOPBIM MOKHO CBSI3aThCS 110
azpecy NPUBEICHHOMY HUXKE.

MBe1 GBI XOTENH PACIIPOCTPAHUTD 3Ty UH(OPMAIHIO IO BCEM BO3MOXHBIM KaHanaMm. Ho mpu 3ToM cOXpaHUTh
ABTOPCKHE IpaBa U OBITh YBEIOMJICHHBIMHU O Beex Iutanax pacnpoctpanennss HOWTO. Eciu y Bac BOHUKIH
BOIPOCHI, MOXKAIYHCTa, 00paTUTeCh K KoopauHatopy mpoekta Linux HOWTO 1o 3/eKTpOHHOM MOYTe: <1linux-—
howto@metalab.unc.edu> WM K KoopanHaTopy pycckoro nepesoga Linux HOWTO kommanun SWSoft Pte Ltd. mo
aapecy <linux-howto@asplinux.ru>

4. O01mMe NPUHIMIbI

Bce npormeccst B Unix comepsxat "okpyskerue" (environment). 9TO CIMCOK MEPEMEHHBIX, KOTOPBIE COCPIKAT UMEHA
Y 3HAYCHHMS, OHH SIBJISIOTCS CTPOKAMH U MOTYT COJICP)KaTh OOJBIIMHCTBO CHMBOJIOB. Bee mporeccs! B8 Unix uMeror
POIUTEIBbCKUI TPOLIECC - ITPOCECC CO3AAHHBIN 3TUM IIPOIIECCOM Ha3bIBAETCS TOYepHUM. JlodepHHe Ipo1eccs
HACIIeIyIOT OKPY>KEHHE OT POIUTEIHCKOT0 mporiecca. OHM MOTYT JIeNlaTh HEKOTOPhIe N3MEHEHHUS B OKPY/KEHUH
nepes MPUHATHEM OKPYXKEHHUS yKe UX JTOUSPHUMH MPOIECCaMu.

OpHa BakHas nepeMenHas okpyxkenus - PATH (ITYTD), ciucok katanoros, pa3zeneHHbIX ApoetouneM (':'). Ot
KaTaJOoTu MPOCMAaTPUBAIOTCS, YTOOBI HaiiTH KoMaH ibl. Eciiu BbI mpoOyeTe BhI3BaTh KoMaH Iy 'foo', Bce karanoru u3
nepemenHoit PATH (B ykazanom nopsike) OyIyT IpOCMOTPEHBI IS BRIOJHEHUS (aiina 'foo' (¢ ycTaHOBICHHBIMHI
TIpaBaM¥ Ha BBIIONHEHHUE). Ecnum ¢aiin HaliieH, OH UCIIOTHSAETCS.

B »TOM noKyMeHTe 5 HCIIOJIB3YI0 TEPMHH 'KOMaHAA', K KOTOPOMY OTHOIITY IPOTPaMMBI, KOTOPEIE, KaK
MIPETIoJIaraeTcs, UMEI0T KOPOTKOE MM, UCTIONB3YSI MEXaHU3M ITyTeH.

B Linux ay1s 3amycka npolecca onepaoHHas CUCTeMa IIPOCMaTPUBAET KaTaJlOTH, 3alMCaHHbIe B TIEPEeMEHHON
PATH: BbI MOXKETE UCIIOIB30BATH MEXAHU3M IIyTEH TaM, TJe MPoOyeTe BHIIOIHUTH KOMaHIy. Eciu onepannonHas
crcTeMa IroJiy4aer ums ¢aiiia, KOTpbIid He COJEPKUT /' TO IPOCMATPHUBAIOTCSI KATAIOTH U3 IEPEMEHHOMN OKPYKESHUSI
PATH. [axe eciu B cpelne He nMeeTcst HUKakoi nepemennoil PATH, o kpaiineit Mepe, katanoru /bin u /usr/bin
OyayT mpocMaTpHUBAThCSL.

B sh BBl ucnonb3yere koMaH1y export, 4TOObl YCTaHOBUTH OKpY)KeHHUe, B csh ncmonp3yliTe KoMaH Iy setenv.
Hanpumep:

sh:
PATH=/usr/local/bin:/usr/bin:/bin:/usr/bin/X11l:/usr/games: .
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csh:
setenv PATH /usr/local/bin:/usr/bin:/bin:/usr/bin/X11:/usr/games:.

C-nporpaMmBbl MOTYT MCIIOJIb30BaTh OMOIMOTEYHYIO (DYHKIHMIO setenv() Uit i3MeHeHus okpyxeHus1. Perl cogepxur
OKpYy’KeHHe B accormaTuBHOM MaccuBe %ENV, Bo Moxete ycranoBuTh PATH tak SENV{PATH}="/bin".

KOMaH,Ha env - OCHOBHOH MYThb BBISICHCHUA TCKYIUX NEPEMCHHBIX OKPYIKCHUS. OHa MOXET HCIIOJIb30BaThCs TaKXKC,
4TOOBI H3MEHHTH HX.

Bonee rcuepnbiBaronyo HHGOPMALHUIO 10 OCHOBAM MEXaHNU3Ma OKPYKEHHS MOXKHO B3SITh U3 CTPAHUI PYKOBOJCTBA
(man) 'environ', 'execl’, 'setenv', nim info 'env' ¥ U3 TOKyMEHTAIMH IO Bamei 000JI0UKe.

Korma Linux 3arpy»xaetcs, mepBbIii IpoIiecc, KOTOPHIH 3aIycKaeTcs sBIseTcs init. ITO - CeNnabHBIHN Mporiece,
HOTOMY YTO He uMeeT poautens. OIXHAaKo OH MEPBUYHBIH I BeeX mpoueccoB. OKpyKeHue init ocTaHeTcs
OKPY>KEHHEM BCEX MPOLIECCOB, €CIIU OH HE KaCalOTCsl OKPYKEHHUS SBHO. BONBIIMHCTBO MPOLIECCOB U3MEHSIOT
OKpYXKEHHE.

Init 3amyckaet rpymny nporeccoB. Daiin /etc/inittab coobraeT To, Kakue MPOIECCH CHCTEMa 3aITycKaeT. DTH
MIPOIIECCHI PadOTAIOT B OKPYKEHHH, TIPSMO YHACIIEIOBAHOM OT init - HarpuMep mporpamma 'getty' mumer 'login:' Ha
KoHcoub. Ecnu BEI 3ammyckaeTe coenuaeHre PPP, BBI JODKHBI MTOMHHTE, 94TO BBl padoTaeTe B OKPYKEHUH init.
MHumnmanu3anus CHCTEMBI - 3TO YacTo CIICHApHA, KOTOPBIX 3amyckaetcs otciona. B Debian 1.3 ckpurt
WHULUATN3AIHH /etc/init.d/rc BEI3BIBAaET, B CBOKO OYEPE/lb, JPYTUE CIICHAPHY MHUIHAII3AINH.

Cucrema COEpIKUT MHOTO 3aITyCKaeMbIX CEPBEPOB (JIEMOHBI), KOTOPbIE MOTYT UCIIOJIb30BATh UITH HE UCIIOIL30BATh
OKpY>KEHHE, YCTAHOBICHHOE 110 YMOJIYaHHUIO0. BOJIBITMHCTBO CEPBEPOB 3aMyCKACTCS U3 CLIEHAPHS HHUIIUATM3AIIH, U,
TaKuM 00pa3oM, UIMEIOT OKPYXKCHHUE OT init.

Korna momp3oBaTess 3aX0UT B CHCTEMY, HA Cpey ACUCTBYIOT Ha3HAUCHHUS, KOTOPHIE 3alCaHbl B IPOrpaMMy IIpH
KOMITHJISIIIAY, B CHCTEMHBIN CKPHUINT MHUITNATM3AINT U B TIOJIb30BATECIILCKUA CKPUTIT HHUIHATA3AIUA. JTO JOBOIBHO
YCIIOXKHEHO, ¥ TEKYIasi CUTyaIlus He IOJHOCTRIO yIOBIETBOpUTENbHA. [Ipomecc paznmyaercs, €Cu MoJIh30BaTeIb
3axX0AuT u3 KoHcoy, XDM uiu u3 cetu.

S. IIpouecc Init

Init - ponuTeNbCKUIA poLece VI BCEX OCTANBHBIX MIPOLECCOB CUCTEMBI. J{pyrie nponecchl HacaeayloT OKpY)KeHUe
TpoIiecca init ¥ mMyTH, IpoNHCaHHbIe B init. TONBKO B peAKHUX caydasx ApyTHe MyTH HE YCTaHOBIICHEI.

'TlyTu init' 3aMKCHPOBaHBI B HICXOJHUKAX IPOrPAMMBbI U OHHU BBITJISIIAT TaK:

/usr/local/sbin:/sbin:/bin:/usr/sbin:/usr/bin

3amMeThTe, UTO IMyTH init He comepskaTt /ust/local/bin.

Bce nporpaMmbl, KOTOpBIE 3aIlyCKaOTCst U3 /etc/inittab paboTaroT B OKpy)KEHHH init, 0COOCHHO CUCTEMHBIC CKPUIITHI
uHUIHanu3amu u3 /ete/init.d (Debian 1.3).
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Bce, uro 3amyckaeTcs U3 CUCTEMHBIX CLIEHAPUEB HHUIMAIU3AINH, HIMEET OKPY)KEHHE init, KaK OKPY>KEHHUE 10
ymouanuto. Hampumep, syslogd, kerneld, pppd (koraa crapryer mpu 3amycke), gpm, Ipd u inetd uMeroT okpyreHne
init, ¥ HE U3MEHSIOT €rO0.

I'pynna mporpaMm cTapTyeT u3 3arpy3o4Horo ckpunra, ¥ PATH sBHO ycTraHoBneHa B 3ToM ckpunrte. Hampumep:
atd, sendmail, apache u squid.

NwmeroTcst apyrue nporpamMMsbl, KOTOpbIE CTapTYIOT U3 CLIEHAPHEB HA4alIbHOM 3arpy3Ku, HO OHM 3aMEHSIOT IIyTh
NnoJHOCTHI0. OMH Takoi mpumep - cron.

6. Ilpouecc Login

B TexcToBO KOHCOIN MMEETCs ITporpamMma getty, OJKuIaromias BXoJl B cucTeMy nonb3oBaressi. OHa numret 'login:' n
npyrue coobuienus. Pabortaer B okpyxeHun init. Korza nmonip3oBarens BXOIUT B CHCTEMY, getty BHI3BIBAET
nporpammy 'login'. 3Ta nporpamMMa ycTaHaBJINBAET I10JIb30BATEIHCKOE OKPY)KEHHE U BBI3BIBACT 000JIOUKY.

IIporpamma Login ycTraHaBnmuBaeT myTH, onpeneneHHsie B /ust/include/paths.h. Tlytu login' pa3muass! mis root u
JPYTHUX MOJTB30BaTENCH.

Jurst o0sraHbIX onb3oBaTeneit ( PATH DEFPATH):

/usr/local/bin:/usr/bin:/bin:.
quis oot ( PATH_DEFPATH_ROOT):

/sbin:/bin:/usr/sbin:/usr/bin

ITyTu 0OBIYHBIX MOJIB30BATENICH HE COACPIKAT IYyTH, COJIepIKaIue JIrObie sbin kaTamoru. OHAKO, OHU COACPIKAT
TEKYIIHIA KaTajor, ., KOTOPbIA CYMTACTCs ONMACHBIM IS MojIb3oBaTels root. Jlaxe /usr/local/bin He ykaszaH 11 root.

ITytu Login 9acTo mepenuchBArOTCA CKPUIITOM HHUIMATH3ANUN 000109Kkd. OTHAKO, BO3MOXKHO HCIIOIB30BaTh
JIpyTHe MporpaMMBbl, 3aIicaHHbIe B /etc/passwd kak 000I0uKky nojb3oBarenst. Hanpumep, st ncronbs3oBai
CJIEeIYIOIIYIO CTPOKY, 4TOOBI 3amyckarncsi PPP, korna st BX0Xy B cCTeMy, UCIIONB3YS CIENUATbHOE UM
moJib30Barelist. B atom cityuae, pppd BMeeT TOUHBIN yTh BXOAa B CHCTEMY.

etu-ppp:viYabV1xPwzD1:1000:1000:Esa Turtiainen, PPP:/:/usr/sbin/pppd

7. O00J104YKH

YacTo 1101p30BaTeIbCKIE IPOLIECCH - JOUEPHHE IPOIECChl 000JIOUKH 3aIicaHbl B /etc/passwd ai1st 3Toro
nosnb3oBareltst. Paiinpl MHUIMANIN3aUuH 000I04€K YaCTO U3MEHSIOT MY TH.

B login, Ha3Banuto 000109KK npeamecTByer -, i bash Hanpumep, Hamcano -bash'. Dto curnan cucreme, 4ro
000J104Ka 3aITyCcKaeTcsl MpH BXoJie B cucTeMy. B aToM citydae, 000104Ka BRIIONHSAET HHUIMATH3aMOHHbIE (halTbl
npu Bxoze B 000504Ky. MHave npoucxoant Oosee jerkas MHALMaIN3anus. JJomomIHUTeIbHO 000I09Ka IIPOBEpPSIeT -
SIBJISIFOTCSI JI KOMaHbl HCXO/SIIMMU U3 (haiina uiau HabupaeMbIMH Ha TepMUHAJE. DTO MoauduImpyer
VMHUIHMAIN3AINI0 000JI0YKH TaK, YTO HEMHTEPaKTHBHAs 000JI0YKa MHUIIMAJIM3UPYETCS COBCEM ClleTkKa, bash, B 3ToM
cily4ae, He BBINOJHSACT HUKAKOH MHUIMAIN3alNH.
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7.1. bash

Kak HopmansHast o6omouka, bash mpocmarpuBaeT obuiecucTeMHBIN (aiin /ete/profile, roe omrcano cucteMHoe
OKPY>KEHHE H ITyTH, KOTOPbIE MOTYT OBITh YCTaHOBIICHBI [UIs MOJb30BaTenei bash. OnHako, 3T0 He BHIIOIHACTCS,
KOT'Jla CHCTEMa HHTEPIPETUPYeT 000JI0UKY KaK He-MHTepaKkTHBHYI0. Hanbonee BaxHbIi citydail Haxoautcs B rsh,
KOT/1a yIaJleHHas! KOMaH/1a BBITTOJIHSIETCSI Ha cocetHel MammHe. /ete/profile He 3amyckaeTcs, ¥ IyTH HacIeayloTcs OT
rsh nemona.

bash noxy4aeT apryMeHTH KOMaHIHOW CTPOKH -login U -1, KOTOpBIE MOTYT OBITH HCITOB30BAHBL, YTOOBI yCTAaHOBUTH
000JI04KY, KaK 000JIOUKY JJIs BXOJA WM KaK HHTEPaKTHBHYIO.

ITomp30BaTens MOXKET IEpENcaTh 3HAUSHH, YCTAaHOBIICHHEIE B /etc/profile mytem co3manus ¢aiiioB
~/.bash_profile, ~/.bash_login umm ~/.profile. O6parnTe BHIMaHKE, YTO TOIHKO CAMBIHA MIEPBBIA U3 HUX BHITIONHACTCS
- OTITMYAETCS OT JIOTUKU HHUIHaIH3anun csh. ~/.bash_login He BEIMONHACTCS CIENUAIBHO A7 000I0YKH BXO/a B
cucremy u ecnu .bash_profile cymecTByer, OH He BBITOTHIETCS BOOOIIE.

Ecmu bash ucrionesyercst c umerem sh BMecTo nMeHu bash, oH sMynupyer nHUIManH3anuio bash: nmer daiisr /
etc/profile u ~/.profile TompKo I BXOAHBIX 000JI0UEK.

7.2. tcsh

HpI/I BXO0AC 000104Ka tcsh ucnoaHseT [SU(18%1091185 (5 (baﬁHLI B ﬂaHHOﬁ IOCJICAOBATCIIbHOCTH

e /etc/csh.cshre

e /etc/csh.login

e "/tcshrc

e 7/.cshrc (ecmu .tcshre He HalineH)

e "/history
e "/login
e "/.cshdirs

tcsh MoXeT ObITh CKOMIMIIMPOBAH TaK, YTOOBI BBIMOJIHATH login ckpunt 10 cshre ckpumnta. Octeperaiitech!
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He-unTepakTuBHBIE 000JIOUKH BBIMOJHSIOT TOJIbKO *cshre ckpunthl. *login CKPUNTHL MOTYT HCIOJIB30BATHCS, YTOOBI
YCTaHOBHTb MYTh TOJILKO OJTHAX/IBI BO BXOJIC B CUCTEMY.

8. U3mMeHeHue UACHTU(PUKATOPA MOJIb30BATEIA

8.1. su

KOMaH,Ha Su JICJIaCT NEPCKIIIOYCHNUE Ha HOBOT'O MTOJIL30BATECIIA. Ecmu HEKakoe uMs MOJIB30BaTelIs He YKasaHo, TO
HCIOJIb3YCTCs MOJIb30BATEC/Ib root.

OOBIYHO SU BBI3BIBAET MMOJ000JIOUKY ApyToro nois3oBaresst. C aprymeHToM '-' (Oojee HOBbIE CHHOHUMSI -1 M --
login) su BeI3bIBaeT 00071049KY, T000HYIO BXOAHON. OIHAKO OHa HE UCTIONB3YeT porpaMmy login, 4ToObI cienarh
3TO, HO UCIOJIB3YET BCTPOCHHYIO (DyHKIHIO I 'cuMyisiiun' (simulation - TepMHH HCIIOJIB3yEMBIil B HICXOIHOM
Tekcre) nporpammsl login. Urak:

JJI1 HOpMaJIbHBIX IOJIb30BaTeIeH

/usr/local/bin:/usr/bin:/bin:/usr/bin/X11:.

IJIA TI0JIB30BATEIS root
/sbin:/bin:/usr/sbin:/usr/bin:/usr/bin/X11:/usr/local/sbin:/usr/local/bin

Su TaKXK€ AEJIa€T MHOTO APYTUX W3MCHEHUH B Cp€aec OKPYKECHUA.

8.2. sudo

HNmeercs I'pyIiIia KOMaHA, KOTOPbIC ACTIal0T UCIIOJIb30BAHNE KOMAH/ CYIICP-IIOJIb30BaTCIIA 6onee 6e3onacHbIM. OHU
MO3BOJIAIOT JIy4YlI€ pETUCTPUPOBATHCA B CUCTEME, YCTAHABIIMBATh OTPAaHUYCHHA TOJIB30BATCIISIM U UCTIOJIb30BATh
WHAUBUAYAJIbHBIC MTAPOJIA. Hawnbonee HIMPOKO HUCIOJIB3YETCA KOMaH/1a sudo.

$ sudo env

BBITIONTHSACT KOMAH/Iy env Kak CyIep-mob30BaTelb (eClii KOHPUTYPAIHst MTO3BOJSIET ATO CISIATh).

Komanna sudo nmeer pa3nuuHblii moaxox k oopaborke mytei. OHa U3MEHSET My TH IMoncKa (aiiyioB Tak, 4TOObI
TeKyIasi JUPEKTOPHs BCErJa HaXOAMWIach B KOHIlEe circka. OiHaKo, OHA HE U3MEHSAET IEPEMEHHYI0 OKPYKEHUS
PATH. s 'sudo env' u 'env' mepemennas PATH umeer oqunakoBsie 3HaueHus. Sudo 100aBIsieT TONBKO Mapy

nepeMeHHBIX cpenpl, nogodHsie SUDO USER.

9. CereBble cepBepbl

BonpmmHCTBO CeTeBRIX CCPBEPOB HE NJOJDKHO BbI3BATH MMOAIIPOLECCHI 1100010 BUaa. U3 COO6pa)K€HPIﬁ 0e30IacHOCTH
UX IYTh JOJIZKCH OBITh MUHHUMAJICH.
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BaskHoe HCKIII0UeHNUE - BCE CEPBUCHI, KOTOPBIE II03BOJIAIOT IOJKIIIOUAThCA K CHCTEME Yepe3 ceTh. DTOT paszen
OIMMCBIBACT OKPYKCHUEC B OTUX ClTydasaXx. Ecmu KOMaH/1a BBITIOJIHACTCA HA y}IaHeHHOﬁ MaIIWHEC C ITIOMOIIBIO rsh, OHa
HOJIy4aeT JIpyroii path, 4eM TOT, ecii KOMaH/a BEIIIOIHEHa ¢ oMolnsio ssh. [1o100Ho, BX0 B cucTeMy ¢ IOMOLIBIO
rlogin, Telnet nnwu ssh pa3muaHEL

9.1. inetd

BOBIIUHCTBO CETEBBIX CEPBUCOB HE MMEIOT COOCTBEHHOTO MPOIIECCa /ISl IOCTOSIHHOTO OXKUJIAHUS 3aMpOCOB. JTa
pabora mopydaercs cynep-cepBepy UHTEpHET, Ha3piBaeMoMy inetd. Inetd ciyiraer Bce onpe/iesieHHbIE CEeTEBbIE
MOPTHI ¥ 3aIlyCKAET COOTBETCTBYIOIINHI CEPBEP, KOTa UMEETCS BXOSIIHI 3a1poc. DTOT PEXKUM OMpPEIeIieH B /
etc/inetd.conf.

inetd crapTyeT U3 ckpuITa npH 3amycke cucreMbl. OH HacyemyeT My TH poriecca init. OH He U3MEHSIET UX, 1 BCe
cepBepsI cTapTylomue ot inetd mmerot myTu npomecca init. [Ipumep takoro cepsepa imapd, cepBep MoYTOBOTO
npotokosa IMAP.

Jpyrue npumeps! nporieccs inetd - telnetd, rlogind, talkd, ftp, popd, maOTHE http cepBeps! u T.1.

Yacro ucrnonb3oBanue inetd emie yCIoXHIeTcs, IPH UCIOJIB30BaHUH OTIEIBbHOM nporpaMmel tepd uis 3amycka
KOHKPETHOTO cepBepa. ITo MporpaMma AesiaeT JOIOTHUTEIBHYIO IIPOBEPKY 0E30MacHOCTH JI0 3aIlycka KOHKPETHOTO
npmwiokeHus. OHa He U3MEHSET MyTH (He IPOBEPEHO).

9.2. rsh

Jemon rsh ycranasnuBaet myti u3 onpenenenusi PATH DEFPATH (/usr/include/paths.h), aTot e myts
UCIIOJIb3YeT IporpamMMa login Jyist HOpMaJIBHBIX T0JIB30BaTesel. ROOt MOMYYHT TOT JKe MyTh, YTO ¥ HOPMAJIbHBIH
I0JIB30BATelb.

q)aKTI/I‘IGCKI/I, rshd BeIIONHSIET KOMaHAy, [MOJYYCHHYIO 13 KOMaHHHOfI CTPOKMU:

shell -c command-line

u shell, aTo He login-shell. XKenarensHo, 4TOOBI Bce 000I0UKH, YIIOMSHYTHIE B /etc/passwd, OAIEPKUBAIIH OIILIUIO
-C.

9.3. rlogin

Rlogin BI3BIBaeTCS MPH BXOJE B CHCTEMY, YTOOBI 3aIlyCTUTh PEANIbHYIO IPOLENyPy BXOAa B CHCTeMy. Eciii BBl
BXOJHTE C HOMOMIBIO rlogin, To moyyaere Te e caMble ITyTH, YTO U PH OOBIYHOM BXOJE B CHCTEMY. BONBIIHHCTBO
JPYTUX CIIOCOO0B BOWTH Ha Linux KoMImbroTep He HCnoib3yeT login. OOpaTtuTe BHUIMaHHE HAa Pa3HOCTS C rsh.

Komanna login paxtnaeckn ucmons3yer

login -p -h host-name user-name

PATH HOWTO 7



-p coxpamnsieT cpeay okpykenwus, kpome nepemenasix HOME, PATH, SHELL, TERM, MAIL u LOGNAME. -h
co00IIaeT yAaIeHHOMY XOCTY MMl JUIS PErUCTPAIHH.

9.4. telnet

Telnet sBrsieTcs de- To momgoOHEM rlogin. Micnone3yet mporpammy login 1 KOMaHAHYIO CTPOKY.

9.5. ssh

ssh umeeT coOCTBeHHYIO ycTaHOBKY myTeit. OH q06apmseT karaor, rae Haxoaures ssh. Yacto 3o o3Havaer, uto /
usr/bin HAXOIUTCS B IYTH TBAK/IbIL:

/usr/local/bin:/usr/bin:/bin:.:/usr/bin

ITyts He comepsxut /usr/X11/bin, 1 000I0uKa, BhI3BaHHAS KOMaH 101 ssh - He 000J104Ka Bxoa B cucremy. Takum
obpazom,

ssh remotehost xterm
He pabotaer, n uTo-1160 B /etc/profile mmm B /etc/csh.cshrc Mmoxker 3aMeHNTH 3TO. BBI JOMKHEI Beeria MCIOIb30BaTh

SIBHBIH TyTh /ust/bin/X11/xterm.

ssh umer nepemennbie okpyxenust B popme VAR=VALUE B ¢aiine /etc/environment. K coxanenuro, 3to
BBI3BIBaET HEKOTOpHBIE MpobsieMbl ¢ XFree86.

10. XFree86

10.1. XDM

XDM sBnsieTcst Hanbosee 00IUM CIToco00M BOWTH B CHCTEMY uepe3 rpad)uuecKuil TepMUHaI. DTO HEMHOTO
HallOMHUHAET BXOJ B CUCTEMY, HO BHYTPEHHE MOJHOCTHIO OTJINYAETCA.

B katanore /etc/X11/xdm umerorcst KoHGUTypanmoHHbIE (aiiibl, KOTOPHIE BHITOIHAIOTCS HA Pa3INYHBIX (ha3ax
BXo0J1a B cucteMy. Xstartup (u Xstartup 0 crienmansHo Juist screen 0) comepskaT KOMaH[Ibl, 3aIlyCKaeMBblIe 110ciIe BX01a
MOJIB30BATENIEM B CUCTEMY (KOMaH/Ibl BBIIIOJIHSIOTCS 1101 TOOt'OM).

ITyTh, KOTOPHBIH YCTAHOBIICH JUIS MOJIB30BaTeNei, Haxoaures B /etc/X 11/xdm/xdm-config. ImetoTcs cTpoku:

DisplayManager*userPath: /usr/local/bin:/usr/bin:/bin:/usr/bin/X11:/usr/games
DisplayManager*systemPath: /
usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/bin/X11

310 OyIeT myTh 110 yMOJIYaHUIO JUIsl HOPMaJIbHBIX MIOJIb30BATEIIEH 1 VIS 00t COOTBETCTBEHHO. DTO OUEHb BAXKHO,
yro /usr/bin/X11 siBrsiercst AOCTYMHBIM A1 Tosb3oBareneit X. Eciu monp3oBarens X BXOJUT HA IPYTYIO MAIIUHY,
YTOOBI 3aIyCTUTh X NPHIIOKEHHS, OH JJOJDKEH J1o0parbest 1o /ust/bin/X11.
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ITocne 3amycka Xstartup XDM 3amyckaet /etc/X11/Xsession, KoTopast paboTaeT ¢ KOHEYHBIM I0JIH30BATEIIEM.
JlokanpHast KOHUTYpalMs, KaK IpearonaraeTcs, OyeT cienana B /etc/environment, 5T0 HCXOUT OT Xsession, ecin
nmocTtymHO (Xsession BeimonHeH ¢ /bin/sh, u, TakuM ,00pa3zom /etc/environment gomker ObITh sh daiinom). Ito
KOHQIUKTYeET ¢ ssh, mpeamonaratommmM, 9To /etc/environment - ¢aiin, comepxammuii crpoku suna VAR=VALUE.

10.2. xterm -Is

[To ymomuanuto myTh IS BceX KOMaH[I, BBI3bIBaEMbIX U3 qucnerdepa X window, Hacienyercst or XDM.
Hcnonp30BaHme 4€ro-To OTIMYHOTO OT 3TOTO JIOJDKHO OBITH YCTAHOBJIEHO SIBHO. UTOOBI 3aIlyCTUTD IMYJISILIUIO
TepMHHaJIa ¢ "HOPMaIbHBIMH" MyTSIMH, HYXKHO UCIIOJIb30BaTh CIIEMAIBbHYIO onuuo. B xterm onmws -1s (login shell)
JIOJDKHA MCIOJIB30BATHCS, YTOOBI MOIYYHTH ITyTH ONPEZEIeHHbBIC B CKPUIITAX HHUIUATH3AIMN 000JI0UKH.

10.3. Window manager

Window manager HacnexyeT okpyxenue XDM. Bee mporpammsl 3amymiensie window manager'oM HaclIeIyroT
okpy>keHre window manager'a.

Oxpy:xeHue 000JI0UKH M0IB30BaTeNs HE 3aTparuBaeT IPorpaMMBbl, 3alyckaemble U3 window manager'a. Hanpumep,
€CIIH TIporpaMMa 3aIrycKkaeTcst oT 'xterm -Is', oHa MMeeT 3alaHHYIO [T0 YMOIYaHUIO CPEdy MPH BXOJE B CHCTEMY, HO
€CIT OHa 3aITyCKaeTCsl U3 MEHIO, TO UMEeT TOIBKO OKpyeHrne window manager'a.

11. KomaHabI IEPpUOAMYECKOT0 BHINMOJIHEHUS Cron u at

11.1. cron

Cron siBiIsieTCst KOMaHA0, KOTOPast IEPHOIMUYECKY BBITIOJIHIET KOMaH/Ibl, KaK ONpeelieHo B /etc/crontab, u
orpezieIsieMbIX Toyib30BaTenieM crontab'ax. B Debian 1.3 umeeTcs craHIapTHBIH MEXaHU3M, YTOOBI BBITIOJIHUTD
KoMaHIbI B /etc/cron.daily, /etc/cron.weekly u /etc/cron.monthly.

Cron CTapTyCT C Ha4YaJIa 3arpy3Ku, HO 3TO, KaXKCTCA, U3BMCHSACT PATH x JAOBOJIbHO CTPAaHHOMY 3HAYCHUIO:

/usr/bin:/binn:/sbin:/bin:/usr/sbin:/usr/bin

OTO BEPOSATHO BAT' B CRON. Dto myTh, rae umeercs /ust/bin:/bin, HamucaHHbIN 0€3 3aBEPIIAIOIICTO HYJIs!
DTOT Oar ecTh HE BO BCEX CUCTEMAX.

B crontab moxxeT Haxoautcs ornpenenenne PATH. B Debian 1.3 umeercs cnenyromas, 3a1aHHasi 10 yMOJYaHUIO,
CTpOKa B Havaie /etc/crontab:

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

WN3-3a atroro PATH nporpammsl crond HUKOTIa HE UCIIONB3YETCs B MOJIb30BATENBCKUX ITporpamMmax. Bee ckpunter
KaTajorax B /etc/cron.* mosy4yaroT 3TOT IMyTh [10 YMOJIYAHHUIO. DTOT IyTh UCIIOIBL3YETCS, aXKe eCIIM POrPaMMbI
BBIMTOITHSAIOTCS HE IO rOOt'OM.
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11.2. at

at - KOMaH/a, KOTOPasi MOXKET MCITOIB30BaThCS IS 3aITyCKa TPOTPAMMBI B ONIPEIECTICHHOE BPEMSI.

atd 3amyckaeTcs, HCIOJb3ys IyTh 110 yMoa4aHuio. OHAKO, II0Ib30BaTEILCKUE IIPOrPaMMBI BCEra paboTaloT B
OTIepPaLIMOHHON cpefie, UCTIoNb3ys KoMaHy sh. IloaTomy 00bpI4HO 060s109Ka U3MEHSET 3TOT IyTh. CMOTPHTE TIIaBY
1o bash.

12. HexkoTopbie npuMepbl

12.1. magicfilter

magicfilter siBisieTcst OOLIMM HHCTPYMEHTOM, 4TOOBI yNpaBiATh (aitnamu it npuHTepa. OH aHAM3UPYET THIT
(haiina, KOTOpBI OyJeT HaneyaTaH, ¥ BbI3bIBAET CKPUNT ISl IEYaTH COOTBETCTBYIOMINX (hailiIoB. DTH CKPHUIITHI
BBI3BIBAIOTCSI OT JeMoHa Ipd, koTopslii crapTyer u3 /etc/init.d/lpd, 3amyckatomierocs ot init. Takum 00pazom myTh
TaKoM, Kak u y init. OH He conepxut /usr/bin/X11!

Brl MoXkeTe 3aX0TeTh MOCTaBUTh Ha iedath PDF daiin. 3To BO3MOXKHO clienaTh, ncnonb3ys /usr/bin/X11/xpdf.
Terneps BbI HE IOJDKHBI 3a0bITH BCTABUTH MOJHBIN IIYTh K Kataiory (daitna, notomy yro magicfilter e Haiiner ero.
BonbIIMHCTBO Mporpamm, UCTob3yeMbIx B magicfilter, He Hy>KIalOTCsl B IOJIHOM IIyTH, T.K. HaxoasTcs B /bin wim /
usr/bin.

12.2. Ileyars 13 X NPUJIOKEHHH

Bl MoxxeTe ucnosnb3oBaTh nepeMeHHyro okpyxeHns PRINTER, noka3piBaromiyo NpuHTEP, KOTOPBIA BbI
ucrionb3yere. OnHAKO, BBl MOXKETe 0OpPAaTUTh BHUMAHKE, YTO, B HEKOTOPBIX CIIy4asixX, B X IPHIOKEHUIX 3Ta
HNEepEeMEHHas TepseTcs.

BrI 1OmKHBI TOMHUTB, 9TO €Cl X ceccHs 3ammyckaeTcs 3 XDM, window manager HIKOTJa He 00pabaThIBaeT BalllH
cueHapuu a1 Bxoga. Bee X mpuiioskeHusi, KOTOpbIE BbI 3allycKaeTe U3 xterm, uMeroT nepemennyo PRINTER.
OnHako, eciii TO )K€ caMoe MPHUIIOKEHNE 3allyCKaeTcst u3 MeHIo window manager'a, OHO He OyJIeT CoiepXKaTh Ballry
nepemenHyto PRINTER.

B HEKOTOPBIX CITydasix 3TO MOKET OBITh HACJIEIOBAHO JIaKe B HIDKHNX YPOBHSX: HAIIPUMED, IPOrpaMMa IIOMOIIN
Netscape MOKET UMETh UJIM HE UMETH ompeneienne nepemennoil PRINTER.

13. I1o moBoay 0€30MMACHOCTH

HyTI/I MpEeACTaBIAOT HHOTAA 6OJ'II)HIyIO HpO6J’I€My JJIA 0e30macHOCTH CUCTEMBI. OUeHb IMPOCTO B3JIOMATh CUCTEMY,
HCIOJIb3Ys HCKOTOPLIC OIIHOKY B yCTaHOBKax HyTeﬁ. HOBOJ’ILHO IIPOCTO 3allyCTUTDh TPOsiHA, €CJIM XaKEP MOJIydacT
IpaBa root wiu Apyrux HOHLBOBaTeHeﬁ, YTOOBI UCIIOJIHATE CBOU nporpaMmabl.
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OObI4yHas o1MOKa paHbllIe COCTOSIa B TOM, UTO '.' coziepKaiach B MyTsX root'a. 3n00HBIN XaKep Jiesiall IporpaMmmy
'Is' 1 geprkai ee B CBOEM JOMAIIHEM Karajore. Eciu root menain

# cd ~hacker
# 1s

OH UCTIOJIHST XaKCPCKYIO IpOorpaMmmy Is.

KoCBEHHO, 3TO MOXET IIPUMEHSATHCS KO BCEM IIPOrpaMMaM, 3alyLIeHHBIM OT root. JIF060i BaXKHbIH JEMOH HUKOTIA
HE JJOJDKCH 3aIlyCKaTh IIPOrPaMMBI, 3allHCAHHbIE IPYTHM MOJIb30BaTelieM. B HeKOTOphIX cucTemax, /ust/local/bin
paspeliaer coaepKarh NpOrpaMMbl MEHee CTPOTHE B OTHOLICHHH 0E30MacHOCTH - 3TO TOJIBKO YTO yJalICHO U3
NEePEMEHHOM ITyTH T0JIb30BaTeNst root. OIHAKO, €CITH U3BECTHO, YTO HEKOTOPBIN JEMOH BHIMONHSET 'f00', HCMOMb3yst
nytH '/usr/local/bin/:...", To BO3MO>XHO 0OMaHyTb JIeMOH, 4T00B!I OH BhINoHMI '/ust/local/bin/foo', BMecTo '/bin/foo’
BeposiTHO m000i1, KTO MO>KeT 3anuchBaTh B 'ust/local/bin', ciocoOeH B3noMaTh CHCTEMY.

OueHp Ba)KHO pacCMOTPETh, B KAKOM MOPSIIKE KaTaJory Mponucansl B myTsix. Eciu /usr/local/bin 3anmcan nepexn /
bin - BBI prCKyeTe 3aIUTOMH.

B Linux Hy>KHO HOMHHTb, YTO ONpEIeIeHNE MyTeil CIeTaHo Ha YPOBHE BEI30BOB ONEPALMOHHON CHCTEMBI. BBl
MOJKETE UCIIONIE30BaTh KOPOTKOE MM (haiina, KOTOPHIH OyaeT ucKaThes 1o KpaliHei Mepe B /bin u /usr/bin -
BEPOSATHO M B JIPyTHX MECTaXx.

14. Kak BbISIBJSATH NPO0JIeMBbI?

OcHoBHast KOMaH/Ia U YTEHIS IEPEMEHHBIX OKpY>KeHus - /ust/bin/env.

B03MO0KHO HCII0IB30BaTh KaTaJIOT /Proc, 4TOObI BRISACHSTH OKPYKeHHUe J110001 nporpammsel. [TepBoe, BbI JOJIKHBI
3HaTh HOMEp IpoIlecca - UCTIONIb3YITE KOMaHIy Ps, 4YT00bI MOMYy4uTh ero. Hanpumep, eciiu Homep Iporecca xterm -
1088, MOXXHO ITPOCMOTPETH €TO OKPY>KEHHE C TOMOIIBI0 KOMAaHBI

# more /proc/1088/environ

Orto He paboTtaeT ¢ femMoHaMu, Tua Xdm. UToOb1 oOpamaThes K cpefie OKpY>KEeHH CHCTEMHBIX IPOIIECCOB MIIH K
JPYTUM TI0JIb30BATEIIBCKUM IIPOLIECCcaM, TPEOYIOTCs IpaBa root.

Jlnst otimagku Netscape, BB MOXKETE CO3AaTh CKPUNT /tmp/test:

$ cat > /tmp/test
#!/bin/sh

/usr/bin/env > /tmp/env
~d

$ chmod +x /tmp/test

3aTeM yCTaHOBUTE BCIIOMOTaTellbHOe Ipuiioxkenue, Hanpumep RealAudio, audio/x-pn-realaudio, 4To0ObI BbI3BaTh
nporpammy "/tmp/test". Teneps nonpoOy#iTe B BaiieM Opaysepe moiTH mo ccoiike ¢ RealAudio koHTeHTOM
(mampumep, http://www.realaudio.com/showcase), Netscape BBI30BET Bally MpOrpaMMy-KyKIIy, KOTOpas COXpaHUT
OKpYy’KeHHe B /tmp/env.
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15. HexoTopble cTpaTeruu, No3BoJIsIlOINAE MOJTYYUTH
OAMHAKOBbIE NYTH JJISI BCeX MOJIb30BaTe el

Hawnbosnee BaxHble yCTaHOBKH HAXOSTCS B INI00ANbHBIX (haiinax nHunmann3anmu: /etc/csh.login mis tesh u /
etc/profile mis bash.

HcximoueHus - nporpaMMBbl, KOTOpbIE HE MOTYT IIOJIyYHTh [TPAaBIIIBHbIE IIYTH OT 3TUX (alliioB - 3TO KOMaHIp! ssh,
rsh, X window manager (siBHO He 3amyckaet login shell), ,komanapl BEI3bIBaeMbIe inittab, 3a1a4u 3amyckaeMble cron,
JIEMOHBI, To1o0HbIe magic filters 3amyckaembie lprd, WWW CGI ckpuntsr u T.11.

Ecnu myTn ycraHoBneHs! B /etc/csh.cshre, To oHM paBUibHBIE, AaXke Korna rsh miu ssh BHITOMHSAIOT KOMaHIy Ha
yIaJCHHON MAIlIMHE C aKKayHTOM, UCTOJIb3yoIuM tesh/csh. OHako, He BO3MOYKHO YCTaHOBHTD ITyTH, €CITH aKKayHT
ucrnonb3yer bash/sh.

Bo3MoxHO KOMOWHUPOBATH YCTAHOBKY IyTel B OAMH (aiii, Hampumep, B (aiin /etc/environment-common. Teneps
TIHIIEM:

${EXPORT}PATHS$ {EQ}/bin:/usr/bin:/sbin:/usr/sbin:/usr/bin/X11:/usr/local/bin:/usr/games:.
DT0 MOKHO UCIOJNIL30BaTh U3 /etc/csh.login (s tesh u csh)

set EQ=" " set EXPORT="setenv " source /etc/environment-common

U u3 /etc/profile (s bash, He padoTaet 1t 00bruHOTO Sh)

EQ='=' EXPORT="export " . /etc/environment-common

U u3 /etc/environment (uis XDM)

EQ="=" EXPORT="export " . /etc/environment-common

Taxas crparerus, rTaBHBIM 00pazom, pabortaer, HO ssh Oyner BeigaBath coobmeHns 06 ommudKax B /etc/environment
(ma ompenenennst EQ u EXPORT). U eme, rsh-koman eI, BEITIOTHAEMBIE B bash, He OyIyT IOIyYaTs 3TOT MYTh.

16. baarogapHocTu

Bonbioe paccrpoiictBo Ari Mujunen ObUI0 OZHOMW M3 MIPUYKH, TOOYIUBIIMX MEHS HallMCaTh 3TOT TOKyMeHT. Juha
Takala nan HeKOTOpBIE IIEHHBIE KOMMEHTAPHH.
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