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IepeBoa: Cranucaas Porun, SWSoft Pte Ltd.

Bepcus 1.2, 21 Anpens 1999

B sTOM n0KYMeEHTE naeTcs omncaHue HacTpOKK BUpTyaibHOU yacTHOH cetr (VPN), ¢ ucrons3oBannem Linux-
Bepcun Cipe, paboTaromieii ¢ HCIoIb30BaHUEM MacKapaauHra.

1. BBenenue

B sToM nokymenTe maercs onmcanue HacTpoiiku Buptyansnoit Yactroit Cetn (Virtual Private Network), mexy
Balleil U BHENIHEH JIOKAJIbHOH ceThIo, ncnoib3ys Cipe Ha linux-MalniHax ¢ MacKapaJuHIOM. 3/1ech TAKKe NPUBEICH
npuMmep HacTpoiiku firewall ¢ MackapaguHTOM.

1.1. Copyright statementC)opyright 1998, 1999 Anthony Ciaravalo,
acj@home.com

Unless otherwise stated, Linux HOWTO documents are copyrighted by their respective authors. Linux HOWTO
documents may be reproduced and distributed in whole or in part, in any medium physical or electronic, as long as
this copyright notice is retained on all copies. Commercial redistribution is allowed and encouraged; however, the
author would like to be notified of any such distributions.

All translations, derivative works, or aggregate works incorporating any Linux HOWTO documents must be covered
under this copyright notice. That is, you may not produce a derivative work from a HOWTO and impose additional
restrictions on its distribution. Exceptions to these rules may be granted under certain conditions; please contact the
Linux HOWTO coordinator at the address given below.

If you have questions, please contact Tim Bynum, the Linux HOWTO coordinator, at tjbynum@wallybox.cei.net or

linux-howto@metalab.unc.edu

1.2. ABTOpCKHe MpaBa

ABTOpCKHE IIpaBa Ha pyccKuii mepeBos 3Toro Tekcra npunamiexar © 2000 SWSoft Pte Ltd. Bee mpasa
3ape3epBUPOBAHBIL.
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OTOT JOKyMeHT siBsieTcst 4acThto npoekrta Linux HOWTO.

AsTtopckue npasa Ha 1okyMeHTsl Linux HOWTO npunaiexxar ux aBropam, €cly sIBHO HE yKa3aHO MHOE.
Joxyments! Linux HOWTO, a Takxke ux nepeBo/ibl, MOT'YT OBITh BOCIIPOU3BEICHBI U PACIIPOCTPAaHEHBI TIOJIHOCTHIO
VI YaCTHYHO Ha JI000M HocuTese, pU3NYeCKOM HIIH 3JICKTPOHHOM, IIPU YCIIOBUH COXPAHEHHUS STOM 3aMETKH 00
ABTOPCKHX IIpaBax Ha Bcex Komusax. KoMMepueckoe pacpocTpaHeHHe pa3periaeTcs U MOOLPAeTCs; HO, TaK UIIH
MHaYe, aBTOP TEKCTa U aBTOP MEPEeBO/Ia KeNanu Obl 3HATh O TAKKX JUCTPUOYTHBAX.

Bce nepeBo/ibl ¥ IPOM3BOIHEBIE PAOOTHI, BBIONHEHHBIE 110 JoKkyMeHTaM Linux HOWTO, 1omKHBI cOpoBOXIaTHCS
9TOI 3aMETKOI 00 aBTOPCKUX IpaBax. DTO JeNaeTCs B LENSX MPEJIOTBPAIICHHS CITy4acB HAIOKEHHS
JIOTIOJTHUTENBHBIX OTpaHW4eHuil Ha pacnpocTpaneHne foKyMeHToB HOWTO. VckimodeHuss MOTyT COCTaBUTh
CITydad MOJYYCHHUS CIICIHMAIbHOTO pasperieHus y koopauaatopa Linux HOWTO, ¢ KOTOPBIM MOKHO CBSI3aThCS 110
azpecy NPUBEICHHOMY HUXKE.

MBe1 GBI XOTENH PACIIPOCTPAHUTD 3Ty UH(OPMAIHIO IO BCEM BO3MOXHBIM KaHanaMm. Ho mpu 3ToM cOXpaHUTh
ABTOPCKHE IpaBa U OBITh YBEIOMJICHHBIMHU O Beex Iutanax pacnpoctpanennss HOWTO. Eciu y Bac BOHUKIH
BOIPOCHI, MOXKAIYHCTa, 00paTUTeCh K KoopauHatopy mpoekta Linux HOWTO 1o 3/eKTpOHHOM MOYTe: <1linux-—
howto@metalab.unc.edu> WM K KoopanHaTopy pycckoro nepesoga Linux HOWTO kommanun SWSoft Pte Ltd. mo
aIpeCy <linux-howto@asplinux.ru>

1.3. OTBEeTCTBEHHOCTH

Br1 ucmonp3yere HHGOPMAIIHIO U IPHMEPHI M3 3TOI0 JOKYMEHTa Ha CBOH cTpaxX U pucK. CyIIecTBYeT MHOXECTBO
npo0ieM 0e30MacHOCTH IPU coeNUHEHUH ceTeid ¢ MaTepHeT. Jlaxe mpu ToM, uyTo nHOpMaIms 3ammdpoBaHa,
HEHaJUIC)KAIIUM 00pa3oM CKOHGUTYpUpoBaHHbIH firewall, MOKeT MPUBOJAMTE K HAPYIICHUIO 3aUThl. MOXHO
MPUHITH MEPHI MPEIOCTOPOKHOCTH, YTOOBI 3aIIUTHTh BAIllK Cipe COCTUHEHUS, HO 3TO He rapantupyet 100%
3amMTy. ABTOp HE rapaHTHPYET, YTO HH(POPMAIIKSA 3TOT0 JOKYMEHTA 00ECIICUUT MOJHOCThIO OE30MacHYI0
OPraHU3aAIMIO CETH, IaXKe MIPU TOM, YTO 5 CTapajcs ObITh HACTOJILKO TOYHBIM, HACKOJIBKO BO3MOXKHO, IPEACTABIISAL
HH(POPMAITUIO B 3TOM JAOKyMeHTe. S He Hecy OTBETCTBCHHOCTH 3a JIFOObIC MTPOOJIEMBI HJIH yIIepO, TOHECEHHBIH 3a
NpEeANPUHSATHIE JEWCTBUS, OCHOBAaHHBbIC Ha MH(GOPMAIMH, TAHHOM B 3TOM JIOKYMEHTE.

1.4. OT3BIBBI

BOHpOCLI, KOMMCHTAapHu, NpeUI0KECHUS WX UCIPABJICHUS IUINTC I10 aApeCy ac'@home.com.

1.5. Bepcuu

3rot nokyment Hanmcan st Cipe Bepenid 1.0.1 1 1.2.0. Cm paznen "Ccbuikn', B KOTOPOM yKa3zaHa JOMAaIIIHSSA
crpanwuna Cipe.

2. Hacrpoiika firewall

B sToM noxymeHTe s mpeanonarao, 4To Ballle sapo yxe noaaep:xusaer IP-mackapagunr. Cum. pazgen "Cebuiku', B
KOTOPOM IIPUBEAEHBI CChUIKH Ha MH(OPMAIMIO O BKIIOUCHHUH B sIPO Noyiepkkn [P-mackapaanHra.
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2.1. Crpykrypa VPN

MammHsI CBSI3aHBI 110 TEXHOJOTHH "3Be34a". MBI yCTaHOBUM OJIHO Cipe-COoeANHEHHEe MEeXAy MamHaMu A u B, u
BTOpoe Mexay A u C.

MammHa A
eth0: 192.168.1.1
ethl: peasnpuent ip 1

/ \
/ \
MammvHa B MammHa C
eth0: 192.168.2.1 eth0:192.168.3.1
ethl: peasbuent ip 2 ethl: peasbuent ip 3

2.2. HeGoablmoe 3aMeuanue

eth0 - =710 sokanbHas ceTb (OMKTMBHEIL ampec)

ethl - 5TO mMHTepHeT (HacToOAWMY anpec)

IIopT A - 32TO JIOOOM BO3MOXHEI [IOPT, KOTOPEM BaM HPaBUTCA
IHopT B — 3TO OpPYyroO¥ BO3MOXHEI [IOPT, KOTOPHI BaM HPaBUTCH

Koy A - 5TO JnoOOM BO3MOXHBEI KJIOY, KOTOPBEIM BaM HPaBUTCA (uMTanTe mokyMeHTaumo Cipe)
Kimou B - 3TO OPyTOM BO3MOXHEBEIM KJIOY, KOTOPBEM BaM HPaBUTCS

2.3. JonojHuTeAbHAsA HH(popManusa o ckpuntax u VPN

[IpuBeneHHbIE 3/1€Ch CKPUINTHI ip-up paccuuTanbl Ha ceTu kiacca C. Ecim xorture, 4ro0s! MammHa B Morita
CBsI3aThCs ¢ MamMHOM C, BaM IPHUIETCS NCTIPABUTH COOTBETCTBYIOIINE CKPUIITHI ip-up ¥ ip-down. B HuX Hamo
ucrpaBuTh Macku ptpaddr u myaddr. Huxke npuBonsitest nBa ckpunra ip-up - oauH Juist ipchains, BTopoit s
ipfwadm. Taxke u ams ckpunros ip-down. M3menurte ¢ /24 Ha /16 COOTBETCTBYIOIIUE MIpaBIiIa HHTEpdeEiica cipe s
BXOJISIIIIETO, UCXOISIIIETO WIIH MTPOXOASAIICTo MOTOKOB. Eciu Bel u3MeHsiere mpaBmiio B ip-up (ipfwadm), He 3a0ynpTe
W3MEHUTH €ro B CKpHIITe ip-down, 4ToObI OHO YJAJIIOCh IPU OTKJIFOYEHUH HHTepdeiica. UTo ke KacaeTcsi BapuaHTa
Jutst ipchains, To U3MEHEHUs B ip-up He TpeOyIoT u3MeHeHui B ip-down, ip-down mpocro y/ajiseT Bce mpaBuiia
TI0JIB30BATEIS.

Bam Taxoke npumeTcs pacCkOMMEHTUPOBATh B (aitnax rc.cipe Mamud B u C ¢cTpoky ¢ ykazaHHEeM MaplipyTa Ha CETH
Apyr Apyra.

3. Konpurypanus MamuvHbl A

3.1. /etc/cipe/options.machineB

#pacKOMMEHTHUPYMTE OIHY M3 CJENyIMX CTPOK
#HazBanue mnsa cipe Bepcum 1.0.x

#device cip3b0
#HazBaHue mnsa cipe Bepcum 1.2.x
device cipcb0

#ynmaneHHb! BHyTpeHHMN (QuxkTMBHENL) IP-anpec

ptpaddr 192.168.2.1

#MOM BHYTpeHHUM (bukTmeBHbi) IP-anpec
ipaddr 192.168.1.1

#MOM HacTOAWMIM ampec ¥ HOpPT Cipe

me (real ip 1): (port A)
#HacToAmMM yIaJIeHHHI ampec ¥ HOPT Cipe
peer (real ip 2): (port A)
#yHMKAJIbHE 128-0OMTHEIL KJIOY

key (Key A)
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3.2. /etc/cipe/options.machineC

#PaCKOMMEHTUPYNTE OOHY M3 CJEOYRLMX CTPOK
#HasBanue pmnsa cipe Bepcum 1.0.x

#device cip3bl
#HasBaHue mns cipe Bepcum 1.2.x
device cipcbl

#yDaJjleHHBM BHYTPeHHuM (bukTmeBHbI) IP-anpec

ptpaddr 192.168.3.1

#MoO¥ BHyTpeHHMI (bukTmeBHbL) IP-anpec
ipaddr 192.168.1.1

#MOM HacToOAmWMM ampec ¥ HOPT Cipe

me (real ip 1): (port B)
#yDaJjleHHE HACTOSWMI ampec ¥ HOPT Cipe
peer (real ip 3): (port B)
#YHMKAJIbHEM 128-OUTHBI KJIOU

key (Key B)

3.3. /ete/re.d/re.cipe

'#/bin/bash
#rc.cipe 3/29/1999
#BONPOCH ¥ KOMMEHTApuM [OCHUIaNMTEe N0 azpecy acj@home.com.

#3amaeM MyTU MO YMOJYaHMO
PATH="/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin"

#llMeHa OGatsior options B karasiore cipe
options="options.machineB options.machineC"

#ABTOMATUUECKOE 3alloJIHEHME [epPeMeHHOM options
#options="/bin/ls /etc/cipe/options.*"

#PaCKOMMEHTUPYNTE ONHY M3 CJIeNylUMX CTPOK C ykKas3aHMeM MMEeHM MONyJis Cipe
#cipemod="cip3b" #ons cipe 1.0
#cipemod="cipcb" #omna cipe 1.2

#llpoBepseMm, 3arpyxeH JM MONYJIb Cipe - ecymM HeT, TO 3arpyxaem
grep $cipemod /proc/modules >/dev/null
if [ "$?" = "1" ]; then

echo 3Barpyska mMonymnsa cipe.

modprobe $cipemod

if [ "$?"™ = "1" ]; then
echo Ommbka 3arpys3KyM MOmyJs cipe.
exit
fi
else
echo Monmynb cipe yxe 3arpyXeH.
fi

#Ymansiem Bce cymecTByoure uHTepderchH cipe
cipeif="cat /proc/net/dev | cut -fl -d: | grep S$cipemod’

if [ "Scipeif"™ != "" ]; then
echo YmanseMm cymecTByomre MHTepdelce cipe.
for i in $cipeif; do
ifconfig $i down
done
fi

#Hacrporika mHTepdeiicoB cipe
echo -n "HacTpolika mHTepdercorB cipe:
for config in $options; do

echo -n S$config" "

ciped -o $config

done
echo
echo

#lloGaBiisieM MapUpyTH K yIOaJIeHHHM CeTsM depes MHTepdelc (b) cipe
#route add -net x.x.x.x netmask X.X.X.X gW X.X.X.X

3.4. Ill1103
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V¥ Bcex mamiuH cetr 192.168.1.0 nu1i03 o yMo4aHMIO 10JDKeH ObITh yeTaHoBiieH B 192.168.1.1. Ecnu atoro He
C/IeNaTh - HU4Yero He Oynet paboTaTb.

4. Konpurypauus mammunbl B

4.1. /etc/cipe/options.machineA

#PaCKOMMEHTUPYNTE ONHY M3 CJIENyUMX CTPOK
#HasBaHue mns cipe Bepcum 1.0.x

#device cip3b0
#HasBaHmMe nns cipe Bepcum 1.2.Xx
device cipcb0

# ymasieHHvll BHYTpeHHUM (QUKTMBHELL) IP-ampec

ptpaddr 192.168.1.1

# Mo¥t BHyTpeHHUM (QUKTMBHEILL) IP-azmpec
ipaddr 192.168.2.1

# MOM HacToOAwMI ampec M HOpPT Ccipe

me (real ip 1) : (port A)

# HacToOsAmMM yIaJIeHHEN ampec M [OpT cipe
peer (real ip 2): (port A)

# YHUKAJBHBM 128-0OMTHEIT KJIIOU

key (Key A)

4.2. /etc/re.d/re.cipe

'#/bin/bash
#rc.cipe 3/29/1999
#BOMPOCH ¥ KOMMEHTAapMM IOCHUJIaNTe Mo ampecy acj@home.com.

#3amaeM MyTU [0 YMOJIUAHMIO
PATH="/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin"

#liMeHa Odarsior options B kaTasiore cipe
options="options.machineA"

#ABTOMATUUECKOE 3alloJIHEHME I[ePEeMeHHOM options
#options="/bin/ls /etc/cipe/options.*"

#PACKOMMEHTUPYMTE OOHY M3 CJENyRIMX CTPOK C yKa3aHMeM MMEeHM MOnyJs cipe
#cipemod="cip3b" #oms cipe 1.0
cipemod="cipcb" #oms cipe 1.2

#llpoBepseM, 3arpyxeH J¥M MONyJIb Cipe — ecJyy HeT, TO 3arpyxaeM
grep S$cipemod /proc/modules >/dev/null
if [ "$?" = "1" ]; then

echo Barpyska Momyss cipe.

modprobe $cipemod

if [ "$2" = "1" ]; then
echo Ommbka 3arpy3KM MomyJs cipe.
exit
fi
else
echo Momysnb cipe yxe 3arpyxeH.
fi
#Ymansem Bce cymecTByoure uHTepderchH cipe
cipeif="cat /proc/net/dev | cut -fl -d: | grep S$cipemod’
if [ "S$Scipeif"™ != "" ]; then

echo YmanseMm cymecTByomre MHTepdelce cipe.
for i in $cipeif; do
ifconfig $i down
done
fi

#Hacrpolika mHTepdeiicoB cipe
echo -n "HacTporika mHTepdercoB cipe:
for config in $options; do

echo -n $config" "

ciped -o S$config

done
echo
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echo

#0o6aBysgeM MapWpPyTH K yIaJIEHHEM CeTsaM depes uHTepderic (k) cipe
#route add -net x.x.x.x netmask X.X.X.X gW X.X.X.X

#MapmpyT Kk ceTyu MammHbl C

#route add -net 192.168.3.0 netmask 255.255.255.0 gw 192.168.3.1

4.3. 11103

Y Bcex mammH cetr 192.168.2.0 nutro3 Mo yMOTYaHUIO JOJDKEH OBITh ycTaHoBiIeH B 192.168.2.1. Eciu aToro He
c/ienaTh - HU4Yero He Oyner paboTaTh.

5. Konurypanus mammuabl C

5.1. /etc/cipe/options.machineA

#pacKOMMEHTHUPYNUTE OOHY M3 CJEOyRIMX CTPOK
#HazsBaHue mnsa cipe Bepcum 1.0.x

#device cip3b0
#HasBaHue mnsa cipe Bepcum 1.2.x
device cipcb0

#ynmaseHHb! BHyTpeHHMN (QuxkTMBHENL) IP-anpec

ptpaddr 192.168.1.1

#MOM BHyTpeHHUM (bukTmeBHbI) IP-anpec
ipaddr 192.168.3.1

#MOM HacToOAmWMI ampec ¥ HOPT Cipe

me (real ip 3): (port B)
#HacTOAmMY yIaJIeHHHI ampec ¥ HOPT Cipe
peer (real ip 1): (port B)
#yHMKAJIbHE 128-OMTHEIL KJIIOYU

key (Key B)

5.2. /ete/re.d/re.cipe

'#/bin/bash
#rc.cipe 3/29/1999
#BOMPOCH ¥ KOMMEHTAapuy IOCHEUJIaNTe MO ampecy acj@home.com.

#3amaeM MyTU [0 YMOJIUAHMIO
PATH="/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin"

#llMeHa Odarsior options B kaTasiore cipe
options="options.machineA"

#ABTOMATUUECKOE 3alloJIHEHME I[ePEeMEeHHOM options
#options="/bin/ls /etc/cipe/options.*"

#pacKkoMMEHTUPYHTE OOHY U3 CJEAylNMX CTPOK C yKas3aHMeM MMeHM MOLyJd Cipe
#cipemod="cip3b" #for cipe 1.0
cipemod="cipcb" #for cipe 1.2

#llpoBepsieM, 3arpyXeH JM MOOYJb Cipe - eciM HeT, TO 3arpyxaem
grep S$cipemod /proc/modules >/dev/null
if [ "$2" = "1" ]; then

echo Barpyska Momyss cipe.

modprobe $cipemod

if [ "$2" = "1" ]; then
echo Ommbka 3arpy3KM MomyJsa cipe.
exit
fi
else
echo Momysnb cipe yxe 3arpyxeH.
fi
#Ymansem Bce cyumecTByoure uHTepderchH cipe
cipeif="cat /proc/net/dev | cut -fl -d: | grep S$cipemod’
if [ "S$Scipeif"™ != "" ]; then

echo YmanseMm cymecTByomre MHTepdelce cipe.
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for i in S$cipeif; do
ifconfig $i down
done
fi

#HacTpoiika muHTepdericoB cipe
echo -n "HacTpolika mHTepdelicoB cipe:
for config in $options; do

echo -n $config" "

ciped -o $config

done
echo
echo

#0o6aBysgeM MapWpPyTH K yIaJIEHHEIM CeTsaM depes uHTepoderic (k) cipe
#route add -net x.x.x.x netmask X.X.X.X gW X.X.X.X

#MapmpyT K CeTyu MammHE B

#route add -net 192.168.2.0 netmask 255.255.255.0 gw 192.168.2.1

5.3. lIlaro3

Y Bcex mammH cetr 192.168.2.0 nutro3 Mo yMOTYaHUIO JOJDKEH OBITh ycTaHoBiIeH B 192.168.2.1. Eciu aToro He
czienaTh - HU4ero He Oynet paboTaTs.

6. Hacrpoiiku, o01mmue 1Js BceX MAIIMH

6.1. /etc/cipe/ip-up

6.1.1. Slapo 2.0, ipfwadm, cipe 1.0.x

#!/bin/bash

# ip-up <muTepderic> <mol ampec> <pid memoHa> <JIOKaJIbHEM ampec> <yHaJleHHEN ampec> <apl'yMeHTED>
#3/29/1999

#9TO HnpuMep CKPMITA 1p-up OJg CTapex anep Bepcuit l.x 2.x, ucnoibs3ywounx ipfwadm,
#HacTpamrBaoLMl MapupyTe ¥ npaBmuia firewall pmns coenuHeHMs Balely ceTu Kjacca C

#c ymameHHOM ceThbi Kjlacca C.

#llpaBuiia HACTPOEHH C yYEeTOM HEBO3MOXHOCTM HeJIeraJIbHOI'O [IepexBaTa [aKeToB,

#a Taxkxe HeJleraJIbHOM MapupyTM3aLuM MeXOy CeTsaMM. [IONOJIHUTEJIbHEE Meph 6e30MacHOCTU
#npMBEeneHE B KOHLE CKpuITa (3aKOMMEHTVPOBAHE) .

#BONPOCH M NPenJIOXeHMs MOoChIIarTe no azpecy acj@home.com.

#HacTparBaeM HEKOTOPHE [epEeMEHHEE

device=$1 # Unrepdeiic CIPE

me=5$2 # Haw UDP-ampec

pid=$3 # ID mpouecca neMmoHa

ipaddr=$4 # IP-azmpec namero CIPE-ycTpoiCcTBa
vptpaddr=$5 # IP-ampec ymanenuoro CIPE-ycTpoicTBa
option=$6 # apryMeHTH, MNepelNaHHEE uYepes OILMM CKPUIITa

PATH="/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin"

#pac (3a) ~KOMMEHTUPYMTE CJIeNyIyln CTPOKY IJig BKJIOUEHME B CHUCTEMHHI XypHAall
#BCeX IIOIIEITOK HEaBTOPM3OBAHHOI'O IHOOCTYIIA. STa CTPOKa OOJIXHa COOTBETCTBOBATH
#cTpoke B ckpunTe ip-down OJisg NPaBMIIBHOTO OTKJIOUEHUS [IPABWII.

log="-0"
A e
umask 022

# npuMep 3anucu B XypHAa
fecho "UP $*" >> /var/adm/cipe.log

# BO MHOTHMX cucTeMax TpebOyoTcs Takue pid-darnse
#echo $3 > /var/run/S$device.pid

#noBaBisseM MapupyT K yHaJIeHHOM CeTu
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network="expr S$ptpaddr : "\ ([0-9]*\.[0-9]*\.[0-9]1*\.\)' 0
route add -net $network netmask 255.255.255.0 dev S$device

#nmna apmep Bepcum 2.0 Hamo moGaBMTbL M MapUPyT K MallMHE
route add -host $ptpaddr dev $device

#lpaBuna misa Bxomsmero noroka firewall mms muHTepderica cipe
#OHM DOJIXKHEI 3amaBaTbCs B OOPATHOM IIOPAOKE

#3anpemaemM Bce oOCTajibHEIE BXOongsumve C mHTepderica cipe naxkeTw
ipfwadm -I -i deny -W $device -S 0/0 -D 0/0 $log

#paspemaeM BCe NakeTh, BXonsuve C uHTepderca cipe M3 yIOajieHHOM CeTy IJisd JIOKAaJbHOM
ipfwadm -I -i accept -W $device -S S$Sptpaddr/24 -D $ipaddr/24

#paspemaeM BCe NakKeTH, BXOIAWMe C MHTepdelca cipe M3 JIOKAJbHOM CeTU IJiS yIAaJIeHHOM
ipfwadm -I -i accept -W $device -S S$Sipaddr/24 -D S$ptpaddr/24

#3amnpemaeM BCe MakKeTH, Bxondmme C uHTepderica cipe M3 JIOKAJbHOM CEeTM NOJis JIOKAJILHOM; 3alMCEBAEM 35TO
B XypHaJ
ipfwadm -I -i deny -W $device -S $ipaddr/24 -D $ipaddr/24 $log

#lpaBuna misa ucxondamero noroka firewall mns mHTepderica cipe
#OHM DOJIXKHEL 3amaBaTbCs B OOPATHOM [OPANKE

#3amnpemaeM BCe OCTaJIbHHE MCXOIAWME M3 MHTepderica cipe nakeTs
ipfwadm -0 -i deny -W $device -S 0/0 -D 0/0 $log

#paspemwaeM BCe MaKeTH, MCXOOdlUMe C MHTepdelrca cipe M3 yImajeHHOM CeTy OJisg JIOKAJIbHOM
ipfwadm -O -i accept -W $device -S S$Sptpaddr/24 -D $ipaddr/24

#paspemaeM BCe NakeTH, MCXOIAmMEe C MHTepdelica cipe m3 JIOKAJNBHOM CeTM HJS yIaJIEHHOM
ipfwadm -O -i accept -W $device -S S$Sipaddr/24 -D S$ptpaddr/24

#3amnpemaeM BCe MaKEeTH, MCXOoIduMe C uHTepderca cipe M3 JIOKAJBLHOM CeTM IJisS JIOKAJIbHOM; S3allCEBaeM
3TO B XypHAaJ
ipfwadm -0 -i deny -W $device -S $ipaddr/24 -D $ipaddr/24 $log

#llpaBuia OJs npoxopsmero noroxa firewall mns mHTepderica cipe

#OHM HACTPOEHH Tak, YTOOB MAWMHE JIOKAJLHOM CETM He [OoNamayiM IJid yOaJIeHHOM
#non mMackapamuur. Tak Jiydme paBoTaTh C OOeyMM CeTsaMMu

#OHM DOJIXKHEI 3amaBaTbCs B OOPAaTHOM I[OPAOKE

#3amnpemaeM BCe OCTAaJIbHBIE NPOXONAUMe Uepes MHTepdelic cipe maxkeTs; SanMchHBaeM 3TO B XypHAJ
ipfwadm -F -i deny -W $device -S 0/0 -D 0/0 $log

#paspemwaeM BCe NakKeTH, MNPOXOAdlMe uYepes UHTepdelc cipe M3 yNaJIeHHOM CeTM B JIOKAJbHY
ipfwadm -F -i accept -W $device -S S$Sptpaddr/24 -D $ipaddr/24

#paspemaeM BCe NakKeTH, NPOXOAdlMe uepes UHTepdelc cipe M3 JIOKAJIbHOM CeTM B yHaJIeHHYD
ipfwadm -F -i accept -W $device -S S$Sipaddr/24 -D S$ptpaddr/24

#I7a OoJsibleli YBEpPEeHHOCTM paspemaeM gApy [epeaipecalyin [1aKeToB
/bin/echo 1 > /proc/sys/net/ipv4/ip forward

#llononHeHne K cucrTeMe Oe30MaCHOCTM - B Cilydae, €CJM CTaHIapTHOE MPaBMIO OJIs
#rnpoxomsamero noroka ycTaHoBJieHO B DENY wyim REJECT.

#onpenenseM MHTepPQEMCE MalMHEL

#localif="eth0"

#staticif="ethl" ;0714 ToJIb30OBaTeJiell KabeJIbHEIX MOIEMOB
#staticif="ppp0" ;U1 IIOJIb30BaTeJiell OOBUHEIX MOLEMOB

#llo-HacTodmeMy IpybO onpemesigeM yIaJjieHHHII ip-anpec, B34B ero us Qaina options.
#B mOeajsie 5TOT ampec HaNo IIepelaBaThb CKPUITY depes aplyMeHTH

#Hamo packoMMEeHTMPOBAThH 0OOE CTPOKM

#fpeerfile="grep $device /etc/cipe/options.* | cut -fl -d:°

#peer="grep peer S$peerfile | cut -fl -d: | awk '{print $2}'"

#3anomMmHaeM ymaJieHHBEM ip-anpec mjs ckpunra ip-down
#echo $peer > /var/run/$device.peerip

#paspemaeM NepechHIKy NakKeTOB M3 JIOKAJIbHOM CeTu B yIOaJIeHHYI, Yepe3 CeTeByl KapTy
#ipfwadm -F -i accept -W S$localif -S $ipaddr/24 -D S$ptpaddr/24

#paspemaeM NepechUIKy [NaKeTOB M3 yINAJIEHHOM CeTM B JIOKAJIbHYK, uYepes3 CeTEeByK KapTy
#ipfwadm -F -1 accept -W $localif -S $ptpaddr/24 -D S$ipaddr/24

#paspemaeM nepecrUlky Ha MHTepbeirice staticif oT 5TOM cuCTeME K yIajleHHOM
#myaddr="echo $me | cut -fl -d:°

#ipfwadm -F -i accept -W S$staticif -S $myaddr -D S$peer

MuHN-HOWTO: Cipe+MackapaguHr B Linux 8



#BTOpOEe NOMOJIHEHME K CHCTeMe Oe30MNacCHOCTM - OJIOKMPYeM BCe 3ampochH kK udp-nopTy
#cipe, KpoMe MOYymMX OT yHAJEHHOM MAallMHEL

#Heobxonoumo onpenesnTs udp-NOopTH MHTepdelica cipe
#nonyuaem Ham udp-nopT

#if [ "Soption™ = "" ]; then

# myport="echo $me | cut -f2 -d:°
#else

# myport=$option

#£1

#rnonyuaeMm ymnasieHHBNI Uudp-HOpT
#rnepemennas peerfile mosxHa OHTH 3amaHa
#peerport="grep peer S$peerfile cut -f2 -d:°

#3anomMmHaeM yrajleHHHM Udp-NOPT Cipe nysa ckpunra ip-down
#echo S$peerport > /var/run/S$device.peerport

#fonyuaeMm Ham ip-agpec
#myaddr="echo $me | cut -fl -d:°

#3anpemaeM Bce 3amnpoCe k udp-NopTy Cipe; 3anucHBaeM 3TO B XKypPHAaJ

#ipfwadm -I -i deny -P udp -W $staticif -S 0/0 -D Smyaddr Smyport S$log

#paspemwaeM Bce 3anpoce k udp-NopTy Cipe, uoyuve u3 mHTepderica staticif, orT ymajyileHHOM MalMHBL
#ipfwadm -I -i accept -P udp -W $staticif -S S$peer S$peerport \

#-D Smyaddr Smyport

exit 0

6.1.2. Slapo 2.1/2.2, ipchains, cipe 1.2.x

#!/bin/bash

# ip-up <interface> <myaddr> <daemon-pid> <local> <remote> <arg>

#3/29/1999

#3T0 npuMep CKpuNTa ip-up OJiS HOBHX snep Bepcuit 2.1/2102, wucnosnbs3youmx ipchains,
#HacTparBaoWM MapupyTe ¥ npabusia firewall nOjs coedMHeHMS Baleil cCeTM Kjacca C

#C ynaneHHoﬁ ceThl0 KJlacca Cc. B sTOoM CKPMUIITE 3aLalnTCd TpM I[I0JIb30OBATEJIbCKMX IIOTOKa —
#10 omHOMy Ha KaxIel MHTepdeic cipe (pasnesieHHEE [0 MMeHM MHTepdelica) .

#llocse 2TOTO, B KaXIBM M3 TPex BCTPOEHHHX [NOTOKOB, HOOABJIAOTCSA IpaBuia,
#nepenasHavapmye 3T NOTOKM B I1OJIb30BAaTEJIbCKUE

#HpaBMJ’Ia HAaCTPOEHBE C y4YeTOM HEBO3MOXHOCTM HEJIeT'aJIbHOT'O IlepeXBaTa I[1aKeTOB,

#a Taxkxe HeJleTraJIbHOM MapUPyTU3aLUM MEeXOy ceTsaMM. JONOJIHUTEJIbLHEE MEepH 0e30M1aCHOCTH
#HpMBeJI[eHI:I B KOHLE CKpMUIITa (BaKOMMeHTMpOBaHI:I) .

#BONPOCH M NPenJIOKeHMs MOoChIarTe no azpecy acj@home.com.

#HaCTpaMBaeM HEeKOTOpPEIE IIepeMEeHHEBIe

device=$1 # Viurepderic CIPE

me=S$2 # Ham UDP-ampec

pid=$3 # ID mnpouecca IOeMoOHa

ipaddr=$4 # IP-ampec namero CIPE-ycTpoiCcTBa
ptpaddr=$5 # IP-agpec ymasieHHoro CIPE-ycTpoiicTBa
option=$6 # apryMeHTH, [epelaHHHE uUepes OIUMM CKPUITAa

PATH="/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin"

#pac (3a) ~KOMMEHTUPYMTE CJEOYDIYD CTPOKY IOJis BKJIOUEHME B CUCTEMHBEII XypHAJ
#BCEX MONHTOK HEABTOPMB0BAHHOTO INOCTyla. JTa CTPpOKa IOOJKHA COOTBETCTBOBATH
#crpoke B ckpunre ip-down OJis NPaBUIIBHOTO OTKJIOUEHMS [IPaBMII.

log:n_ln
# __________________________________________________________________________
umask 022

# mpuMep 3anucu B XypHa
#echo "UP $*" >> /var/adm/cipe.log

# BO MHOTUMX cucTeMax TpebOyoTcs Takue pid-darnse
#echo $3 > /var/run/S$device.pid

# __________________________________________________________________________
#noBaBidgeM MapmpyT K yIaJeHHOM ceTu
network="expr $ptpaddr : "\ ([0-9]*\.[0-9]*\.[0-9]1*\.\)"'"0

route add -net $network netmask 255.255.255.0 dev $device

#Co3maeM NOJIb30BATENLCKMI [NOTOK IJisT BXOLAWEIO O mHTepdercy cipe

ipchains -N S$device"i"

#ymansiem Bce mnpaBujla IJis DTOTO INOTOKa (Ha BCSAKUM CJydali)

ipchains -F $device"i"

#zamnpemaeM BCe MaKeTH, BxoOdumme C umHTepderca cipe M3 JIOKAJbHOM CEeTM IJid JIOKAJILHOM; SBalMCBIBAEM 3TO
B XypHal

ipchains -A $device"i" -j DENY -i $device -s $ipaddr/24 -d $ipaddr/24 S$Slog
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#paspemaeM BCe MaKeTH, Bxondumme C uHTepderica cipe M3 JIOKAJLHOM CeTV N0Jid yHaJIeHHOMU
ipchains -A $device"i" -j ACCEPT -i $device -s $ipaddr/24 -d Sptpaddr/24
#paspemaeM BCe MNakKeTH, BXOAsuMe C MHTepderca cipe m3 yOajieHHON CeTM IJjis JIOKaJbHOM
ipchains -A $device"i" -j ACCEPT -i $device -s S$ptpaddr/24 -d $ipaddr/24
#3anpemaeM Bce ocCTajibHEIE BXOHsmME C MHTepdelca cipe naxkeTw

ipchains -A $device"i" -j DENY -s 0/0 -d 0/0 Slog

#CozmaeM NOJIB30BATEJNILCKUI MOTOK IJiS MCXONAWETO U3 uHTepdeica cipe

ipchains -N $device"o"

#ynanseM Bce mOpaBuiia IJiS STOTO [IOTOKA (Ha BCAKMU CIIydali)

ipchains -F $device"o

#3anpemaeM BCe NaKeTH, MCXOoOduMe C MHTepderca cipe M3 JIOKAJIbHOM CeTyM OJisl JIOKAJIbHOM;
3TO B XypHAaJ

ipchains -A $device"o" -j DENY -i $device -s $ipaddr/24 -d $ipaddr/24 S$log
#paspemaeM BCe NaKeTH, MCXOOduMe C MHTepderca cipe M3 JIOKAJbHOM CEeTM OJIS YIAJIEHHOM
ipchains -A $device"o" -j ACCEPT -i $device -s $ipaddr/24 -d Sptpaddr/24
#paspemaeM BCe MaKeTH, MCXoIdume C uHTepbderca cipe u3 ymajleHHOM CeTu IJisg JIOKAJIbHOM
ipchains -A $device"o" -j ACCEPT -i $device -s $ptpaddr/24 -d S$ipaddr/24
#3anpemaeM BCe OCTaJbHHE MCXOIsWME M3 MHTepderca cipe mnakeTs

ipchains -A $device"o" -j DENY -s 0/0 -d 0/0 S$log

#llpaBuna nnsa npoxozngmero noroxka firewall nna muTepdeiica cipe
#OHM HACTPOEHH Tak, YTOOHB MaWMHE JIOKAJBLHOM CEeTM He Iolamajy IJjs yOaJIeHHOM
#non mMackapamuHr. Tak Jyume paboTaTb C O0EMMM CEeTIMMU

#Co3maeM MNOJIb30BATENILCKMI [IOTOK IJIsI NPOXOLAWEro uepes mHTepdeic cipe

ipchains -N $device"f"

#ynanseM BCe NOpaBuia IJid STOTO I[IOTOKA (Ha BCAKMM CIydalt)

ipchains -F $device"f"

#paspemaeM Bce NakeTH, Npoxonsdmye udepes uHTepdeic cipe M3 JIOKaJbHOM CeTM B yLaJIEHHYI
ipchains -A $device"f" -j ACCEPT -i $device -s $ipaddr/24 -d S$ptpaddr/24

#paspemaeM BCe NakeTH, MNPOXonsmMe udepes MHTepdelc cipe M3 yHajeHHOM CeTU B JIOKAJIbHYIO
ipchains -A S$device"f" -3 ACCEPT -i S$device -s $ptpaddr/24 -d $ipaddr/24

3anncelBaeM

#sanpemaeM BCe OcCTaJIbHEIE, IIpoXomAamye dYepes MHTep@eﬁC cipe, [IaKeTEl; 3allMCElIBaeM 3TO B XypHaJl

ipchains -A $device"f" -j DENY -s 0/0 -d 0/0 $log

#I7a OoJsibleli YBEPEHHOCTM paspemaeM gApy [epeafpecalyio [1aKeToB
/bin/echo 1 > /proc/sys/net/ipv4/ip forward

#HO@&BJ’IH@M B CTaHOapPTHBEIE IIOTOKM IIpaBujia CO CCBUIKaMM Ha II0JIb30BAaTEJIbCKME IIOTOKM
ipchains -I input -i $device -j $device"i"

ipchains -I output -i $device -3j S$device"o"

ipchains -I forward -i $device -j $device"f"

#llonosHeHre K cucTeMe Oe30MacHOCTM - B Cilydae, eCJM CTaHIapTHOEe MPaBMIIO OJIS
#opoxomamero IOTOKa yCTaHOBJIeHO B DENY mym REJECT.

#onpenesnseM MHTepOeMCH MalMHEL

#localif="ethO"

#staticif="ethl" ; IJIS IIOJIb30BaTesiell kaOeJIbHBIX MOIEMOB
#staticif="pppO" ; IJIs1 TIOJIb30BaTEJIeV OOBUHBIX MOIEMOB

#llo-HacTosameMy TpyDO omnpenesisgeM yIaJleHHH i1p-ampec, B38B ero m3 darsa options.
#B umeasie »TOT ampec HANO NEepenNaBaThb CKPUITY UYepes aplyMeHTEH

#Hamo pacKOMMEHTMPOBATH OOe CTPOKMU

#peerfile="grep $device /etc/cipe/options.* | cut -fl -d:°

#peer="grep peer S$peerfile | cut -fl -d: | awk '{print $2}'°

#3anoMmHaeM yIaJleHHHM ip-ampec mjs ckpunra ip-down
#echo $peer > /var/run/$device.peerip

#paspemwaeM MNepPecHUIKY [NaKeTOB M3 JIOKAJIbHOM CeTM B yHAJIEHHYK, Uepes3 CEeTeByK KapTy
#ipchains -I forward -j ACCEPT -i $localif -s $ipaddr/24 -d S$ptpaddr/24
#paspemwaeM NEePECHUIKY [NAaKeTOB M3 YINAJIEHHOM CeTM B JIOKAJIbHYK, Uepes3 CEeTEeByK KapTy
#ipchains -I forward -j ACCEPT -i $localif -s $ptpaddr/24 -d $ipaddr/24
#paspemaeM NnepeceUiky Ha MHTepberce staticif oT 3TOM CUCTEMB K yIaJIEeHHONI
#myaddr="echo $me | cut -fl1 -d:°

#ipchains -I forward -j ACCEPT -i $staticif -s $myaddr -d S$peer

#BTOopoe mOOMOJIHEHME K CcucTeMe 6e30MacHOCTM - OJIOKMPYEeM BCe 3alpoch k udp-HopTy
#cipe, KpoMe MOymMX OT yHAJIEHHOM MAallMHEL

#HeobxooMMO oOmnpenesauTs udp-NOpPTH MHTepbelica cipe
#nosyuaem Ham udp-IHo0pT

#if [ "Soption" = "" ]; then

# myport=‘echo $me | cut -f2 -d:°
ffelse

# myport=S$option

#£fi
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#rosnyyaemM ynajieHHBEM udp-InopT
#nepemeHHnas peerfile pomxHa OHTH 3amaHa
#peerport="grep peer S$peerfile | cut -f2 -d:°

#3anomMmHaeM yrnajsieHHHM Udp-INOpPT Cipe mysg ckpunra ip-down
#echo $peerport > /var/run/$device.peerport

fnonyuaeMm Ham ip-azpec
#myaddr="echo $me | cut -fl1 -d:°

#3anpemaeM BCe 3amnpock k Udp-NOPTy Cipe; 3ammMceHBaeM 3TO B XypHaJ

#ipchains -I input -j DENY -p udp -i $staticif -s 0/0 \

#-d S$myaddr S$myport $log

#paspemaem Bce 3anpocH k udp-nopTy cipe, unoyumme u3 mHTepderica staticif, oT ymasieHHOM MaluyMHEL
#ipchains -I input -j ACCEPT -p udp -i $staticif -s $peer S$peerport \

# -d $myaddr Smyport

#3aueM BKIIOUATHL B Anpe 3aumTy oT "spoofing"-a, ecyim B STOM CKpUIITE 3Ta
#zammTa yxe peanmMs30BaHa, IJisg KaxXOoro mHTepdelica Ha ypoBHe firewall?
#IpennosyioxuM, UYTO S MNAaPaHOUK.

if [ -e /proc/sys/net/ipv4/conf/all/rp filter ]; then
echo -n "BkimouaeMm 3ammTy oT IP-spoofing..."
iface="/proc/sys/net/ipv4/conf/$device/rp filter"
echo 1 > S$iface
echo "done."

else
echo "HeBOBMOXHO BKJIOYUMTH B sOpe 3aulmTy ycTpoiicTBa $device or IP-spoofing™ \
| mail -s"lpemynpexneHue Cucremel BesomacHocTu: S$device" root
exit 1
fi
exit 0

6.2. /etc/cipe/ip-down

6.2.1. Slapo 2.0, ipfwadm, cipe 1.0.x

#!/bin/bash

# ip-down <interface> <myaddr> <daemon-pid> <local> <remote> <arg>

#3/29/1999

#9T0 npuMmep ckpuiTa ip-down OJjis CTapeXx snep Bepcuit 1.x 2.x, ucnosbpsyommx ipfwadm,
#ynansgoum MapwpyTH M npaBuia firewall, 3amaHHElE paHee IJig COENVHEHMs Ballell CeTu Kjlacca C
#c ymaneHHOM ceThi KJjlacca C.

#BOMPOCH ¥ NPEenJioXeHMs IOCHEUJIalTe Mo ampecy acj@home.com

#HacTpanBaeM HEKOTOPBIE [E€PEMEHHHE

device=$1 # Unrepdeiic CIPE

me=5$2 # Ham UDP-ampec

pid=$3 # ID mpouecca neMmoHa

ipaddr=$4 # IP-ampec nHamero CIPE-ycTpoiCcTBa
ptpaddr=$5 # IP-ampec ymaneHHoro CIPE-ycTpoiicTBa
option=$6 # apryMeHTH, MepelaHHEE uYepes OILUMUM CKPUITAa

PATH="/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin"

#pac (3a) ~KOMMEHTUPYNTE CJEeOyDIyld CTPOKY IJIsI BKJIOUEHME B CUCTEMHEI XypHAaJ
#BCexX MONHTOK HEaBTOPMB0OBAHHOTO INOCTyla. JTa CTPOKa LOOJDKHA COOTBETCTBOBATDH
#CTpPOKE B CKPUITE 1p-Up IUIS NPABUIILHOTO OTKJIOUEHMI NpaBuUil.

log="-0"
A
umask 022

# OpuMep B3anmucy B XypHal
#echo "DOWN $*" >> /var/adm/cipe.log

# BO MHOTUMX cucCTeMax TpebOyoTcs Takue pid-darnse
#rm -f /var/run/$device.pid
#llpaBuria mis Bxomsamero noroka firewall mns mHTepderica cipe

#ynangeMm 3amnpelieHre BCex OCTAJIbHHX BXOIALMX C MHTepdeiica cipe nakerTos
ipfwadm -I -d deny -W $device -S 0/0 -D 0/0 $log
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#ynasseM paspemeHMe BCexX [IaKeTOB, BXONAIMX C MHTepbelca cipe m3 yIOaJIeHHOM CeTM IJisd JIOKaJIbHOMI

ipfwadm -I -d accept -W $device -S S$ptpaddr/24 -D $ipaddr/24

#ymansiem paspemeHre BCex NaKeTOB, BXOIALMX C uMHTepderica cipe m3 JIOKAJbHOM CeTM OJIs yLOaJIeHHOM

ipfwadm -I -d accept -W $device -S $ipaddr/24 -D $ptpaddr/24

#ynanHeM 3allpelleHue BCeX IIakKeTOB, BXOOAIMX C MHTep@eﬁca cipe M3 JIOKAJIbHOM CeTM IJisS JIOKaJIbHOM

ipfwadm -I -d deny -W $device -S $ipaddr/24 -D $ipaddr/24 S$log

#lpaBuna g ucxonsamero noroka firewall mis muHTepderica cipe

#ynanseMm s3anpeueHre BCex OCTAaJIbHHX, MCXOOALMX U3 MHTepdeiica cipe, NaAKeTOB
ipfwadm -0 -d deny -W $device -S 0/0 -D 0/0 $log

#ymansieM paspemeHne BCex NaKeTOB, MCXOOALMX M3 uMHTepdelica cipe, M3 yIOajieHHONM CeTM IJis JIOKaJbHOM!

ipfwadm -O -d accept -W $device -S S$ptpaddr/24 -D $ipaddr/24

#ynanHeM Pa3peueHre BCeX IIaKeTOB, MCXOIOAUMX U3 MHTep@eﬁca cipe, M3 JIOKAJIbHOM CeTu IJisd yIaJIEHHOM

ipfwadm -O -d accept -W $device -S S$ipaddr/24 -D $ptpaddr/24

#ynasseMm samnpeumeHmne BCexX [IaKeTOB, MCXONAWMX M3 MHTepderca cipe, M3 JIOKAJILHOM CeTM OJis JIOKaJIbHOMI

ipfwadm -O -d deny -W $device -S $ipaddr/24 -D $ipaddr/24 $log

#llpaBuiia OJisa npoxopsmero noroxa firewall gpna mHTepdelica cipe

#ynangeMm 3amnpeleHre BCex OCTAJIbHHX [IAKETOB, NPOXONAUMX uUepes MHTepderic cipe
ipfwadm -F -d deny -W $device -S 0/0 -D 0/0 $log

#ynangeM paspelleHMe BCex [IaKeTOB, NPOXONAUMX uepes MHTepbdelic cipe, M3 yIOajeHHOM ceTu nJjsd
JIOKAJIbHOM
ipfwadm -F -d accept -W $device -S $ptpaddr/24 -D $ipaddr/24

#ynansgem paspelmeHre BCex [MAaKeTOB, NPOXONANMX depes uHTepdelc cipe, M3 JIOKAJbHOM CeTu IJjid
yIoaJieHHOM
ipfwadm -F -d accept -W $device -S S$ipaddr/24 -D $ptpaddr/24

#llonosHeHre K cucTeMe 0Oe30MacHOCTM - B Cilydae, eCJM CTaHIAapTHOEe MPaBMJIO OJIS
#nopoxomamero IOTOKa yCTaHOBJIeHO B DENY mym REJECT.

#define machine interfaces

#localif="ethO"

#staticif="ethl" ; IJIsT IIOJIb30BaTesiell kabOeJIbHBIX MOIEMOB
#staticif="pppO" ;IJIS TIOJIb30BaTejiell OOBUHEIX MOLEMOB

#llo-HacTogmeMy I'pyOo omnpemesseM yIOaJleHHHN i1p-anpec, B34B ero ms3 ¢aina options.
#B mmeasie ®TOT ampec HaOo [ePeNaBaTb CKPUITY dYepes apIyMEHTEH

#Hano pacKOMMEHTMPOBAThH O0Ee CTPOKM

#peerfile="grep $device /etc/cipe/options.* | cut -fl -d:°

#peer="grep peer S$peerfile | cut -fl -d: | awk '{print $2}"'"

#3anomMmHaeM ymoaJjieHHBM ip-anpec mjs ckpunra ip-down (?727?)
#echo $peer > /var/run/$device.peerip

#ymanseM paspemeHue [NepPeCBUIKM NaKeTOB M3 JIOKAJLHOM CeTM B yHaJIeHHYD, UYepes CEeTEeBYl KapTy
#ipfwadm -F -d accept -W S$localif -S $ipaddr/24 -D S$ptpaddr/24
#ymanseM paspemeHue [NePeCEUIKM [NaKeTOB M3 yNAJeHHOM CEeTM B JIOKAJIbHYK, dYepes CEeTEBYD KapTy
#ipfwadm -F -d accept -W S$localif -S $ptpaddr/24 -D S$ipaddr/24

#ynasnseM paspeleHue NepechUIKM MaKeTOoB uepes uHTepderic staticif or »TOM cucTeMmBl K yHOajleHHOMU

#myaddr="echo $me | cut -fl1 -d:°
#ipfwadm -F -d accept -W $staticif -S $myaddr -D S$peer

#BTOpOE INOMOJIHEHME K CHUCTeMe Oe30MacHOCTM - OJIOKMPYeM BCe 3alpochH kK udp-ropTy
#cipe, kxpoMe MAOymMX OT yHAJIEHHOM MAalMHEL

#ueobxommMMo omnpenenuTs udp-NOPTH MHTepbelica cipe
#rnonyuaeMm Ham udp-mnopT

#if [ "Soption" = "" ]; then

# myport="echo $me | cut -f2 -d:°
ffelse

# myport=S$Soption

#fi

#ronyuyaeMm ynajieHHBENI Udp-IOpT
#rnepemennasa peerfile mosrxHa OBITH 3amaHa
#peerport="grep peer Speerfile cut -f2 -d:°

#zanommHaeM ymajieHHB udp-HOpT Cipe mis ckpunrta ip-down (2?7?)
#echo $peerport > /var/run/$device.peerport

#rosmyuyaem Ham ip-ampec
#myaddr="echo $me | cut -fl1 -d:°
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#ymanseMm samnpemeHme BCex 3amlpocoB K udp-HnopTy cipe

#ipfwadm -I -d deny -P udp -W $staticif -S 0/0 -D $myaddr S$myport $log
#ynasiseM paspelmeHue BCex 3alpocoB k udp-nopTy cipe, uoymmx mu3 mHTepderca st
MallIHEL

#ipfwadm -I -d accept -P udp -W $staticif -S S$peer Speerport \

#-D Smyaddr Smyport

exit 0

aticif, oT ynmamnenhHomn

6.2.2. AAapo 2.1/2.2, ipchains, cipe 1.2.x

#!/bin/sh

# ip-down <interface> <myaddr> <daemon-pid> <local> <remote> <arg>
#3/29/1999

#2170 npuMep ckpunra ip-down OJiS HOBHX snep Bepcuit 2.1/2.2, MCHONB3YyOLMX ipcC

#ynansgoun MapwpyTe M npaBuia firewall, 3amaHHEle paHee IJig COENVHEHMs Ballell CeTyu Kjlacca C

#c ymaneHHOM ceThi KJjlacca C.
#BOMPOCH ¥ NPEenJiOXeHMs IOCHEJIalTe Mo ampecy acj@home.com.

#HacTpanBaeM HEKOTOPBIE [ePEeMEHHHE

device=$1 # Unrepdeiic CIPE

me=$2 # Ham UDP-ampec

pid=$3 # ID mpouecca neMoHa

ipaddr=$4 # IP-ampec Hamero CIPE-ycTpoiCcTBa
ptpaddr=$5 # IP-ampec ymaneHHoro CIPE-ycTpoiicTBa

option=$6 # apryMeHTH, [epelaHHbe uepes ONUMM CKPUITAa
PATH="/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin"

#pac (3a) ~KOMMEHTUPYNTE CJIEOyIylD CTPOKY IJis BKJIOUEHME B CHUCTEMHHI XypHAall
#BCex MONEITOK HEAaBTOPMB0BAHHOTO HOCTyNa. JTa CTPOKa IOOJDKHA COOTBETCTBOBATH
#cTpoke B CKpMITE 1p-Up IS NPABUIILHOT'O OTKJIOUEHMS NPaBuUil.

log="-1"

umask 022

# npuMep Banucu B XypHAal
#echo "DOWN $*" >> /var/adm/cipe.log

# BO MHOIMX cucTeMmax TpebyoTcs Takue pid-danie
#rm -f /var/run/$device.pid

#ynansgeM C TUIaBHHIX [IOTOKOB CCHUIKM Ha I[OJIb30BATEJbLCKME
ipchains -D input -i $device -j $device"i"

ipchains -D output -i $device -j S$device"o"

ipchains -D forward -i $device -j S$device"f"

#YnanseMm Bce HOpaBujla M3 [IOJIb30BATEJIbLCKOTO BXOIAWEI'O IOTOKA
ipchains -F $device"i"

#YnansgeMm MoJib30BATEJILCKUM BXONAMUM [NOTOK

ipchains -X $device"i"

#Ymansem Bce mnpaBuila M3 IO0JIb30BATEJIBCKOTO MCXONAWErOo [I0TOKa
ipchains -F $device"o

#YnasnseM MoJIb30BATEJILCKUM MCXOISIMI MOTOK

ipchains -X $device"o

#YnanseMm BCce mpabmila U3 IOJIb30BATEJIBCKOTO IMPOXOOAWETO IMOTOKa
ipchains -F $device"f"

#YpanseM NOJIb30BATEJbCKMUIM NPOXOLAWLMM TOTOK

ipchains -X $device"f"

#YmanseM OONOJIHMUTEJIbHEE Meph Ge30MacHOCTU

#rnonyuaem ip-ampec yIOaJjIeHHOM MAalMHEL
#peer="cat /var/run/$device.peerip’

#onpenesseM MHTepbEMCH MAalMHBLD

#localif="ethO"

#staticif="ethl" ; IJIsT IIOJIb30BaTesiell kabeJIbHBIX MOIEMOB
#staticif="ppp0" ;IJIST IIOJIb30BaTeJiell OOBUHEIX MOIEMOB

#nosyuaem Haw ip-azmpec
#myaddr="echo S$me |cut -fl -d:°

#ynanseMm paspelmeHyue NEPECBUIKM [IAKETOB M3 JIOKAJBHOM CETM B YHAJIEHHYW, 4Yepes
#ipchains -D forward -j ACCEPT -i $localif -s $ipaddr/24 -d $ptpaddr/24
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#ymanseM paspemeHue NepPecBUIKM NaKeTOB M3 yNAaJeHHOM CeTM B JIOKAJIbHYW, UYepes CEeTEeBY KapTy
#ipchains -D forward -j ACCEPT -i $localif -s $ptpaddr/24 -d $ipaddr/24

#ymanaeM paspemeHue NEePEeCBUIKM NaKeTOB udepes uHTepdeiic staticif oT 2TOM CuCTEMBEl K yOAaJeHHOM
#ipchains -D forward -j ACCEPT -i $staticif -s $myaddr -d $peer

#ymansem daris Cc 3alOMHEHHHM yIaJIEeHHHM lp-ampecoM
#rm /var/run/$device.peerip
#YnanseM OONOJIHUTEJIbHEIE MepE Ge30MNacCHOCTU

#nosyyaeM ynajieHHBN! udp-INopT
#peerport="cat /var/run/$device.peerport’

#nomydaeMm Ham udp-HOpPT

#if [ "Soption™ = "" ]; then

# myport="echo $me | cut -f2 -d:°
#else

# myport=$option

#£1

#ynanseMm samnpelleHre BCex 3alpocoB K udp-HopTy cipe

#ipchains -D input -j DENY -p udp -i $staticif -s 0/0 \

#-d Smyaddr Smyport $log

#ynasseM paspelmeHue BCex 3alpocoB k udp-mnopTy cipe, muoymmx mu3 mHTepderica staticif, oT ymamennoi
MalVHEL

#ipchains -D input -j ACCEPT -p udp -i $staticif -s $peer S$peerport \

#-d Smyaddr Smyport

#ymansem daris Cc 3alOMHEHHHM yIaJIEeHHHM lp-ampecoM
#rm /var/run/$device.peerport

7. IlpyMepbl CKPUNITOB HACTPOUKH MACKaApPaJUHIa

7.1. Siapo 2.0, ipfwadm

#!/bin/sh

#04/04/1999

#llpumep ckpunra rc.firewall gna samep Bepcuit 2.0, mcnosbs3ywommx ipfwadm
#5 He MOI'y MNOJIHOCTBIO MOPYYMTHCS 3a STOT CKPMNOT. S HaWeJ ero
#HECKONbKO JIET Has3all ¥ HEMHOXKO [NONNPaBMII.

#BONpPOCH M MNPenyOXeHMsS MOChUIalTe no azpecy acj@home.com.

#rnokanbHeENt ethernet-murepderic
localip=
localif=ethO

#craruueckuit ethernet-muHrepderic
staticip=
staticif=ethl

PATH="/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin"

#ynangeMm BCe mpaBwia OJd BXONAMETO MOTOKAa
/sbin/ipfwadm -I -f

#ycranaBiMBaeM 3anpeT BCeX MaKeTOB IJId BXOIAMETO MOTOKAa
/sbin/ipfwadm -I -p deny

#paspemeHo MNOCEJIATL [NakKeTh, KyIa YyIT'OIHO, C JIOKAJIbHOTO MHTepdelca C JIOKAJIbHEIX MallMH
/sbin/ipfwadm -I -a accept -V $localip -S $localip/24 -D 0.0.0.0/0

#3anpemaemM BCe NakeTh, MAyLME M3 CTATHMUIECKOTO MHTepderca, "oT JjokajbHeIx MaumH" (spoofing)
#3anmceiBaeM 5TO B XypHAal

/sbin/ipfwadm -I -a deny -V $staticip -S $localip/24 -D 0.0.0.0/0 -o
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#paspemaeM BCe NakeTH, MOyIMe, OTKyIa yTOLHO, HAa CTATUYECKMUIA MHTepderc
/sbin/ipfwadm -I -a accept -V $staticip -S 0.0.0.0/0 -D $staticip/32
#paspemaeM BCe MNakeTH, MuAylMe depes uHTepderc oOpaTHON MNeTau
/sbin/ipfwadm -I -a accept -V 127.0.0.1 -S 0.0.0.0/0 -D 0.0.0.0/0
#3anpemaeM BCe OCTaJIbHBIE BXOSWME [aKeTH — 3alMChHBAaeM 5TO B XypHal
/sbin/ipfwadm -I -a deny -S 0.0.0.0/0 -D 0.0.0.0/0 -o

#ynansgeM BCe mpaBwia IJId MCXOIAMETO MOTOKA
/sbin/ipfwadm -0 -f

#ycraHaBIMBaeM 3ampeT BCErO AJIS MCXONSAWEIO MNOTOKa
/sbin/ipfwadm -O -p deny

#paspemeHs NnakeTe, OTKyIa yTOIHO, Ha JIOKAJbHOM MHTepderca Ijs JIOKAJIbHEIX MallMH

/sbin/ipfwadm -O -a accept -V $localip -S 0.0.0.0/0 -D $localip/24

#3anpemess UCXOIOAMME Uepes CTAaTUUECKMI MHTepbelc nakeTh OJisg JIOKAJBbHOM ceTy (omrOKa MaplpyTH3aLinn)
/sbin/ipfwadm -O -a deny -V $staticip -S 0.0.0.0/0 -D $localip/24 -o

#3anpemeHs UCXOOAUMEe UYepes CTaTHUYeCKUM MHTepdelic NakeTH M3 JIOKaJbHOM ceTu (ommbOKa MacKapaOuHIa)
/sbin/ipfwadm -0 -a deny -V $staticip -S $localip/24 -D 0.0.0.0/0 -o

#3anpemeHsl UCXOOAIME UYepe3 CTATUUEeCKUM MHTepdelric makeTH IJjis JIOKaJIbHOM ceTu (ommbka MacKapaauHTa)
/sbin/ipfwadm -O -a deny -V $staticip -S 0.0.0.0/0 -D $localip/24 -o

#paspemeHo BCe OCTajibHOE OT CTaTMUYECKOI'Oo umHTepderica

/sbin/ipfwadm -O -a accept -V $staticip -S $staticip/32 -D 0.0.0.0/0

#paspemaeM BCe MNakeTH, MuOyumre depes uHTepderc oOpaTHONM NeTan

/sbin/ipfwadm -0 -a accept -V 127.0.0.1 -S 0.0.0.0/0 -D 0.0.0.0/0

#BCe ocTaslbHOE BamnpeumeHo

/sbin/ipfwadm -O -a deny -S 0.0.0.0/0 -D 0.0.0.0/0 -o

#ynanseM Bce mpaBwia AJis NPOXOASWETO [IOTOKA
/sbin/ipfwadm -F -f

#ycTanapimMBaeM 3amnpeT BCErO IJIA NPOXOOAmETro IOTOKa
/sbin/ipfwadm -F -p deny

#MackapaguMHT IJIsS BCErO, MIYWETOo M3 JIOKAJbHOM CeTM UYepes CTaTuueCKkuit mHrepderic
/sbin/ipfwadm -F -a masquerade -W $staticif -S $localip/24 -D 0.0.0.0/0
#opyras MapupyTmsaums s3alpeleHa

/sbin/ipfwadm -F -a deny -S 0.0.0.0/0 -D 0.0.0.0/0

exit 0

7.2. Siapo 2.1/2.2, ipchains

#!/bin/sh

#04/04/1999

#llpumep ckpunra rc.firewall pnns HOBHIX sAmOep Bepcuit 2.1/2.2, wucnosassyioumx ipchains,
#onpenenaomMii NoJb30BaTENIbECKME OTOKM IJIS KaxXIOTO MHTepdelca. 3mecb eCTb TakKxe
#npaBuia, sammmanmye oT spoofing-a, KOTOpele MOXeT OBITH M HE OUYEHb HYXHB —
#nomoBOHas 3ammMTa yxe BCTPOEHa B SIpPO.

#BOMPOCH ¥ NPEenJioXeHMs IOCHEJIalTe Mo ampecy acj@home.com.

#noxanbHeNT ethernet-murepoderic
localip=
localif=ethO

#craruueckuit ethernet-unurepderic
staticip=

staticif=ethl

#unrepderic oO6paTHON NeTan
loopback=1lo

PATH="/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin"

#Y,HaHHeM BCe IpaBmijla IJI4d BXOIOANlEeTrO, MCXOoOAmWeIro M IIpoXomAmero IOTOKOB
#Ilo YMOJIYaHMIO OTﬁpaCbIBaeM BCe IIaKeTEHl
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#ycTanaeImMBaeM 3amnpeT BCErO IJIA BXOINANETO IOTOKa
ipchains -P input DENY

#ymansiemM Bce mnpaBmila IJIs BXOLSWEIO IMOTOKA
ipchains -F input

#ycraHaBIMBaeM 3ampeT BCEDO OJIS MCXOINAWEro MNOTOKa
ipchains -P output DENY

#ymansem Bce mnpaBwmiia IJIsS MCXOIAMETO MNOTOKA
ipchains -F output

#ycTaHaBiaMBaeM 3anpeT BCETO IJS NPOXOIAMNETO MNOTOKa
ipchains -P forward DENY

#ymansem Bce mnpaBuiia OIS NPOXOAAWEIO MOTOKa
ipchains -F forward

#ymangeM Bce mpasusia BOOOme (B TOM UMCIJEe M [OJIb30BAaTEJbCKUE)
#ipchains -F

#ymanseM BCe [OJIb30OBATEJNILCKME [OTOKM — BaM DTO MOXET [IOHANOOUTHCSH
#ipchains -X

#cosmaeM MOJIL30BATEJILCKUM BXONAWMY [NOTOK IJiS CTAaTUUECKOT'O MHTepdelica
ipchains -N S$staticif"-i"

#B ©TOM NOTOKe ymajigseM BCe MpaBuila (Ha BCSAKMM CJlydali)
ipchains -F $staticif"-i"

#6sokupyeM Bce Bxonsmme SYN-IAaKeTH Ha BCeX [OPTax Ha CTAaTMYECKOM MHTepdeiice
#3T0 MOXeT nokasaTbCsa IPyOBM, HO STO NPABUIIBHO

#ipchains -A $staticif"-i" -j DENY -p tcp -y -i $staticif -s 0/0 \

#-d S$staticip : -1

#3anpemaemM BCe NakeTh, MAyWME M3 CTATHUUIECKOTO MHTepbderca, "OT JIOKAJbHEIX MammH"
#3anmceiBaeM 5TO B XypHAaI
ipchains -A $staticif"-i" -3j DENY -i $staticif -s $localip/16 -d 0/0 -1

#paspemwaeM BCe NakKeTH, MOyIMe, OTKyIa yTOLHO, HAa CTATUYECKMUIA MHTepderc
ipchains -A $staticif"-i" -3 ACCEPT -i $staticif -s 0/0 -d $staticip/32

#3amnpemaeM BCe OCTAaJIbHBIE BXOAAWME [AKETH — S3aNMCHBAEM 3TO B XypHAJ
ipchains -A $staticif"-i" -3j DENY -s 0/0 -d 0/0 -1

#cosmaeM NOJIB30BATEJNbCKMIM BXOINAWMM [IOTOK OJIS MHTepdelca JIOKaJbHOM CeTu
ipchains -N $localif"-i"

#B ©TOM NOTOKe ymajigseM BCe MpaBuila (Ha BCAKMI Ciydalt)
ipchains -F $localif"-i"

(spoofing)

#paspemeso MNOCHEJIATHL [aKeTH, KyIa yT'OIHO, C JIOKAJIbHOTO MHTepdelca C JIOKAJIbHEIX MalMH

ipchains -A $localif"-i" -3j ACCEPT -i $localif -s $localip/24 -d 0/0

#3amnpemaeM BCE OCTAJIbHEE BXONSUME [IAKETH — BalMCHBAaEM 3TO B XyPHAJ
ipchains -A $localif"-i" -j DENY -s 0/0 -d 0/0 -1

#cosmaeM NOJIb30BATENLCKMI BXOIAWMM [OTOK IJisg mMHTepderica oOpaTHONM HeTau
ipchains -N $loopback"-i"

#B B5TOM mOTOKe ymaJsiseM BCe IpaBuia (Ha BCSKMM CJlydait)
ipchains -F $loopback"-i"

#paspemeHo Bce, uaymee Ha MHTepderc oOpaTHOM NeTin
ipchains -A $loopback"-i" -3j ACCEPT -i $loopback -s 0/0 -d 0/0

#3anpemaemM BCe OCTAaJIbHEE BXONAWME [AKETH — 3ANMCHBAEM 3TO B XyPHAJ
ipchains -A $loopback"-i" -3 DENY -s 0/0 -d 0/0 -1
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#coszmaeM MNOJIb30BATENLCKUI NPOXOISALMM [OTOK IJiS CTATUUYECKOTO MHTepdeiica
ipchains -N $staticif"-f"

#B ©TOM HOTOKe ymajigseM BCe MNpaBuila (Ha BCAKMM Ciydalt)
ipchains -F $staticif"-f"

#MacKapamMHI AJig BCETO, 4YTO MIOET M3 JIOKAJIbHOM CeTu, Kyla yTOIHO
ipchains -A $staticif"-f" -j MASQ -i $staticif -s $localip/24 -d 0/0

#3anpemaeM BCe OCTAaJIbHBIE NPOXONAUME MAKETH — BaNMCEBAEM 3TO B XypPHAJ
ipchains -A $staticif"-f" -j DENY -s 0/0 -d 0/0 -1

#cosmaeM NOJIB30BATEJbCKMIY MNPOXOOSWMMA NOTOK IJIs MHTepderca JIOKaJbHOM CeTu
ipchains -N $localif"-f"

#B B2TOM NIOTOKE ymajsiseM BCe MpaBuia (Ha BCAKMM CJlydait)
ipchains -F $localif"-f"

#3anpemaeM BCe OCTAaJIbHBHIE NPOXONANME MMAKETH — BalMCEBAEM 3TO B KypPHAJ
ipchains -A $localif"-f" -j DENY -s 0/0 -d 0/0 -1

#cosmaeM MOJIL30BATEJILCKUM NPOXOLAWMIM [IOTOK IJisg MHTepderica oBpaTHOM IeTyiu
ipchains -N $loopback"-f"

#B ©TOM NOTOKe ymajideM BCe MpaBujla (Ha BCAKUM CIydali)
ipchains -F $loopback"-f"

#3anpemaeM BCe OCTAaJIbHBIE NPOXONAUME MNAKETH — SBalMCEBAEM 3TO B XypPHAJ
ipchains -A $loopback"-f" -j DENY -s 0/0 -d 0/0 -1

#cosmaeM MOJIb30BATENbLCKUI MCXOOAmMIM MOTOK MJIS CTAaTUYECKOTO MHTepbdeltica
ipchains -N $staticif"-o"

#B ©TOM NOTOKe ymajiseM BCe MNpaBuila (Ha BCSAKMM CIydalt)
ipchains -F $staticif"-o"

#3amnpemerds UCXOOdlMe Uepes CTAaTUUECKMI MHTepbelc nakeTh OJid JIOKAJbHOM ceTu (omrbKa MapupyTU3aLun)
ipchains -A $staticif"-o" -3j DENY -i S$staticif -s 0/0 -d $localip/24 -1

#3anpemeHsl UCXOOAIME UYepes CTATUUYEeCKUM MHTepdelic NakeTH M3 JIOKaJbHOM ceTy (oumbKa MacKapanyuHIa)
ipchains -A $staticif"-o" -3j DENY -i S$staticif -s $localip/24 -d 0/0 -1

#paspemeHo BCe OCTaJibHOE OT CTATMUECKOTO MHTepdelca
ipchains -A $staticif"-o" -j ACCEPT -i S$staticif -s $staticip/32 -d 0/0

#3anpemaemM BCe OCTAaJIbHEE MUCXONAWME MAKETH - BalMCHBAEM 3TO B XKypHAJ
ipchains -A $staticif"-o" -3j DENY -s 0/0 -d 0/0 -1

#cosmaeM NOJIB30BATENLCKMI MCXOOAWMI [IOTOK OJis MHTepderca JIOKaJbHOM CeTu
ipchains -N $localif"-o"

#B B2TOM NIOTOKEe ymaJsiseM BCe IpaBuia (Ha BCSKMM CJlydaii)
ipchains -F $localif"-o"

#paspemess NakeTs, OTKyIa yTOIHO, Ha JIOKAJbHOM MHTepdelca g JIOKAJbHBIX MalluH
ipchains -A $localif"-o" -j ACCEPT -i $localif -s 0/0 -d $localip/24

#3anpemaeM BCe OCTAaJIbHBHIE MCXOIAWME [aKeTH — BaluCHBAEM 3TO B XKypPHAaJ
ipchains -A $localif"-o" -j DENY -s 0/0 -d 0/0 -1

#cosmaeM MOJIL30BATEJILCKUM MCXOIAWMI MOTOK IJjisg mMHTepdelica oOpaTHOM MNeTau
ipchains -N $loopback"-o"

#B ©TOM NOTOKe yHajideM BCe MpaBuila (Ha BCAKUM CIydali)
ipchains -F $loopback"-o"

#paspemeHo Bce, wunymee u3 mHTepderica oOpPaTHOM NEeTJIn
ipchains -A $loopback"-o" -3j ACCEPT -i $loopback -s 0/0 -d 0/0

#zanpemaeM BCe OCTajlbHBE MCXOAAWME [AKETH — BaNMCHBAEM 3TO B XypPHAJ
ipchains -A $loopback"-o" -j DENY -s 0/0 -d 0/0 -1
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#BXOOAmMI NIOTOK Ha MHTepdelice JIOKAJbLHOM ceTu
ipchains -A input -i $localif -j $localif"-i"

#BXOOAmMI IOTOK Ha CTATUUECKOM MHTepderice
ipchains -A input -i $staticif -3j $staticif"-i"

#BXOOAWMI IOTOK Ha uHTepderice oOpPaTHON MNEeTau
ipchains -A input -i $loopback -j $loopback"-i"

#ucxomaumii NOTOK Ha MHTepderice JIOKAJbHOM CceTu
ipchains -A output -i $localif -j $localif"-o"

#ucxonauyii NOTOK Ha CTaTUUECKOM MHTepbdernce
ipchains -A output -i $staticif -3j $staticif"-o"

#ucxomammy NOTOK Ha MHTepderice oOpPaTHOM [IeTyu
ipchains -A output -i $loopback -j $loopback"-o"

#opoxomammii MOTOK Ha MHTepbelce JIOKAJIbLHOM CEeTH
ipchains -A forward -i $localif -3j $localif"-f"

#opoxomaummii MOTOK Ha CTaTUUYECKOM MHTepberice
ipchains -A forward -i $staticif -j $staticif"-f"

#poxomAmmMii NIOTOK Ha MHTepdelice oOpaTHOM MNeTyn
ipchains -A forward -i $loopback -j $loopback"-f"

oo
#llpoBepka CBepx-IllapaHoMka —--- HECMOTPsS Ha OTKAa3 BCEM [akKeTaM II0 yMOJIYaHMUIo,
#0s0KkMpyeM BCe IakeThl Ha BCex uHTepdercax

# _____________________________________________________________________
#3anpemaeM BCce OCTajibHEIE BXOAWME [aKeTH — BalMCHBaAEM 3TO B XypHaJ

ipchains -A input -j DENY -s 0/0 -d 0/0 -1

#3anpemaemM BCe OCTAaJIbHEE MCXONAWLME MAKETH - 3alMCHBAEM 3TO B XKypHAa
ipchains -A output -j DENY -s 0/0 -d 0/0 -1

#3anpemaeM BCe OCTajlbHbE NPOXOAAUME [IAKETH — BaNMCHBAEM 3TO B XypHAaJ
ipchains -A forward -j DENY -s 0/0 -d 0/0 -1

exit 0

8. CoOupaem Bce BMecTe

Hwxe npusenen npumMep ckpunra rc.local, 3amyckaromero Bce oCTajibHOE MPH 3arpy3ke cucteMbl. OH BKIIOYAET B
SIIpe 3aIIUTy OT spoofing-a, 3amaet npaBuia Mackapaauura Ha firewall, u Bkitogaer untepdeiic(pl) cipe.

#!/bin/bash

#4/4/99

#llpumep ckpunra rc.local

#BOMpPOCH M MNpenJiokeHMs MNochJanTe no azpecy acj@home.com.

echo
#BryoUuaeM B gmpe 3aumTy oT spoofing-a
#3T0 conpaBemNIMBO TOJIBKO OJid Anep Bepcuit 2.1/2.2
#if [ -e /proc/sys/net/ipv4/conf/all/rp filter ]; then
# echo -n "BkimoyaeMm 3ammTy OT IP-spoofing..."
for £ in /proc/sys/net/ipvé4/conf/*/rp filter; do

#
# echo 1 > $f
# done
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# echo "done."

#else

# echo BHUMAHME! HE YIAJIOCH BKJIOUMTL 3AIUTY OT SPOOFING-a.

# echo "KnasBymm CONTROL-D npepByT pab®oTy 3TOM OOOJIOUKM, M HNPOLECC 3arpPy3KU CHUCTEMEH
nponosyxuTcs. "

# echo

# # BamyckaeM OIOHOIOJIL30BATEJbLCKYID OOOJIOUKY Ha KOHCOJM

# /sbin/sulogin $CONSOLE

#fi

echo

#HacrpamBaem firewall

if [ -x /etc/rc.d/rc.firewall ]; then
echo Hacrporka npaBuil OuibTpoBaHMsa naketor firewall.
echo

/etc/rc.d/rc.firewall
fi

#Bkiouenre uHTepbderca (oB) cipe
if [ -x /etc/rc.d/rc.cipe 1; then

echo Banyck mHTepdericoB VPN.
/etc/rc.d/rc.cipe

exit 0

9. Coequnsiemcss ¢ CETBIO (WAN)

K sTromy MoMmeHTy Baiir naTepdeiic cipe momkeH padorars. [lonpoOyiite 1aTh KOMaHIy ping, yKa3as ed aapec
MAIIUHBI B Ipyroi cetr. Ecim 310 He yaanock, To npoBepsTe Ha firewall-mammne cienyromniee:

e BximoueHa Ju nepeaspecarys makeToB B siape?

e Brigaer i xomanaa ifconfig mpumepHo creayromee:

. cipcb0 Link encap:IPIP Tunnel HWaddr

. inet addr:192.168.1.1 P-t-P:192.168.2.1 Mask:255.255.255.255
hd UP POINTOPOINT NOTRAILERS RUNNING NOARP MTU:1442 Metric:1

° RX packets:28163 errors:6 dropped:0 overruns:0 frame:6

° TX packets:29325 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:100

d Ectb 111 B Ta6J'II/IHe MapupyTusaium CTpOKa, OTHOCAIIAACA K yZ[aJleHHOﬁ Cipe-MaIHI/IHeI

192.168.2.1 * 255.255.255.255 UH 0 0 0 cipcbO

e Ectb 51 B TabnMIIe MapIIpyTH3AIMN CTPOKA, OTHOCSIIASICS K yJaJICHHOH cipe-ceTH:

192.168.2.0 * 255.255.255.0 U 0 0 0 cipcbO

e IIpoBepbTe XypHaJIbI - HET JIM B HUX COOOLICHU 00 omrbKkax?

Ecnu mammae! 3a pasubiMu firewall He BUnsT Apyr Apyra, To IpOBEpbTe MPAaBHILHOCTH HACTPOMKH 000MX LITIO30B.

[Tocne Toro, kKak, MeIy MalllMHAMH{ B Pa3HBIX MOJCETSX, y Bac Ha4HET paboTats ping, ftp, telnet, u T.11., TO
CJIETyIOIIMM BaIlIUM II1aroM OyAeT HacTpoiika MexceTeBoi pabotsl SAMBA. IToackaska: Bam motpedyroTest Imhosts
W wins-cepsep, a Taxxke "trusted domains" aist NT. YV mens Bce paboTtaer, HO 3TO HAXOUTCS 3a TpeJieNlaMy
00CY>XIeHHs JaHHOTO JIOKYMEHTa (Kak MUHUMYM, Ha TEKyIMH MOMEHT).
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Ecnu BBI MCIONIB30BaM IPUMEp HACTPOWKK Mackapaaupytolero firewall, To Baly MalmuHbl 1OJKHBI UMETh
BO3MOXKHOCTb TOJIKIFOUUTHCS K internet. Eciiu HeT - npoBepbTe CUCTEMHBIE KypHaIbL. Bbl MokeTe Takxke
MONpoOOBaTh UCIOIB30BaTh tcpdump - MOCMOTPHUTE, YTO IIPOUCXOAUT C TTAKETAMH.

10. CcbLIKn

10.1. Be0-caliThI
JlomariHss crpanuna Cipe

ﬂOMaH.IHHFI CTpaHuila Masg

Jlomanmaas cTpannna Samba

Linux HQ ---xoporwii caiit ¢ nHpopmanmeit mo linux

10.2. JlokymeHTaLMS1

cipe.info: info-¢aiin, Bxoasamuii B IUCTpHOYTHB

"HOWTO: Firewall", aBrop Mark Grennan, markg@netplus.net

"Muan-HOWTO: [P-mackapagunr”, aBTop Ambrose Au, ambrose@writeme.com

"HOWTO: IPChains", aBrop Paul Russell, Paul.Russell@rustcorp.com.au
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