»

HacTosaliag 6e3ortacHocTh Kak BOCIIOAB30OBATHCH
YMHBIMMY VTUAUTAOMM Linux ¥ 3AIIUTUTE BALIY
MOIIIMHY.

» Aide 0.12
Tripwire 2401

YACTD 5: 1-p Kpuc bpayH 3akaH4MBaeT CEpPUI0 YPOKOM 0OHAPY>XeHNS BTOPXKEHMIA ¢ NOMOLLbIO Aide
Tripwire — ona agMUHUCTPATOPOB 3TO BPOAE AAKTUIIOCKONNMW W, NPOCTUTE 32 MUNUTAPU3M,
CUrHANbHOW MUHBI.

Har
DKCIIEPT

[-p Kpuc bpayu
HEe3aBNUCUMBbIIA
VHCTPYKTOP no Linux,
MMEET CTeNeHb
D0KTOpa HayK

no dusuke
371EMEeHTapHbIX
yacTuu,
CepTUULNPOBAHHBIR
cneyuanuct Novell

1 Red Hat. HepasHo
Hanucan Knury

0 SUSE ans
U3faTenscTBa
O’Reilly.

) Puc. 1 Bl Mmoxete
yka3sartb Aide Te
CsoiicTBa thaiinos,
M3MEHEHUSA KOTOPbIX
Bbl CYUTAETE
nofo3pUTENbHbLIMM.

CeoucTtBa damnnaa B Aide

CBOICTBO 3HaueHue

p lpaBa gocTyna

i Homep inode

n KonunyecTtBo cebinok

u Monb3osatens (Bnenenetl)

g pynna

S Pasvep

b Konuyectso 611okoB

m Bpems nocneaHero nsmeHeHus

a Bpems nocneaHero goctyna

c Bpems nocneaHero n3meHeHus craryca
S lpoBepka Ha yBenn4eHue pasmepa
md5 KoHTponbHas cymma md5

shat KoHTponbHas cymma shal

R p+i+N+U+g+s+m+c+md5

L p+i+n+Uu+g

E [ycTas rpynna

aK Y3HaTb, YTO BaC «XakHynu»? 370 MOXET ObITb HEO4EBUAHO.
F HenpoLueHble rocTu He BCEraa NOpTAT CaiTbl UKW BBOAAT «3[€Chb

6bin Bacsi» B /ete/motd. OHu MoryT BTUXYHO MCMONb30BaThb Ball
KOMMbIOTEP KaK, HanpumMep, PETPaHCAATOP NOYThI A PAcChbIIKK cnama.

Ha 4eTbipex npefpIAyLLMX YPOKax Mbl PACCMOTPENN akTWUBHbIE CMOCO-
6bl NOBbILEHNA 6€30MacHOCTU Linux-cuctem — ApyruMu crnosami, npeg-
0TBpaLLeHns B3noma. Ha 3TOM, (DUHANLHOM, YpOke 3aiimemcs napon
MHCTPYMEHTOB, Tripwire n Aide, CO3AaHHbIX ANS OTCNEXMBAHWUS HECAHK-
LIMOHNPOBAHHBIX M3MEHEHWIA (DAIiNOBOI CUCTEMbI. ITU WMHCTPYMEHTbI MO
CBOEI NpUpoJe CKOpee PeakTUBHbI — OHU He MPEeAOTBpALLAIOT aTaky. 3aTo
OHW CMOTYT COO06LLYNTH BaM, YTO Balla 6€30MacHOCTb MOA YrPO30M — K, YK
noBepbTe MHe, Ny4LUIe 3HaTb 06 3TOM, YeM He 3HaTb. S Hay4y Bac HacTpau-
BaTb WX TaK, YTOObI PerynspHble NPOBEPKW He OTBMIEKANMN Balle BHUMaHWe
Ha HOpManbHble COObITUS.

OcHoBa pabotbl Tripwire w Aide ofHa: [eNnaetci «CHUMOK» COCTOSi-
HUA (painoBoi CUCTEMbI (MO KpaiHen Mepe, 3HaYUMbIX ee 4acTer) B TOT
MOMEHT, KOTAa eCTb YBEPEHHOCTb B €€ HETPOHYTOM COCTOSHUMW. 3aTem C
PErynapHbIMU MHTEPBANaMu (XKeNaTeNbHO eXeAHEBHO, Yepe3 pacnucaHue
Cron) nporpamma 3anyckaeTcsi CHOBA, W COCTOsHWE (hainoBoii CUCTEMBI
CPaBHNUBAETCA C UCXOAHLIM CHUMKOM. COCTaBNAETCA OTYET C ONUCAHWUEM
13MeHeHNA. OTYET MOXHO COXPaHWTb Ha AWUCK, a MOXHO 0TOCnatb no
noYTe CUCTEMHOMY afIMUHUCTPATOPY. Y4TUTE, 3TW OTYETbI JE/ACTBUTENLHO
npuaeTcs NpOCMaTpuBaTh, €CNN Bbl XOTUTE, YTOObI OT MHCTPYMEHTOB 06Ha-
PY)XeHUs BTOPXKEHUIA 6bl1 NPOK. BAymuynBOE MCMNONb30BaAHNE grep MOXET
YCTPaHUTb HEKOTOPbIE W3MNLIECTBA, HO B KOHEYHOM UTOre OTYET AOSKEH
4NTaTb KOHKPETHbIV YeNoBek.

CHayana Aide

Haynem c Aide. A66pesmatypa o3HayaeT Automatic Intrusion Detection
Environment (cpepa aBTomMatu4eckoro 06HapyXXeHWs BTOPXEHWN), Hanu-
canu nporpammy Pamun Jlextn [Rami Lehti] n Ma6no BuponaiiteH [Pablo
Virolainen]. Jlext y4uncs B TEXHOMOrM4eCKOM YHWBepcuTeTe Tamnepe
(PnHNAHAKMS), N KONWKO Y4ebHNUKA NO Aide JO CUX NOP MOXHO HANTW Ha
YHUBEPCUTETCKOM caiiTe no agpecy:_www.cs.tutfi/~rammer/Ai

html. Mo3aHee npoekT 6611 NoaxsayeH Puyapaom BaH feH beprom [Richard
van den Berg] u Maitkom Mapknu [Mike Markley] un nputotuncsa Ha hitp://
sourceforge.net/projects/Aide. Mpu XenaHuu 0TTyAa MOXHO 3arpy3uTb
MCXOLHbIN Kof. OAHAKO AN NOATOTOBKM 3TOM0 YpOKa i He CTan BO3UTbCA
C UCXOJHLIMM TeKCTamu, a B3N roTOBbIA nakeT u3 coctaBa SUSE Linux
Enterprise Desktop 10 (M0oXeTe BOCMOMb30BaTbCS NHO60N APYroil CBexei
Bepcueint SUSE).

Hu opHa yBaxatolwas cebs nporpamma He o6xoautcs 6e3 (haina
HacTpoek. Aide — He NCKNKOYEeHNE, HO CTaHAAPTHas KOHAUrypaums coBcem
Henmoxa, Tak 4To nepeiifem cpasy K geny (a ¢ ainom pasbepemcs nos-
xe). [Ins Ha4ana Heo6X0AMMO CO3LaTb UCXOAHLIA CHUMOK. KomaHga npo-
cTa: aide --init. [lenatb 3T0 HYXHO TOrAa, KOrSa Bbl YBEPEHbI B LIEIOCTHOCTM
CUCTEMbI: HAMPUMEP, CPa3y XKe NOCMe NHCTANNALMM C HAZLEXHOr0 HOCUTENs
11 Ha4asbHO HACTPOIKM, HO Nepes MOAKII0YEHEM MaLIVHbI K CETU (Unu,
4TO CryyaeTcs Yaile, nepes NPOLOMKNTENbHbIM BbIXOAOM B /IHTEpHET ans

Mecsay Hasapg Mbl mocTpounu mMexceteBoin 3kpaH Linux ¢ ucnonb3osaHuem iptables.
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Be30rIaCHOCTE CTPOroOro pexXmmMda V<isenmum

ViieM AO3YyTYMKOB

3aKa4yKn OGHOBNEHUIA, MPELNOXEHHbIX ANCTPUOYTMBOM). Aide nccnepyet
(haiinoByl0 CMCTEMY MOMAHOCTbIO, MO3TOMY MPOLECC 3aHNMAET HECKONbKO
MUHYT.

Pesynbtar pa6oTbl nporpammbl MOXHO 6yaeT HainTw B /var/lib/Aide/
Aide.db.new. 310 00bI4HbI/ TEKCTOBBIA (hailn, a He JBOMYHARA KONUS BCEW
(haiinoBoil cucTembl (2 TaKXKe He CHUMOK NTOTU4ECKOro ToMa, MpUrofHbIi
ONs 0TKaTa K MpeXHemy COCTOSHWI0). 3[ecb COAEPXUTCS MO CTPOKe Ha
KXAbl (haiisi, B KOTOPOIA 3anncaHbl CBeAeHUs 06 UMeHMn haiina, npasax
[0CTYNa, NPUHALNEXHOCTU K NOMb30BATENIO W rpynne, pasmepe, BPEMEHU
nocnesHero M3MeHeHNs, BpeMeHU NOCNeaHero U3MeHeHUs cTaTyca, Home-
pe inode, 4ucne cBA3EN, a TaKKe OAWH WAW 6GOMbLUe JARIKECTOB (KpuM-
Torpadou4eckux xaLlen) ero cogepxaqus. JanmKecTbl AT BO3MOXHOCTb
Aide oTcnexusarb U3MEHEHUs B COAEPXUMOM haina.

Tenepb CHUMOK HY)XXHO nepenmeHoBaTb B aide.db, NOCKObKY VUMEHHO
3T0T (hain Aide 6ymeT pasbiCKMBATb BNOCAEACTBUM:

# cd /var/lib/aide
# mv aide.db.new aide.db

[MpeacTasbre, YTO yAaneHHbI B3MOMLMK NMOMECTU NPOrpamMmmy Mnoj
Ha3BaHueM cal B aupekToputo /bin. A B Linux ecTb cTaHaapTHas U coep-
LIEHHO 6e3BPeAHAsA NPOrpamMma c TakM UMEHEM, Tak Y4TO Mbl U HE 3aMeTUM
KYKYLLOHKa, ecnu He 6yfem CBEPXOANUTENbHbI 1 HE 3aMOMHUM, YTO HAcTo-
Awas cal xwueet B /usr/bin. Cmogenupyem noAo3puTeNbHbIA NPOLECC cre-
JytoLwmm 06pasom:

# cp /bin/cp /bin/cal

Tenepb 3anyctum Aide B NpOBEPO4HOM PEXUME (B peanbHOCTH, NOBTO-

pumcs, 3To cnefyeT fenatb yepes Cron):

# aide --check -V2

Aide found differences between database and filesystem!!

Start timestamp: 2006-10-03 05:56:39

Summary:
Total number of files:
Added files: 2
Removed files: 1
Changed files: 3

149004

Added files:

added:/var/lib/aide/aide.db
added:/bin/cal

Removed files:

removed:/var/lib/aide/aide.db.new

Changed files:

changed:/etc/cups/certs
changed:/etc/cups/certs/0
changed:/bin

HeTpyaHo BUAeTb, 4TO Aide NpunexHo otMeTuna gobasneHue cpaiina
/bin/cal. 3ameyeHo Takxe nepevmmeHoBaHve aide.db.new B aide.db. Ectb
1 TpeTbe CO06LLeHNe, 06 n3MeHeHnn aiina /ete/cups/certs/0. Yto 310?
YeCTHO roBOpS, CaM He 3Hat0. ATO nAeT OT cucTembl nevat CUPS, a 06HOB-
NAETCSH KOKAbIE NATb MUHYT NpK NH0GOIA NOrode, HO i He 3Hato, 3a4em. Mbl
Y3HaNn BaXKHYH0 BeLLb: Aide npucyLLy cUrHanbl NOXHOI TpeBorn (06 name-

HeHUAX, pacLeHUBaembIX KakK NOA03PUTENbHbIE,
HO TaKOBbIMI He ABNALLNMUCH).

Session Edit View Bookmarks Settings Help

= Simple alde.conl Mile

8 Conf iguration parancters
Matabasesfile:varslibsaidesalde.db

YT04HMM nouck
B npouecce noscegHeBHON paboThl (haitnosas
CUCTEMA MEHSIETCS — KaK MaHoBO, TakK U HEOXU-

berbose =1
freport_urlstdont
r_dead_synl inks s

Cuzston rulcs

batabaze_out=fi Lo L amrs | i idesa ide . db mos

~ Rinlib * prlinsusgensbinscindSeshal
AAHHO. Hanpumep, B AOMAWHER AUPEKTOPUN fEmiites - priswyscbomcontsosind
MOXHO 0XWAATb MHOGbIX N3MEHEHMWIT; HO CUCTEM-  fSeisies e e
Statichir = pelemsusg

Hble YTUNNTBI BPOAE PS 1 IS HE LOMKHbI MEHATLCS o o
HUKOFAA [Pa3Be YTO MPU KPYMHOM OGHOBMEHWN [ rim ™ =
CUCTEMbI, — npuM. pef.]. BoT n npuwna nopa Iiemiah

3aHATbCA (hanom Hactpoiku Aide (/etc/Aide. |-

conf). Ero OCHOBHas 3ajada — ykasaTb AWPEKTO- [rris

pun 1 aiinbl, 3a KOTOPbIMU HYXXHO CNeauTb, a

TaKKe CBOINCTBA (DANNOB, HYXKAAIOWIMNECH B KOH- [l coicer muer ant ot
Tpone. Kak nokasaHo Ha Puc. 1, Kaxgomy napa- [fwt
METPY COOTBETCTBYET 0COG6bIN CUMBON. 00PaTUTE  [brtites™

Lrsbin

= Libraries
L

fruar-logh

Lruars log

BHUMaHWe Ha napameTpbl R n L: oHu onpesens- |, e

- - Lrdouspts

10TCA KOMOMHALMEN 6a30BbIX CBOWCTB. MOXHO [rie
337aTb U COGCTBEHHbIE KOMOUHALMNA B AIAE.CONT, [ aeres gtomsttanemms files

tovarsrun

Luarslih

CcneayoLwmM 06pa3om:
Binlib = p+i+n+u+g+s+b+m+c+md5+shai
Logs = p+i+n+u+g+S

gl
feproc

« | & shell

eredSiahal

Hinlib

@ watch confiy files, but caclude, what chamges at boot time, ...

CeanfFiles

Binlib
Binlib

Binlib

Binlib
Binlib

Statichir
%

Pevices

Statichir

Databazes

Statichir

n Test anly the directory when deallig with Aproc

Ha6op napametpoB Binlib (unu HasbiBaiTe
KaK xoTute) 06befuHsieT B Cebe BCe CBOWCTBA
(haina, BKNtoYas ero ganmpkect mds u shal, a Takxe ganmkectol. BarnaHys
Ha Puc. 1, Mbl 3aMeTum, 4TO YMyLLEHO NNLWb OJHO CBOWCTBO, «a», BPEMS
nocnegHero foctyna. Takon Habop NapameTpoB NOAXOAUT ANS CUCTEMHbIX
YTUAUT 1 BUONNOTEK, KOTOPbIE HE AOMKHbI U3MEHATLCS Hukorpa. Habop
napameTpoB Logs MeHee CTpOr, OH NofonaeT Ans grannos, KOTOPbIM N03-
BOJIEHO pacTu B pasmepax, Hanpumep, (aiinos XypHanos.

Mexzy npoynm, HasdHayeHue CBOWNCTBA «a» (BPEMEHW MOCNeSHEero
[0CTYNa) Ans MeHs 3arafka: 8 COMHEBAKCb, YTO OHO KOTAa-nnbo Bam npu-
rogutcs. MHe KaxeTcs, ecnv K aiiny Henb3s Aaxe NPUTPOHYTbCSA, TO Npo-
LLie 3aWnhpoBaThb ero uan ynpsratb B 6630NacHOe MeCTo.

[maBHasn 4acTb (paitna KoHurypauun — npasuna, onpefenstoLine,
Kakue 4acTi (paiinoBoii CUCTEMbI M MO KaKUM KPUTEPUSM [OMKHA Npo-
BepsATb Aide. TpaBuna B OCHOBHOM COBEPLUEHHO HECNOXHble. Hanpumep,
npasuno /lib Binlib o3Hayaer, 410 Aide 6yneT npoBepsATb BCHO (DANNIOBYIO
cuctemy BHyTpu /lib ¢ nomolblo Habopa napameTpoB Binlib, 3agaHHoro
paHee, 1 [ONOXWT 000 BCEX MPUKIIOYMBLLNXCA Tam M3MeHeHusX. Jlesas
yacTb npasuna (/lib B Hawem cny4ae) TPAKTYeTCs Kak perynspHoe Bbipa-
)KEHUe, KOTOPOMY I0/DKHO YOBNETBOPSATL UMs (haiina (coBnafeHue HesBs-
HO NPWBA3AHO K Hayany umeHu). Takum o6pasom, nesas 4actb /lib byner
coorsetcTBoBatb 1 /lib/libc.s0.6, n /lib/security/pam_unix, Ho He 6yner
cootseTcTBoBaTh /var/lib/locatedb. MoxHo orpanuyuTb Momck, npunucas »

ITOAB3A OT CAEXKKU

IIOMOIIb

) Puc. 2 Ceppue
BaLueil cnepswein
CHUCTEMbI: NPOCTOMN,
HO WHCDOPMATHBHbINA
thaiin aide.conf.

Moaxof UCTUHHOTO
napaHouka — 3anyc-
KaTb Aide ¢ Hagex-
Horo CD, a chain
.conf 1 623y AaHHbIX
MOMEHTabHbIX
CHUMKOB XPaHUTb
Ha HocuTensx B
pexume «TobKO
LNS YTEeHNS >,

Tounck HexenarenbHbIX N3MEHEHNI B (DaNNI0BOI CUCTEME MOXET MOMOYb HE TOJIbKO 06HAPYXMTb BTOP-
XXeHus. Hanpumep, ¢ ero nomMoLLbio B KOPNOPATUBHOW CET MOXHO NOAMATb 3a PyKy Nonb30BaTeneil,
yCTaHaBnMBatoLLmMX HepaspelleHHoe MO nan 06HOBAAOLLMX CBOW KOMMbOTEP. (32 HeJonryo paboty B
HEKOeM noo6un KOpnopaTnBHONM CETN s MOCTOSHHO BOeBan ¢ IT-NepcoHanom no 3Tol NpuymHe.)
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VeisOztue Be30oIIacHOCTh CTPOroro pexmumMda

OCHOBHBIE KOMIIOHEHTHI Tripwire

KomnoHeHt

Onucanue

/shin/tripwire

OcHoBHas nporpamma Tripwire; CO3AAeT UCXOAHYH 623y
JaHHbIX, BNOCNEACTBUY CNEANT 32 €€ USMEHEHNSMMU.

/shin/twadmin

ALMUHUCTPATUBHbIA NHCTPYMEHT Tripwire.

/shin/twprint /AHCTPYMEHT NPOCMOTPA 3aLLMLLEHHbIX LUPOBLIMIA NOANUCAMN
thaiinos Tripwire.

/etc/tripwire/twefg.txt TekcToBas Bepcus KOHUrypaumoHHoro danna Tripwire,
B KOTOPOW YKa3bIBAETCA MECTOHAXOXEHINE NPOYUX
onepaunoHHbIX (Hainos.

/etc/tripwire/tw.cfg 3awmdposaHHas Bepcus twefg.txt

/etc/tripwire/twpol.xt

®aiin nonutuk Tripwire, B KOTOPOM YKa3blBAOTCA (Paisibl 1
JVPEKTOPUY ANt MOHUTOPUMHTA, @ TakXXe KpUTEPUN MPOBEPKM.
OcHoBHasi paboTta no HacTpoike Tripwire COCPefoTOYeHa 3[1eCh.

/etc/tripwire/tw.pol

3awmdposaHHas sepcus twpol.txt

/var/lib/tripwire/hostname.twd

baza faHHbIX, cofepXallas CHUMOK (DainioBON CUCTEMbI
(3mechb, hostname Hy)XXHO 3aMEHUTb pPeanbHbIM).

/NVar/lib/tripwire/report

Tripwire COXpaHseT pesynbTaTbl NPOBEPOK B 3TON AMPEKTOPUM,
B (hannax ¢ umeHamu Buaa hostname - YYYYMMDD-HHMMSS.
twr.

> (Puc. 3) Y Tripwire macca ucnonHseMbiX U HacTPoOeYHbIX (haiinos, 6a3
AaHHbIX M OTHYETOB. 3TO - OCHOBHbIE..

) K KOHLly MMEHM 3HaK $: Hanpumep, neeast 4acTb BbipaxeHus /tmp$ oynet

COOTBETCTBOBATH /tMP 1 HUYEMY MHOMY.

BbiBeCTM Ha3BaHWA W3-N04 MPOBEPKM MOXHO, A06aBuB npedmkc !.
Hanpumep, npasuno !/.*/BACKUP ucknio4ut Bce ampektopun BACKUP,
HEe3aBNUCMMO OT pacnonoxeHus B haiinoson cucteme. 0co60 0TMEYY, 4TO .*
B 3TOM NPUMeEpe — PerynspHoe BbIpXXeHWe, a He Macka UMeHn gainna.

Muwute cobcTBEHHbIE NPaBUNa

Ha Puc. 2 npuseaeH npumep Aide.conf. B Hem cofepxarcs koe-Kakue rno-
6arnbHble HACTPOKW, YCOBEPLUEHCTBOBAHHbIE MpaBuia (Habopbl napamer-
POB) W HECKONbKO Npaswsl, ONpesensiomx Te CBONCTBA (DAANOB, KOTOPbLIE
HaM X0TenoCh 6bl BULETb HEU3MEHHbIMU B KQXJ0W AUPEKTOPUY.

Mpumep koHdurypaumonHoro caiina Aide n3 SUSE Linux copgep-
XWT «pa3yMHble» MpaBuna, W, KOHEYHO, Nyylle NpUMeHsTb Aide CO CTaH-
[APTHbIM HAbopOM MpaBun, 4em He NPUMEHATb BOOOLLE. HO elle nyyle
NOPa3MbICANTL HAL 0COBEHHOCTAMMW CBOE MallMHbI U BbipaboTaTb COOC-
TBEHHYIO MOANTUKY 6€30MacHOCTM M COOCTBEHHblE HABOPbI MapameTpoB.
MpounTupyto pazpaboTynKoB: «Hennoxas naes — UrHOPUPOBATL NOCTOSHHO
MEHSIOLNECS AMPEKTOPUM, €CAIM Bbl HE XOTUTE MOMy4aTb CAULIKOM Fpo-
MO3AKNE OTYeTbl. Jlyylue MCKMOYUTb BPEMEHHbIE AMPEKTOPUU, MOYTOBbIE
04epeaun, AUpeKTopun ¢ hainnamu XypHanos, (DainoByto cuctemy /proc —
BCE, YTO MEHAETCA PerynspHo. NpoBepaATb Creayet BCe CUCTEMHbIE ABONY-
Hble ¢haitnbl, 6u6nnoTeky, include-chanbl u nCXoaHble ainbl CUCTEMbI».

Byayun He B Mepy MHUTENbHLIM (TO €CTb 3aMyCTUB CAWLIKOM 4YacTble
UMW CAINLLIKOM CTPOTUE MPOBEPKM), Bbl MOAY4YUTE CAULIKOM MHOMO NOX-
HbIX CWUFHAmNOB, a B AJIMHHIOLIEM OTYeTe MOTOHYT yKa3aHus Ha peanbHble
npo6emMbl, UK, XyXKe TOro, 0TYET Pa3ayeTcs HACTONbKO, YTO Bbl BOOOLLE
MONEHNTECH €ro YUTaTb.

Aide MOXeT CTaTb CepALEeBUHON CUCTEMbI 0OHAPYXXEHUS BTOPXKEHUHA,
HO 3TO elle He KOMMNEKCHOe pelueHue. Hennoxo 6yaet Ao6aBuTb CTPOY-
Ky B Baw haiin Cron pns eXeLHeBHOro 3anycka Aide, a MOXeT 6bITb, Bbl
HanuweTe CLeHapuii 060M04KM 1S Pa3yMHOr0 PacnopshkeHus pesynbra-
Tamu (0TNpaBKn KOMy-HUOYAb No noyTe?). [porpamma He nuLLeHa cnabbix
MECT, YA3BUMbIX ANS aTak: Befjb IPYAMPOBAHHDBIA 3N10YMbILLAEHHUK MOXET
npegnonaratb ee CyLlecTBoBaHue. Bo-nepsbix, cam MCMONHAEMbIA aiin
Aide MOXeT 6bITb MOANDUUMPOBAH C LiENbI0 He AONYCTUTb COOOBLLEHUS
06 WHCTANNALMU NOLO3PUTENLHOrO PYTKUTA. IHTEPBEHT MOXET UCKA3UTb
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chain KoHUrypaunum, UCKMIOYMB N3 HEro npasuna Ans «CBOUX» (hannos.
HakoHeL, cmeTnuBbIi Xakep MOXeT BHefpuTb csoe 0, 3anyctuth aide --
init BTOPUYHO, U — KOHLLbI B BOZY.

bepemcs 3a Trip

Tenepb 06patum BHWMaHWe Ha Tripwire [Tripwire — pacTska, — NPUM.
nep.]. Ecnn Aide TBepao NpuaepKMBaeTCA NPUHLMNA OTKPLITOCTW (M pac-
npocTpaxsetcs nog GPL), Tripwire Tenepb npuHagnexut Tripwire Inc., roe
0Ha pasBunack OT NPOCTON NPOrpamMMbl MPOBEPKN LLeNOCTHOCTM (DainoBon
cucTembl Bpofe Aide [0 (W3BUHUTE 3 PeKaMHbIi nacdhoc: 8 LUTUpYy web-
CaiiT) «BCECTOPOHHEr0 PELUeHNs Ans ayauta M3MeHeHWid, 6e30MacHoCTM
1 COOTBETCTBMA N1 Nt06bIX cepsepoB Linux/Unix/Windows, 6a3 AaHHbIX,
CETEeBbIX YCTPOWCTB, HACTONMbHbIX MalIMH 1 cAyx6 katanoros». Oro! Bce
370 NpaBAa — TONbKO BOT KOMMeEpYecKue Bepcun Tripwire Tenepb Aaneku
OT LLEHTpa BHUMaHNS CO06LLECTBA.

Ho cBo6ogHas Bepcus Tripwire noka CyLIEcTBYET, U AOCTYNHA N0 aape-
cy: http://sourceforge.net/projects/Tripwire. [na Lenei [aHHOTO ypoka
A 3arpysun ABOWYHyt0 Bepcuto (cpann Tripwire-2.4.0.1-x86-bin.tar.bz2) un
ycTaHoBUN ee B cBoeii cucteme Fedora Core 5. He o6oLnock 6e3 TpyaHo-
cTeil. [Tpy NONHOM OTCYTCTBUM XOTb KAKOr0-T0 N0A06US MHCTANAALNOHHOIO
CKpUNTa, MHE MPULLAOCL CKONUPOBATh ABOMYHbIE (hainbl, Man-CTpaHuLbl
1 (harinbl KOHUIypaLmumn B HYXKHble MeCTa BPY4HY0. B ceTu MOXHO BCTpe-
TUTb Tripwire B BUAE PasnnyHbix RPM; MHCTANNALUMA 0AHOMO U3 HUX HAMHO-
ro YNpoCTUT Bally 3ajady.

KoHuenums Tripwire BO MHOrOM cxoxa ¢ Aide, HO afMUHUCTPATUBHO
OHa 6onee cnoxHa. Ha Puc. 3 nokasaHbl OCHOBHbIE KOMMOHEHTLI Tripwire.
YCNOXHEHNWe 4acTUYHO MPOMCXOAMT M3-3a TOro, 4TO0 Tripwire wndpyet
CBOM (haiinbl 1 CHaBXaeT LMPOBLIMUA NOANUCAMU, YTO YCTPAHSET HYX-
LIy B 3aLLMLLEHHbIX HOCUTENSX, NPEANnOXeHHbIX MHOW ans Aide. Moatomy
CYLIECTBYIOT, Hanpumep, TeKCToBas U WUPOBAHHAA BEpCUM KOHAMrypa-
LMOHHOrO (hanna, u Takue xe Bepcuu parna nonuTuki (B dhaine nonmu-
TUKN NEPeYncnaioTcs annbl n AUPEKTOpUM ANS MOHMTOPWHIA, a TakXe
napameTpbl NPOBEPKM).

Mocne uHctannauun Tripwire HEOOXOAMMO CO34aTh 06LLAA (Site-wide)
1 NOKaNbHbIA (4N KaXAOro X0cTa) KuuM wudposanus. Ong atoro
nenonb3yiTe twadmin, Hanpumep BOT Tak:

# twadmin -m G -S /etc/Tripwire/site.key
# twadmin -m G -L /etc/Tripwire/hostname-local.key

B kaxgom cny4ae Bam 6yaeT NpeffioXeHO BBECTW W MOATBEPAUTb
naposib, KOTOPbIM ByLET BNOCNEACTBUM OTKPLIBATLCSA JOCTYN. O6LLUMIA KN4
CNONb3yeTcs ANA 3aLnTbl (DAANOB, UCMOMb3YEMbIX Ha HECKObKUX CUCTEe-
max. Cpeay HUX — chaiinbl KOH(Urypauun u gainbl NOAUTKK, Mbl A0 HUX
cKopo aobepemcs. JIoKanbHbIN K4 3alnLaeT graisibl NOKanbHOM Mallum-
Hbl, Hanpumep, 6a3y faHHbIX Tripwire. JTOKanbHbIA K04 MOXHO UCMONb30-
BaTb 11 ANS NOANNCY NPOBEPOYHbIX OTHETOB.

Y Tripwire aBa channa koHdurypauuu. Mepsblid, /etc/Tripwire/twefg.txt,
YKa3blBaeT pacrnonioXeHue OCTaNbHbIX OMepauMoHHbIX (hainos Tripwire.

Bot npumep:
POLFILE = /etc/Tripwire/tw.pol
DBFILE = /var/lib/Tripwire/$(HOSTNAME).twd

REPORTFILE = /var/lib/Tripwire/report/$(HOSTNAME)-
$(DATE).twr
SITEKEYFILE = /etc/Tripwire/site.key
LOCALKEYFILE = /etc/Tripwire/$(HOSTNAME)-local.key
EDITOR = /bin/vim
REPORTLEVEL =3

9T0T (haitn HyXXHO 3alndpoBath W nognucate. Caenaiite 3To cnepy-
IOLLIEN KOMAHLOMN:
# twadmin -m F -S site.key twcfg.txt

B pesynerarte 6yzer cosnat daiin tw.cfg. A Bo BTopom arine KoHdury-
paumu, /ete/Tripwire/twpol.txt, kak pa3 u cogepxxarcs Bce fencTus. 3aech
Bbl YCTaHaBNNBaeTe MpaBuna, ONPedensioline y4acTku Balleld CUCTEMbI,
noanexatyne MOHUTOPUHTY, 1 NapameTpbl NPoBepKN. 3TOT (haiin, B OCHOB-
Hom, nopoben Aide.conf, paccmoTpeHHoMy paHee. B ocHosHOM Tripwire
NOAAEPXKMBAET TOT e Habop aTpubyToB, 4TO W Aide; OHN TaK NOX0XW, 4TO
1 He 6yay 3aHUMaTb MeCTO NMOBTOPEHWEM, @ MPOCTO OTOLUNIO Bac K Pue. 1.



Be30ImacHOCTb CTPOroro peXxmMa Veisomtue

Kak u Aide, Tripwire paeT BO3MOXHOCTb 3afjaBaTb COOCTBEHHbIE HAB0-
pbl napameTpos (Tripwire Ha3bIBAET UX MAacKamu NapameTpoB) B BUAE KOM-
6UHaLMA OTAENbHbIX CBOICTB (hannos. Hanpumep, ctaHaapTHblid twpol.txt
COJEPXNT CNeaytoLLe CTPOKIU:

Growing = +pinugtdl-srbamcCMSH ;
Device = +pugsdr-intlbamcCMSH ;
Dynamic = +pinugtd-srlbamcCMSH ;
IgnoreAll = -pinugtsdrlbamcCMSH ;

IgnoreNone = +pinugtsdrbamcCMSH-I ;
ReadOnly = +pinugtsdbomCM-rlacSH ;
Temporary = +pugt ;

lepBas CcTpoka 3ajaeT Macky napameTpoB NOA Ha3BaHuem Growing, ¢
BKTI04eHMeM cBoicTBa pinugtdl n ucknoveHnem srbamcCMSH.

Takas macka napameTpoB NOAXOAUT A5 MOCTOSHHO pacTyLwux annos
(Hanpumep, >XypHanoB) W NPUMEPHO COOTBETCTBYET HAabOpy napameTpoB
Logs, paccMOTpeHHOMY Hamn B KOH(UrypaLmoHHoM aiine Aide.

Kak n B Aide, thaitn nonutukn Tripwire NO3BONSAET yKasaTb, Kakue
MacKku napameTpoB B KaKWUX y4acTkax (DainoBON CUCTEMbI Bbl XOTENN Obl
NPUMEHUTb — 3TO W €CTb LiEHTPaNbHAsA YacTb KOHduMrypauuu Tripwire. Bot
HECKOMbKO CTPOK ANs npuMepa:

/var/spool/mail -> $(Growing);

/bin -> $(ReadOnly) ;

/lib -> $(ReadOnly) ;
/sbin -> $(ReadOnly) ;
/tmp i -> $(Temporary);
!/proc; # Ignore this directory

lepsas cTpoka npeanucbiBaeT Tripwire NpoBepsTb BCe haitnbl n3
aupektopuu /var/spool/mail no macke Growing, KOTOPYK Mbl TOSIbKO 4TO
o6eyxpanu. MocnegHssa CTpo4Ka WANKOCTPUPYET NMpUMEHeHne cumsona !
NS UCKIHOYEHUS YKa3aHHbIX ANpekTopuid. B otnnyune ot Aide, Tripwire He
NOALEPKMBAET PEryNApHbIX BbIDAKEHWIA B UMeHax hainfos. Al npusen 3aech
NNLLB HEKOTOPbIE 06LLME NpaBuna, a Npu BAyMYMBO NOCTPOEHHO NOMUTUKE
6e30MacHOCTI NOAOOHBINA aiin MOXKET COCTOATb U3 COTEH CTPOK.

OTpefaktupoBas haitn NOAUTMKW, HAJo 3alwndposatb W nojnucarb
ero. CHoBa 3anycTtute fwadmin, Hanpumep BOT TakK:
twadmin -m P twpol.txt

Bam 6yaet npefioXXeHo BBECTW Mapofib caiiTa. [lporpamma creHepupy-
eT 3awWwndposaxHbIi aiin /ete/Tripwire/tw.pol.

YCTPOACTBO NOBYLUKK

Heobxoaumasi MOAroToBKa NpoAenaHa, U Mbl MOXEM CO34aBaTb MCXOA-
Hylo 6a3y AaHHbIX O hbainoBoit cucteme. GCaenainTe 310 C NOMOLLbIO
# Tripwire --init. TIpoLecc 3aiiMeT HECKONIbKO MUHYT; ecnv B twpol.txt nona-
JYTCA HECyLLecTBYOLNe AMPEKTOPUM, BO BPEMS paboThl Bbl YBUAUTE Npe-
aynpexaenus. Npeanonoxnm, Bbl BOCMOMb30BANNCh KOH(UIYPaLMOHHbIM
(hainom, paccMOTPeHHbIM Bbille. CHUMOK cucTeMbl OyLeT co3aaH B /var/
lib/Tripwire/hostname.twd (3ameHuTe hostname peanbHbIM UMEHEM MaLLIK-
Hbl). B oTnn4me ot Aide, npocMOTpeThb 3TOT haitfl HeNOCPeSCTBEHHO Bbl HE
CMOXETE, OH JBOUYHbIIA.

OK, nopa HayuHaTb ataky! [1ns aT0ro Haw Boo6paxaemblil HeLOOPOXe-
natenb NPOCTO LO6ABUT HOBYHO YHETHYIO 3anuch (a MOXET OblTb, 3aperucT-
PUPOBAHHbIN NOMbL30BATENb CO3AACT €€ 414 CBOEro 60ApeHaa) KOMaHLoM
# useradd barney. [Ina 3anycka Tripwire B pexume NpoBEpKU Habepute
Komanay # Tripwire --check. Tripwire nowneT Bce LaHHble 06 U3MEeHeHM-
AX Ha CTaHAAPTHbIA BbIBOA, a Takxe B (haiin ¢ HasBaHwWem Bpoae /vat/lib/
Tripwire/report/silas-20060915-152241.twr, rae «silas» — Ha3BaHue mawn-
Hbl (#a, f ToXe yuTan «Kog aa BuHym»), a cTpoKa undp — farta 1 Bpems.
OT4eT BeCbMa 0OLUMPEH W 3aHUMAET iBa 3KpaHa (Puc. 4). B3rnaHys Ha BTO-
POVA 3KPAHHbINA CHUMOK, MOXHO YBUAETb, YTO U3MEHUNUCH (aiinbl passwd,
shadow 1 group (kKpome npo4mx), K TOMYy Xe 6blna CO3haHa AOMaLLHAS
aupektopus Barney (c Heckonbkumu hainnamn KoHdurypauum). 1 cHosa
9TOT KNAThIi /etc/cups/cert/0. ..

[pocmoTpeB OTYET Tripwire, Bbl MOXETE PELUMTb, YTO HEKOTOPbIE N3Me-
HEHUs BNOMHE 3aKOHHbI: Hanpumep, Barney — xenaxHblid roctb. Ecnu ato
TaK, 06HOBUM 6a3y JaHHbIX KOMaHIO0M:

# cd /var/lib/Tripwire/report

# Tripwire --update -r silas-20060915-152241.
twr

[ina Bac 3anycTuTCcs TEKCTOBbIA peJakTop
(ToT, 4TO yKasaH B cTpoke EDITOR dhaitna KoH-
thurypaumn Tripwire wnu B NePEMEHHON OKPYXe-
Hua EDITOR), n B Hem oTKpoeTcs oT4eT Tripwire.
OTmeTbTe 006pEHHbIE N3MEHeHUs. BbliignTe n3
peaakTopa, n 6a3a faHHbIX 06HOBMUTCS, ATO Mpe-
LOTBPATUT OTMETKY OLHWX U TeX XXe U3MEHEHMI
Npy KaXJ0MN NpoBepke.

Tripwire n Aide — He eaNHCTBEHHbIE UHCTPY-
MeHTbl 06HapyeHns BTop>xeHnid. Cpegu 3acny-
XKNBAKLMX BHUMAHUS s OTMeTUN 6bl Samhain,
Osiris w Nabou. 4T06bl 03HAKOMUTLCA C HUMMU,
nocetute www.la-samhna.de/librar nners.
html.

Mbicnu Hanocnenok

iTak, Mmos cepus cTareii 0 6630MacHOCTM NOAOL-
na K KOHLy. BbbiTb MOXeT, Bbl BUAENM Breyar-
nawwyto nobecy Teatpa Reduced Shakespeare
Company nOA HasBauuem «[lojiHoe cobpaHne
coynHeHuit LLlexcrimpa (AgantupoBaHo)», rae 27
CHOXKETOB yMecTunuch B 97 MUHyT. B nogo6Hoi
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) (Puc. 4) Nepsas nonosuHa 06LemMuUcToro
ot4eTa Tripwire. BONbLIMHCTBO OTMEYEHHbIX
M3MEHEHUN BbI3BAHO [06aBNEHUEM YHETHOI
3anucu Barney.

06paboTKe (XOTA 1 HEe CTOMb apTUCTUYHO), AN CO0OPA3UTENBHBIX U CUITbHO
3aHATbIX A NPUBOXY CEMb KITHO4YEBbIX MPUHLMMOB, KOTOPbIE, HAAEHOCh, Bbl

YCBOMAN B X0[e HaLINX 3aHATUI.

MpuUMeHsiTE COXHbIE NApOMM, 0COBEHHO ANA Cynepnosb3oBaTens.
B Vis6eraiite npsamoro BXofja Cynepnonb3oBarens, Koraa UM MOXHO

CTaTtb 4epes su.

[To BO3MOXHOCTK, He BblfjaBaiiTe naposib cynepnonb3osarens. Mpu
HEOOXOAMMOCTI NONb3YIATECH SUAO ANS KOHTPONMPYEMOrO pacLUMpeHus

npas focTyna.

B3 OtkntoumTe W/Unu yaanuTe ciyx6bl, KOTOPbIE BaM HE HYXHbI.
Bo Bpemsi kaxaoro 06HOBIEHWS BaLLero AMCTPUOYTUBa yoexaaii-
TeCb B TOM, Y4TO YCTAHOBJEHbI HOBEMLLME AOCTYMHbIE NCTPABEHMUS

6e30nacHocTu.

B CkpoiBaitte KoMmbloTep 3a 6paHAMay3poM, a eCIN He NOJy4aeTcs —
c03/ailTe CO6CTBEHHbIN (PUILTP NAKETOB ANA 3ALNTHI MALLIUHBI.
PerynspHo npuMeHainTe cUCTEMbI 0BHAPYXXEHWUS BTOPXKEHWI TUNA

Tripwire v Aide, n 0693aTeNIbHO YNTANTE UX OTHETI.

B 9TuX NpuHUMNAx HET HUYero CBEPXbECTECTBEHHOr0, HO Cef0BaHue
MM CYLLECTBEHHO CHU3WT PUCK ANS BaLIero KommbloTepa. XKenaw Bam MHO-

roneTHei pabotbl 6e3 B3nomos! B

Ckopas
IIOMOIIIb

[Ins noy4nTensHoro
4TeHus nonpobyiiTe
«Linux Server
Security» Maikna
Bayapa [Michael
Bauer], ony6nuko-
BaHHyto O'Reilly.
lpesocxopHas
KHura. Momumo
BOMPOCOB, 3aTPO-
HYTbIX B HACTOSILLEN
cepuu, 0xBatbiBaeT
MHOXECTBO APYriX.
HacrosTensHo
PEKOMEHAYIO.
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