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Begontacitocryy CTPOUM

SKPOH

YACTD 4 JTro601 NOAKMOYEHHDBINA K CETI KOMMbIOTEP OTKPLIT Ans ataku. [1-p Kpuc bpayH Hay4uT, Kak
YMEHbLUNUTL BaLy yA3BUMOCTb, CO3AaB 3aC/I0OH MPY MOMOLLY CTaHAAPTHbIX YTUAKT Linux.
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YacTte 1: PasbupaeM iptables

B Heapax sapa CKpbiBaeTCA KycoK kofa noj HassaHuem netfilter (ceTesoit
(bunbTp) — OH BbINOMHAET punbTpaumnio IP-nakeTos: NpoBepsieT Kaxnapli
VCXOLALMIA W BXOAALNA NAKeT W peluaeT ero cyably, OCHOBLIBAACH HA
ero napameTpax, TakuX, Kak UCXOLHbIE N KOHEYHble afpeca U NopTbl Unu
thnaru 3aronoska TCP.

[lBa rnaBHbIX [eACTBUSA, BbINONHAEMbIX netfilter — NpUHATL nakeT
1K1, COOTBETCTBEHHO, OTKMNOHMTL ero. OH TakKe MOXET BECTU XypHan ¢
NoMOLLbI0 cepsuca Syslogd. Vicnonb3ys netfilter, MOXHO HacTpouTb Linux-
MaLUMHY KaK MEXCEeTeBOI 3KpaH C (hunbTpaLnen nakeTos.

O6bI4YHO B PO/IM MEXCETEBOr0 3KpaHa BbICTYNaeT MaLNHa, paboTaroLLas
MeX[1y BHYTPEHHE! CEeTblo NPEANPUATIS U 6ONbLIUM U 31bIM VIHTEPHETOM
1 3alMLLAoWAs AaHHbIE KOPMOPATUBHbIX KOMMbIOTEPOB OT B3NOMLLMKOB,
KOBApHbIX CKPUNTOMUCLIEB W BUPYCOB. B AaHHOM cryyae counbtpauus npu-
MEHSIeTCS K nakeTam, NPUXoAaLMM N3BHE 11 NepenpaBiseMbIM BO BHYTPEH-
HI010 CeTb. MOXHO TaKxXe oubTPOBaTh NAKEThI, MAYLLAE HA MEXCETEBOI
3KpaH U3HYTPU UM NCXOASALLNE U3 HErO; TO ECTb UCNONb30BATb netfilter kak
NepcoHanbHbli 6paHaMayap, NPUrofHbIiA faxe Ans OAMHOYHON AOMALLHEN
MaLLUHbI, NOAKMKYEHHON K ceTu Yepe3 ADSL unu mogem.

«Mbl Gyfem cpaxarbCcs Ha nasxax», YWHCTOH Yepynnnb u3pek

«Mbl 3aLMTUM HaLl OCTPOB /060N LieHOM». KOMMbIOTEPbI — HALIN
NpeKpacHble ManeHbKne OCTPOBKM, HO OHM BCEraa HaxoAaTcs Noj 06CTpe-
1I0M, 0 4eM CBUAETENbCTBYIOT XXYpHabl 1H060r0 Linux-cepsepa, MMEtoLLero
BHeLwHWI IP-agpec.

MexceTeBble 3KpaHbl (6paHaMayapbl) — OOUH U3 Hanb0nee BaXHbIX
pybexeii 060pOHbI BaLIEro KOMMblOTEpa. 9TO CETEBbIE YCTPOMCTBA (Kak
annapartHble, TaK 1 NpPOrpaMMHble, 3anyckaemble Ha 06bIMHOM KOMMbHOTE-
pe), KOHTPONMpYtoLWMe TPadUK MeXAY BHYTPEHHEN CETbto 1 VIHTepHETOM.
ECTb HECKOMbKO TEXHONOMNiA CO3aHMs Takux aKpaHOB. Hanpumep, 3anpo-
Cbl OT KJWEHTa MO NPOTOKONAaM npuknagHoro yposHs (HTTP, FTP wunm
DNS) nepeHanpasnstotcs 4epes NpoKcu-cepsep; Takum 06pasom, npsmoe
COeJMHEHNE MeXZJy Y3N0M NOoKanbHOW ceT 1 VIHTepHeToM CTaHOBUTCS
HeHYXHbIM. Tpaucnaumua cetesblx agpecos (NAT unn mackapagmnHr) Takxe
[leNnaeT Bally CeTb HEBUAMMOI CHapYXw, NO3BONAS €Lie N MCMONb30BaTh
CBOII AMAanasoH afpecoB BHYTPU ceTu. OQHAKO HaLl CErofHALIHWA YpOK
MOCBSAILLEH KNAcCUYeCKOMYy MaKeTHOMY (DUNbLTPY, paboTalollemy Ha cete-
BOM ypoBHe (IP). f nokaxy Bam, kak HacTpouTb ero B Linux.

B peyn no nosoay [OHKEPKCKOIi aBaKyalu, nepes TeM, Kak cKasaTb

JlokanbHble npoueccol
Lleno4ka
Input
Boi6op Llenoyka Llenouka
mapupyTta Forward Output
Cetb

Netfilter HacTpanBaeTcs C MOMOLLbIO CMeunanbHbIX Npasus, 3afaBae-
MbIX U3 KOHCONN KOMaHoiA iptables. Ee CUHTAKCMC — MOMHOLEHHbINA A3bIK

> Puc. 1. Tpu cTaHaapTHLIX LENOYKW NO3BONAIOT (DMNbTPOBATH
BXOASALLME, UCXOAALLNE U NPOXOASALLUE NAKETI.

Mecsuy Hasag Mbl ucnonb3oanu Nmap, Sussen u Nessus Ans XXecTkoro nomcka ysassumMocTen.
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MeXXCceTeBOU
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3ayeM BaM OpAaHAMAYIP?

VIHTepHeT, yBbI, CTAaHOBUTCA BPXAEOHbIM OKPY)XXEHUEM, K KOTOPOMY YXKe
HENb3s MOAKMIYATLCS HENOCPEACTBEHHO, 6e3 OpaHamayapa (OH e
firewall). OgHako AOMalLHME NONMb30BATENN C LUIMPOKOMOMOCHBIM [OCTY-
nom JOMKHbI pasnuyath fAse Bewn. Ecnn ADSL-moaeM BOTKHYT B BaLly
MaLuHy Hanpsmyto (Hy, uiu yepe3 USB), T0 y Hee eCTb peanbHblil IP-
afpec, K KOTOPOMY MOXHO MOAKKYUTLCS W3BHE, U OHA HYXAAeTcs B
3awure.

A ecnn Bbl NoAKNto4aeTech K BHewHemy ADSL-mogemy 4vepes Ethernet,
TO B TaKOW MOAEM Y>Ke BCTPOEH MapLLpyTWU3aTop, BbINOAHAOLWMIA Npeo6-
pasosanue agpecos (Network address translation — NAT). bonbLuoe npe-
umyLectBo NAT COCTOMT B TOM, 4TO MalUMHAM 13 BHELUHETO MUpa 3anpe-
LLIEHO MOAKII0YEHNE K BHYTPEHHUM — T.€. K BalLen AoMAaLLHel MaluuHe [no
TaKoMy MpUHLMNY paboTaloT MHOTWE POCCUIACKNE NHTEPHET-NPOBAAEPDI,
0[1HaKO, UMETE B BUAY, HTO B 3TOM CIly4ae BalLl COCEAMN MO CErMEHTY TaK-
)K€ NOTEHLMANbHO ONACHbI — KOE-KTO W3 HUMX, Hanpumep, He nobpesryer
BOCMO/Nb30BATLCA «[bIPOii» B YyXON CUCTEME, 4TOObI NOCUAETb B
\HTepHeTe 3a Baw cYeT, — NpuM. pea.].

CO CBOMMW Npasunamu. TMIMYHOE NPaBUNO BKMIOYAET B CEOS KOMMOHEHTbI
ANna pacno3HaBaHnA onpefeneHHblX NakeToB U 3aKaH4MBaeTCA AI/IpeKTI/IBOVI
NPUHATUS UKW OTKNOHEHUs NOA06HOro naketa. Bot npumep Toro, Kak aTto
BbINAAUT:
iptables -A INPUT -i eth0 -p udp -s SNAMESERVER --sport 53 -d
140.116.5.1 --dport 53 -J ACCEPT

Y106bI Pa306paTbCs B 3TOM, HYXKHO NPEACTaBUTb, KAKUMU NYTAMI Nake-
Tbl NPUXOLAT, NPOXOLAT U YXOAAT C Balleil MalunHbl. ECTb Tpn BapuaxTa,
noKasaHHble Ha puc. 1. Bxoasdwwnii naket npoBepsieTcs NakeTHbIM (OUMbT-
pom, 1 cnepyeT ero peLueHnto. Ecnu agpec [OCTaBKYM Naketa COOTBETCTBY-
eT [aHHOW MalluHe, NakeT MPOXOAWT 4Yepe3 BXOAHYI Lenoyky (Input) u
naeT BBEPX MO CTeKy MPOTOKONOB. ECnn nakeT npefHasHa4eH Ans Apyron
MalLMHbI, Peann3auus npoToKona CeTeBOro YpOBHS OMpalluBaeT Tabnuuy
MapLLpyTM3aumMm, 4To6bl y3HaTh, HA KaKO CeTeBOW MHTepPdeiic ero oTnpa-
BUTb. 3aTeM OH UAeT no Luenoyke Forward u Bo3BpallaeTcs B CeTb. HakoHeLl,
nakeTbl, (DOPMUPYEMbIE HA LAHHOW MaLUUHE, NPOXOAAT Yepe3 BbIXOLHYIO
uenoyky (Output) m nonagaioT B ceTb. Kaxpgas n3 3TuX Lenoyek, B CyLl-
HOCTW, IBNSAETCS NPOCTbIM HABOPOM YCNOBWIA, Yepe3 NPOBEPKY KOTOPbIX K
NPOXOAMT NakeT.

HacTtpoum uigueuayanbHbie (UNbTPbI

Tenepb Bbl NOHUMAETE, 4YTO B NPUMepE Bbille Mbl 406aBNSEM NPABUIO BO
BXOLHYI0 Lenoyky (-A INPUT). YcnoBue rnacut, Y10 nakeT LOMKEH Npuatu
Ha ceteBoi uHTepdenc eth0, u ato gomkeH 6biTb UDP-naket. OHO Takxe
YKa3bIBaET MCXOAHbIE AAPEC M MOPT, @ TaKXKe afpec U MopT Ha3HayeHns,
KOTOpbIM JOMKEH COOTBETCTBOBATL NakeT. 3Ta MHOpMauums nepepaertcs
B 3arofioBke naketa. 3asepliarowias vactb (-J ACCEPT) rosopur netfilter,
4TO [enatb C TeM NakeToOM, KOTOpbIii COOTBETCTBYET BCEM YKa3aHHbIM B
npasusie napameTpam. Ta 4acTb HA3bIBAETCSA LeNbI0 YCNOBUA. BO3MOXHbIE
LieNN TaKoBbI:

))> ACCEPT — npuHsTb naker;

>> DROP — monya 0TKNOHMTb NakKeT;

>»)> REJECT — OTKNOHMTb NaKeT 1 cKa3aTb 06 3TOM OTMPABUTEN!O;

)»> LOG - 3anucatb npu6biTe naketa (M NO3BOAUTL My NPOIATY K Crefy-
IOLLIEMY YCNOBMIO).

Cnnckn ycnoBwit ans LEnoYk MOryT 6biTb BeCbMa AfMHHbIMUI 50 —
00bI4HeiLIee KOMMYecTBO. [INg Kax[oro nakeTa NpOBEpseTCs Kaxaoe
ycnosue. Kak TofibKo Npou3oiAeT coBnageHue, 6yaeT npeanpuHaTo coot-
BETCTBYIOLLIEE PELLIEHNE (LieMb), U CReaytoLLne yCroBus NPOBEPATLCS YXKE He
6ynyT. ECnn nakeT JoX0ANT 40 KOHUQ Len0YKu, He YOO0BMETBOPUB HIN OJHO-
My YCIOBWIO, €ro Cyabba 3aBMCUT OT «MONUTUKW» Lieno4kn. Hanpumep,
iptables -P INPUT DROP

rOBOPWUT, YTO BCE TaKMe NakeTbl OYAYT OTKIIOHEHbI. [pOCTeLLniA cnocob
€03[aHus Habopa yCcnoBwnii — yCTaHOBUTL NOAUTUKY N0 ymonyaxuto B DROP,
a 3atem [06asnaTb YCNOBUA ANA HYXHbIX NaKeTOB. 3TO MOAXOL C «Mpe-
3ymnuuein BUHOBHOCTU». [pyroil nogxon (YCTaHOBKA MOAWUTUKM MO yMOA-
yaHuio B ACCEPT, a 3arem co3faHue npasun s 6/10KUPOBKU HEHYXKHbIX
NaKeToB) ropasfo CNoXHee, MeHee 6€30MaceH 1 He PEKOMEHAYeTCs.

Bbl MOXeTe ynyyliuTb OpraHn3auuio BalNX Mpasui, ONpeaenvs co6-
CTBEHHbIE LENOYKI 1 MPUCBOMB UM UMeHA. Hanpumep, s Mory onpeaenutb
uenoykn TCP_RULES n UDP_RULES. 3atem, B rnaBHoii BXOAHOI Lieno4Ke
S MOry 3aJaTb BCEro ABa NpejonpeneneHHbIX npasuna:
iptables -A INPUT -p tcp -J TCP_RULES
iptables -A INPUT -p udp -J UDP_RULES

370 no3BonseT 6onee rnéko ynpasnsaTe Habopamu npasun, Aa u 6onee
ahekTBHO; Hanpumep, UDP-naker HuKorda He O6yneT CpaBHMBATHCH
¢ npasunamun u3 uenoykn TCP_RULES. 1 npeanoynTaio gymarb, 4T0 NpbbK-
KW N0 Lien0yKe aHanornyHbl NpoxoLam no npoueaypam (MognporpamMmmam).

MexaHuam «nonakeTHoW» npoBepku IP-Tpadmka — nuLWb NOMOBUHA
yMeHuii iptables. BO3MOXHO eLLe 3anucbiBaTb, KOraa npoucxoamt TGP nnn
UDP-TpaH3akLus, n NpoBepATh NaKeTbl He TONbKO MO UX 3ar0ioBKam, HO 1
B KOHTEKCTE COBEPLUIAEMOro CoejNHeHNs... BoproCh € NCKYLLIEHEM BAATHCS
B M0APOGHOCTI, UHAYE YPOK pa3poccs bl O Pa3MepPOB XypHana.

MOXHO HacTPOUTb MEXCETEBOI 3KPaH MyTeM CO3L4aHUs NOAHOM0 Habo-
pa npasun 1 KOMangbl iptables, kak 6bIn0 NokasaHo. HayHuTe ¢ NONUTUKN
6€30MacHOCTI, ONPeSeNstoLLen, Kakne Cepeuchl JOMKHbI ObiTb JOCTYMHbI,
BbIYMCIINTE, KaKOV TpadhuK OHYU FeHepUpYyIOT, MOMECTIUTE COOTBETCTBYHOLLNE
npaBuna B LEN0Yku, a BCe 0CTanbHOe 3anpeTute. Bee ato TpebyeT oTamny-
HOro 3HaHus TCP/IP n 60MbLUOI BHMMATENLHOCTW. MOCTPOEHME MEXCeTe-
BOr0 3KpaHa Takum cnoco60M aHanormyHo cosfaHuio 60MbWoro web-caii-
Ta MyTeM py4HOII BEPCTKM B Vi UM HANWCaHWIO nporpamMm Ha Accemonepe.
[pyrumu cnosamu, 3To Ny4Lle OCTaBUTb 3KCMEepTaM, KOTOPbIM HY)XXeH non-
Hblii KOHTPONb Haf KO0 HaCTPONKOMA.

Ho ecnu Bbl BCe-Taku pelunTe Aep3HyTb, 03HAKOMBTECH C MaTepuanom
no iptables w3 13447, Mbl nonoxunu ero Ha auck B doopmare PDF.

PeKOMEHAYETCS IIPOYECThb

Ckopas
TIOMOIIEL

BynbTe 0CTOPOXHBI,
KOrfia HacTpauBaeTe
6panamayap Ha
MaLLMHe, K KOTOpoi y
BaC HeT (h13N4ecKo-
ro goctyna. OyeHb
1erko 3a610Knpo-
BaTb BCE BXOASALLIME
COEQMHeHNs, 3ajaBas
NONMTMKY MO yMON4a-
HUIO: Bbl 1 OXHYTb He
ycneete. BepbTe MHe!
1 yxe npo6osan. ..

Jlyqwas kHura no 6paHamayapam B Linux, koHe4HO e, Linux Firewalls Ctusa CbtopuHra [Steve
Sturing] n Po6epta Linrnepa [Robert Ziegler], TpeTbe u3aaxme (1, 6yaete cMesTbCSA, TPETUIA U3AATEND,
Novell Press). 3Ta kHura He T0NbKO NOAPOGHENiLLE ONUChIBAET UCNONb30BaHUE iptables, HO u paccmar-

PUBAET BHYTPEHHIOK 3awuTy, SELinux n MOHUTOPWHT ceTu.
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Ckopas

IIOMOILb

Puckys 6bITb
HaBS34MBbIM,

1 X04Y NOAYEPKHYTH
BXXHOCTb NOMUTUKN
6e3onacHocTy.
Moka BbI He capeTe
11 He 33[aanTech
BONpocoM «KTo

11 4TO MOXET Aenatb

C MOVl MaLINHON?»,

Bbl HE FOTOBbI
HacTpauBartb npa-
BMIA MEXXCETEBOr0
9KpaHa, OTKNo4aTh
HEHYXHbIE CEPBUCHI
11 NOBbILLATH
6e30nacHoOCTb
KoMMbloTepa.

YacTe 2: [IpocToM Iy Th

§l nokasan Bam NPOABNHYTHIA NYTb HACTPOMKI MEXCETEBOrO 3KPaHa, 0AHa-
KO BONBLUNHCTBO U3 HAC (BKITIO4AA MEHS), BO3MOXHO, MPEANOYTYT UCMONb-
30BaHNe YTUAUTBI, KOTOPAs NO3BOMMT YKa3aTb NONNTUKY 6€30MacHOCTN Ha
60onee BbICOKOM YPOBHE W CreHepupyeT KoMaHzpl iptables cama. A noTom nx
MOXHO 6YAeT NoApefakTpOBaTh, KakK ONUCAHO B NEPBON 4acTu.

MHe HpasuTCS MOZynb KOHurypauun 6paHamayapa YaST B SUSE.
OH NO3BOAUT BaM HACTPOUTb GpPaHAMayap MPUMEPHO Ha TOM XXe YPOBHE,
Ha KOTOPOM Bbl 3afaeTe MOAMTUKY 6€30MacHOCTH, B MPOTMBOMONOXKHOCTb
YXe pacCMOTPEHHOMY HYAHOMY MPOLECCY py4yHOro BBOAA Komana. Mopgynb
Tpe6yeT ykas3aTb AN KXA0ro CETEBOro MHTEPEca TPU 30HbI: BHELLHIOH,
BHYTPEHHIOKO AN AeMUNUTAPU30BAHHYI0. 3TU TEPMMUHBI UAKOCTPUPYIOTCA
PMC. 2, re NokasaHa apxuTekTypa Knaccu4eckoro MexceTeBoro aKpaHa B
KOPMOpPaTMBHON CETH.

BHewwHue uHTepdieiicbl — Te, YTO MOAKIHOYEHbI K OFPOMHOMY 3710-
My VIHTepHeTy; B AOMALUHMX YcnoBuax aTto 06bi4HO ADSL wmm npocToit
moAeM. Ecnm y Bac BCero ofjHa MalluHa, Ball CeTeBOW WHTepdenc byaet
BHELLHNM.

BHyTpeHHWe ceTeBble UHTEPIENCH! — Te, YTO NOAKIKYEHbI K JOBEPEH-
HbIM y3nam. B He6onblwoM odouce, rae Kak L3 ucnonbayercs Linux-
MallunHa, 310 6yaeT uHTepdenc, NoAKMOYEHHbIA K JIOKanbHON CeTH.

[lemunutapusosaHHas 3oHa (DMZ) — 310 ceTb, B KOTOPOW HAXofAaT-
CA BUANMbIE CHApYXM MawuHbl, Hanpumep, Web/FTP/noyToBble-cepae-
pbl. Ckasatb No npasfe, eCn Bbl HACTPaMBAaeTe MEXCETEBOW 3KpaH Ans
CNOMb30BaHUs B KopropaTueHoW cpege ¢ DMZ, Bbl 0653aHbl U3Yy4uTb
6onee rnybokne matepuansl No AaHHOI TemaTuke. ToT xe Moaynb YaST, K
npuMepy, HeLOCTaTOYHO MMBOK AN HACTPOIKM HANPaBNEHUS MAKETOB MeX-
[y BHYTPeHHen ceTbto 1 DMZ; oH BCEro nuwb onpeaenser npasuna orpa-
HWYeHUS JOCTYNA K MALLUMHE U3 BCEX TPEX 30H.

Ecnu nHTepdelic y BaC Ha KOMNbIOTEPE TONbKO OAWH, HE UMEET 3Ha-
YEHUsl, CYMTAeTe NN Bbl €r0 BHELUHEN WK BHYTPEHHe 30HON. HasHaubTe
30HY NPOU3BOJIbHO 1 OMNpefenuTe AOCTYMHbIE CEPBUCHI, KAK Mbl MOKXEM
nanee.

Onpefenus, Kakue CeTeBble MHTEPECbl COOTBETCTBYIOT HYXKHbIM
30HaM, MepexoauTe Ha 9KpaH [OCTYMHbIX CEPBUCOB ANS KaXAOA N3 30H
(pue. 3). Cnesa Bbl BUANTE NEPeYeHb CeMW 3KpaHoB mopyns YaST, cnpa-
Ba — Bbinagaiowime cnuckn 30H n cepsucos (DNS, IMAP, HTTP u 1. a.).
BbibepuTe 30HY 1 onpesenuTe JOCTYMHbIE el CEPBUCHI.

R VasT2@man = i

Start-Up Firewall Configuration: Allowed
Services

Interfaces
Allowed Services
Masgquerading
Broadcast

IPsec Support
Logging Level

Allowed Services for Selected Zone
Internal Zone v

Service to Allow

DHCP Client r Add

= Remoye
DHCP Server
|DNS Server
HTTP Server
HTTPS Server
IMAP Server
IMAPS Server
PP Client
|IPF Server rnal Zone
|1Psec <

Advanced..

Help Abort Next

) Puc. 3 Moaynb YaST ans HacTpoiku 6panamayapa. 3aecb
yKa3bIBaeTCA, Kakue CepBUChI JOCTYNMHbI B KAXA0il U3 TPEX 30H.

[Ins paspelieHns [octyna K CepBucy, BblGepuTe ero U3 cnucka u
HaxmnTe Add ([o6aBuTb). 4T06bI 3aNpeTUTb CEPBUC, BbIAENUTE €ro W
HaxmuTe Remove (Ymanutb). [inA CepBMCOB, KOTOPbIX HET B CIUCKE,
Bbl JOMKHbI OyAeTe ykazaTb HOMep nopTta. Hanpumep, Ans paspeLueHus
Telnet-ceaHcOB (BO3MOXHO, Bbl 3aX0TUTE Pa3peLUmnTh UX TONbKO AMs BHYT-
peHHel ceTn, nockonbky Telnet He6e3onaceH) HaxmnuTe Ha Advanced... n
BBEAMTE HOMep nopTa (23) B none TCP Ports. BHyTpeHHsAS 30Ha JOMX-
Ha o06pabaTtbiBaTbCs N0-0C060MY. BHU3Y Bbl Hailgete dhnaxok Protect
Firewall From Internal Zone. lToka OH He OTMeYeH, K NakeTam, UCXOAALLAM
3 BHYTPEHHEI CeTu, He BYAYT NPUMEHATLCS HUKAKWNE npaBua.

3a Kynucamu
Mogaynb YaST He reHepupyeT npasuna iptables Hanpsmyto. BmecTo aToro
OH pepakTupyet caiin /etc/sysconfig/SuSEfirewall2. Ecnn y Bac SUSE,
PEKOMEHAYH N3y4nTb 3TOT (hain. OH 04EHb XOPOLLIO NPOKOMMEHTUPOBAH W
yrnyouT Balle NoHMMaHue AencTBui YaST, a Takxe NPeoCTaBIUT CUHTAKCH-
Yecku 60nee CNOXHbIE NPUMEPbI.

Cam MexceTeBOW 9KpaH HacTpauBaeTcs Ha

Xab/cBuUTY/MapLLpyT3ATOP
S

DMZ

paHHeM aTane 3arpy3ku 4epe3 fBa CKpunTa,
SuSEfirewall2_init w SuSEfirewall2_setup, Haxo-
asdwmecs B aupektopun /ete/initd. [Mepsbiii
3anupaeT 6paHamayap (Mponyckas TONbKo Tpa-

S |prrereny

¢uk bootp u ping), a BTOpOI, 3anycKaroLniics
HECKONbKO MO3)Ke, YCTaHABMNBAGT LIENoYKM npa-

ppp0

= A

BHeLLHWiA
nHTepdpeinc

Xab/cBuT4/MapLLpyTM3aTo
'E Frrrrc)
| ~ BHyTpeHHuii nHtepdeinc

- 2 B2 B

O6LLen0CTYMHbIE CEPBUCHI

Pa6oyue CTOMbI NOfb30BATENEi] JTn4HbIE CepBHUCHI

) Puc. 2. MexceTeBoi 3KpaH ¢ Tpems uHTepeincamu 3awmiaet DVMZ v BHYTPEHHIOK CETb OT BHELIHEro mupa. [ins
KaX[0il CETU MOXHO BblIOPaTb CBOW YPOBEHb (IUNbTPALUM.
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BUI MpW BKMOYeHUM GpaHamayapa 1 ouvnLiaet
1X mpn oTKNtoYeHun. 06a ckpunta B KOHEYHOM
utore Bbi3biBatoT /shin/SuSEfirewall2: ato fgu-
XKOK MexaHu3ma Mexcetesoro akpaHa 8 SUSE, u
B HEM FEHepUPYIOTCH KOMaHAbl iptables. 51 6bl He
peKOMeHA0BaN BaM B HEM KOnaTbCsi (OCOOEHHO
nocne njaoTHOro 06efa), ecnu Bbl He NO6UTENb
CKPUMTOYXKAaCTUKOB.

bpangmayap Fedora

He Tonbko B SUSE ecTb rpaduyeckue yTunuTsl
IINS HacTpoliku 6panamayapa. Ha puc. 4 nokasa-
Ha yTunuta System-config-securitylevel, Bxoas-
was B Fedora. 310 60/€e NPOCTOI NHCTPYMEHT,
4eM Moaynb YaST. OHa He NO3BONAET ONPeAensTh
30Hbl, @ NPOCTO 3aKPbLIBAET M OTKPbIBAET HYXXHbIE
MopTbl, 1 NOAXOAUT TONbKO ANt HACTPOWKM NINY-
HOro 6paHgmayapa Ha OAMHOYHON MaLLMHE.



Be30IMaCHOCTE CTPOI'Oro PEXMMA Y/ Se@mmie

HpeAOTBpCII_'L'[eHMe CKPBITOI'O

B npowwnom mecsue s pacckasbian 0 CKPbITOM CKaHUPOBAHMM C NOMO-
Lbto Nmap. 310T BUA, CKAHMPOBAHWS NCMOMb3YET HeLlTaTHble KOMOWUHA-
unn dpnaros TCP-nakeToB, a CKPbITbIM Ha3bIBAETCA, MOCKOMbKY ManoBe-
POSATHO, YTO CUCTEMHbIV XXYpHan ero 3adukcupyet. OfHaKo, Ucnonb3ays
cnoco6HocTb netfilter npoBepaTb hnarn B 3aronoske TCP-nakeTta u
3anncbiBaTh COOBITUS B XKYPHAN, MOXHO He TOSIbKO 6/10KMpoBaTh N0406-
Hble MOMbITKW, HO W PErncTpupoBatb (HakT Ux Hanuyus. MogpobHoCTH
[0BOMbHO 3anyTaHHbl, HO NpuMep napbl npasun npotus FIN-ckannposa-
HUS NPOSICHUT CYTb 3TON Maen:
iptables -A INPUT -p tcp --tcp-flags ACK,FIN FIN -j LOG --log-prefix
“Stealth scan”
iptables -A INPUT -p tcp --tcp-flags ACK,FIN FIN -j DROP

[epBoe NpaBmmo CyXuT ang 0643aTenbHON 3annucu cobbITUA B XKYp-
Han. Mocne uenn LOG nakeT NpoAOMMKAET ABUKEHNE MO Lenoyke ycno-
Bui (B otnnyme ot uenet DROP n ACCEPT. MpuHATbIE NN OTKIOHEHHbIE
NakeTbl HA JanbHelLyo NpoBepKy He NonayT). B faHHOM cnyyae naker,
YAOBNETBOPALLNA NEpBOMY YCNOBUIO, YAOBMETBOPUT 1 BTOPOMY,
COrnacHo KOTOpoMy OH 6yaeT 0TKNoHeH. MapameTpsl --tcp-flags ACK,FIN
FIN onucbiBatoT kombuHaumto TCP-conaros. MepBbii CNUCOK COCTOSHUIA

Bbl MOXeTe NPOCMOTPETh BaLLW NpaBuna, BbINOMHUB KOMaHAy iptables-
save (ee BbIBOJ N0Ka3aH Ha puc. 5). 3a4ech Bbl BUAUTE NPUMEP ONpeseneH-
Hoi nonb3osatenem uenoyku (RH-Firewall-1-INPUT), ycranasnusaroLlei
npaBuna Kak Ans BXoAsLLei, Tak n Ans ucxoasawen Lenoyek. Ecnn coxpa-
HUTb BbIBOA iptables-save B (haine, n3 Hero MOXHO 6yeT BOCCTAHOBUTb
npasuna Komangoii iptables-restore.

Security Level Configuration

[=Ja =)
Please choose the security level for the system.

Firewall Options | SELinux ‘

Firewall: | Enabled

I Mail (SMTP)
) SSH
Trusted services:
[ Samba
]

Secure WWW (HTTPS)
O Telnet

g Add
| = Remove |

M Cancel | | Jok |

) Puc. 4 Ytunuta HacTpoiku 6pangmayapa B Fedora croautes npu
CO3aHUN NU4YHOro 6paHamayapa, Ho He Bonee Toro.

CKAHMNPOBAHUSA

(ACK,FIN) nepeuncnset TecTupyemblie conaru, BTopoii (FIN) — Te u3 Hux,
4TO YCTAHOBMEHbI. TakuMm 06pa3oM, YCNoBMEe COOTBETCTBYET TeM Make-
Tam, B koTopbix ectb FIN-conar, Ho HeT ACK. Mpu HopmanbHom TCP-
COEJIMHEeHNN 3Ta KOMOMHALMA HEBO3MOXHA, 3aTO TUMYHA 1S CKPLITOTO
CKaHUPOBaHUS.

[TpoBeauTe 3KCMEPUMEHT: ecnn y Bac ABe Linux-cuctemsl, BbiGepute
OfIHY W3 HUX MULLEHbIO, @ HA BTOPOIA 3anyCTUTE HEYTO BPOAE
nmap -sF -p1-50 192.168.0.3
(nopcrasbTe HyXHbI IP-agpec). Nmap coo6LumT BaMm 06 OTKPbITLIX NOp-
Tax. Ecnun Bbl npocneante cyabby nakeToB Yepe3 Ethereal, To yBuguTe,
410 FIN-naketbl gocturnu uenu, a B OTBET 6blM OTMPaBMeHbl NaKeTbl
RST,ACK. Tenepb A06aBbTe Ha CUCTEME-MULLEHM [1BA NPaBUNA, NOKa3aH-
HbIX BbILLE, W NOBTOPMTE MOMbLITKY. Bbl yBUAUTE, 4t0 Nmap 60nblie He
06HapYXMBAET OTKPbITbIE NMOPTbI, @ B XypHane (y MeHs 3ato /var/log/
firewall) nosiBunuce HoBble coobLLeHVSA. Ethereal nokaxeT, 4To FIN-nake-
Tbl MO-MPEXHEMY [OXOAAT, HO He MoNy4atoT 0TBeTa. Ha Nofo6HbIX 3KC-
NEpPUMEHTaX MOXHO Hay4uTbCS MHOromy. BoT Bam passneyeHue Ans
N0X[NMBOro Beyepa!l

Netfilter umeeT n gpyrue Bo3MoXHoCTH (Hanpumep, NAT n donnbtpaunio
M0 COCTOSIHWAM), 51 O HIX YCMeN TONbKO HaMeKHYTb. ECTb 1 Apyrue MeTopp!,
Hanpumep, NPOKCU-CEePBEPbI YPOBHA MPUIOXEHUIA, OHN TOXE NONE3HbI Npn

HACTPOIKe MEXCEeTeBOro akpaHa. B

Ckopas
TIOMOIIb

@

CKaHep nopToB,
Tnna Nmap,
pacCMOTPEHHOr0
Ha NpoLLoM
YPOKe — OTANYHas
yTuaUTa ANA Npo-
BEPKMN KOPPEKTHON
paboTLI Npasun Ba-
LLIEro MeXCeTeBoro
9KpaHa.

Ckopas
IIOMOIIb

[C))]

Ecnu Bbl CTONKHE-
Tecb C npo6nemamu,
3aCTaBNAs Kakoi-
6o ceTeBoi
cepsuc paboTarb,
CTOWUT NPOBEPUTS,
He CTOWT NN Ha ero
nyTw netfilter. Mne
Cy4anock noTepsaTh
MHOr0 BpeMeHHU,
npexne 4em 1 06-
HapyXuBarn, 4To BCE
[1eno B 6paHamaya-
pe. Ero oTknioyeHme
(Henaponro!) 3Ha-
4NTenbHO ynpocTuT
HaCTPOWKY

Ele Edit View Terminal Tabs Help

[root@silas ~]# iptables-save

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [3095:3507665]
:RH-Firewall-1-INPUT - [0:0]

-& INPUT -j RH-Firewall-1-INPUT

-A FORWARD -j RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -p ipv6-crypt -j ACCEPT
-A RH-Firewall-1-INPUT -p ipv6-auth -j ACCEPT

-A RH-Firewall-1-INPUT -p udp -m udp --dport 631 -j ACCEFT
-A RH-Firewall-1-INPUT -p tcp -m tcp —-dport 631 -j ACCEPT

COMMIT
# Completed on Mon Sep 18 17:56:53 2006
[root@silas ~]#

# Generated by iptables-save v1.3.5 on Mon Sep 18 17:56:53 2006

-A RH-Firewall-1-INPUT -p icmp -m icmp --icmp-type any -j ACCEPT

-A RH-Firewall-1-INPUT -d 224.0.0.251 -p udp -m udp --dport 5353 -j ACCEPT

-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state —-state NEW -m tcp --dport 80 -j ACCEPT
-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited

[¥]

) Puc. 5 MpocmoTp geiicTBYHOWMX NpaBun KOMaHRoN iptables-save. Ecnn coxpaHuTb uX B thaine,

MOXHO 6yaeT ux BocCTaHOBUTb KOMaHAOM iptables-restore.

Yepes mecay YTunnTbl-AeTEKTUBbI COOOLLAT O NOAO3PUTENbHBIX U3MEHEHUAX (DANNIOBON CUCTEMBI.
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