HoBasa cepus! KOk BOCIIOAB30OBATHECS YMHBIMU
YVTUAUTOMM Linux ¥ 3AIIMTUTD BAILIY MAIIMHY.

YACTD 1: lNepBas nuHma 060pOHbI LinUX-CUCTEMbI — MEXaHI3M MOJIb30BATENbCKUX Naposien.
L-p Kpuc bpayH 06bACHAT, Kak OH paboTaeT U KaK eLLE MOXXHO YKPenuTb 3aLLuTy CUCTEMBI.

Harn
DKCIIEPT

I-p Kpuc bpayn
HE3aBUCUMbIN
WHCTPyKTOp No Linux

¢ cepTudmkatamm
Novell n Red Hat,
IMeeT CTeneHb
[I0KTOpA HayK no
(hu3nKe anemMeHTapHbIX
4acTuL, HeJlaBHO
Hanmcan kuury o SUSE
INs N3[aTenbeTBa
O'Reilly.

BEPEHHOCTb», N0 cnosam [ekatbl B Tpareguu Llekcnupa

«MakbeT», «HeceT nornéenb CMepTHbIM». OHAa XoTena cka-

<< 3aTb, YTO Ype3mepHas Bepa MakbeTta B ce6s B KOHLE KOHLOB

ero noryout: Beab cyutas cebs Heya3BUMbIM, OH HEOBOCHOBAHHO PUCKO-

Bas. Mpamo Kak Bbl! Boo6pasunu, 410 Baw Linux Heys3BuM? Bbl ugete K
nponactv. ..

EcTb Hemano cBuaeTenscTs, 4To pabotatb B Linux Kyaa 6esonacHee,
yem B Windows. A cam Bugen uucpsl: Linux «u3 KOpobKu» noaxsarbl-
BaeT 3apasy 3a Tpu Mecsla, Toraa kak Windows — 3a Tpu yaca (CM. Www.
honeynet.org). Ho 310 He NoBOA OTHOCUTLCA K 6E30MACHOCTW CBOEN CUC-
TeMbl CMyCTS pyKaBa.

B [aHHOM cepui, COCTOALLMX U3 NATI YPOKOB N0 6e30nacHocTK Linux u
COOTBETCTBYHOLLMM OTKPbITbIM YTUANTAM, Mbl PACCMOTPUM, KaK 06HapyXu-
BaTb YS3BUMOCTY 1 MPUKPbIBATH WX. B MepBOi YacTy Mbl PACCMOTPUM Napo-
7N 1 NOrOBOPUM O KOHTPOME Haj NpuBUNerusimu, 4aBaemMmom sudo.

Mexay 6e30MacHOCTbIO 1 yIO6CTBOM BCErfia CyLLecTByeT KOMIPOMMCC.
MatuvHa, 3aneptas B KOMHaTe, rie HeT MOAKITIOYEHUS K CETU, KOHEYHO, Ha-
MHOr0 COXpaHHee, 4eM MaLLMHa ¢ A0CTYNOM B VIHTepHET Nocpean NpoxoaHo-
ro ABOPa, OAHAKO HACTONbKO e 1 6ecnonesHee. Monpobyem 06/1e4b yobIT-
KV 0T yA3BUMOCTEIA B HAyKOOOPA3HbIii BUA — NONY4UTCS Takas chopmyna:

Oxupaemble YObITKW = (BEPOATHOCTb YCMELUHOro
BTOPXEHMS) X (LieHa 3TOro BTOPXEHMA)

Ha atux ypokax i 6ymy roBOPUTb 06 YMEHbLUEHUM BEPOATHOCTM
B3/10Ma, HO BXKHO TaKXKe YMEHbLUNTb NOTEPU OT YCMELWHOr0 BTOPXKEHWS.
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Hanpumep, KaKk MOXHO CKopee 06HapyXWTb BTOPXXEHWE ropas3fo nyuLle,
4eM Ha MHOrO0 [iHel 0CTaBWUTb ero 6e3HakasaHHbIM. PerynapHoe co3paHune
pe3epBHbIX KOMWIA CYLLECTBEHHO COKPaTUT BO3MOXHble MOTEPU AAHHBIX.
PacnpegeneHne cepBMcoB Ha HECKONIbKO MaLLVMH (He KnaguTe Bce AU B
OQHY KOP3WHY) NOMOXET NpefoTBPaTUTh NPOCTON B paboTe OpraHu3aLmm
13-3a eUHUYHOrO B3noma. U tak ganee.

Xawmpy#n ato!

Had4Hem ¢ Hayan: Linux — MHOrononb30BaTenbckas OnepaluoHHas cucTe-
ma. Koraa Bbl BXOAMTE B Hee, BaM NMPEeA0oXKaT BBECTU UMS M0Nb30BaTeNs
11 Maponb s NOATBEPXKAEHUS TOrO, YTO Bbl — 3TO Bbl. BbiGOp XOpoLlero
napons — KoyeBas 4acTb COXPaHEHUs 6e30MacHOCTU CUCTEMBbI.

BoT kak pa6oTaer mMexaHu3m naponent B Linux. IHdhopmauus o nonb-
30BATENIbCKMX YYETHbIX 3annCAx XpaHuTca B AByx (hainax: /etc/passwd un
/etc/shadow. Daiin passwd conepXuT ums Nonb30BaTeNs, ero YMCcioBon
naeHTucoukatop (User 1D, UID) n fOMALLHIOW AUPEKTOPUIO, HO (BOMPEKM
Ha3BaHN0) NaponsA-TO B HEM U HET: OH yKpbincs B haiine shadow (ganee
Mbl YBULUM, 334eM HYXXHO pasgeneHune Ha ABa haina). daiinsl passwd v
shadow napannenbHbl — KOKL0A Y4ETHON 3anucK NoNb30BaTeNns COOTBET-
CTBYET CTPOKa B OJHOM (paine 1 cTpoka B Apyrom. Koraa nonb3osaresib
YCTaHaBNNBAET Mapofb, NApPOMb X3LUMPYETCA, a Pe3ynbTaT X3LUMpOBaHNs
nometyaertcs B /etc/shadow.

X3lmnpoBaHne NoXoxXe Ha LWNKMPOBAHWE, B TOM CMbICNE 4TO W3
BHATHOrO TEKCTA NMOMy4YaeTcs NofHas 6enmbepaa; OfHAKO, B OTANYME OT
LWNGpoBaHUS, X3LWIMPOBaHNe — onepauns Heobpatumas. Kaxzabli pas,
Kora Bbl BBOAWTE Napofib, OH X3LIMPYETCS, U MONYyYeHHbIA X3l CpaB-
HUBAETCA C TeM, 4yTo nmponucaH B /ete/shadow. Linux He xpaHuT naponun
B YCTOM BUAE.

B 3aBucumocTm 0T Balleli Linux-cuctemsl, y Bac ecTb BbI6OP M3 Tpex
nyTen X3LWnpoBaHUs:

D ®yukyua crypt ot Unix, 6onTaiowasnca B CUCTEME YXKE MHOro JeT.
Komanpa crypt peanusyer anroputm DES (Data Encryption Standard) u
reHepupyet 13-CUMBObHbIA X3LU.

B MDS5, KoTopbIif, KaK Bl UMENH WAHE 3aMETHTD, UCNONb3YETCS ANS BEpH-
thukauum 1ISO-06pa30B KOMNAKT-AUCKOB U NEpPeaBaeMblX No CeTH hannos,
a Takxe B uuthposbix nognucsx. MD5 renepupyeT 34-CUMBONbHbII X3LL.
Blowfish (unu, ckopee, x3w-fhyHKuus, BbIBEfEHHAsA MO anropuTMy
Blowfish), reHepupytowmii 60-cMMBONbHbII X3LL.

Bce atn anroputmbl MCNONb3YIOT «Comb» (Salt) — cny4ainHoe 4uchno,
reHepupyemoe npu ycTaHoBke napons. Comb M ykasaHHbli nonb3oBaTe-
N1eM Naponb KOMBUHWPYKOTCS 1 X3LWnpytoTes. Comb 1 X3LL COXPAHAKTCS B
/ete/shadow. Ecnu bl npoBepute cBoii /ete/shadow Ha cucteme, ucnonb-
3ytoLeit xawwm MDS, To iCHO pasrnsguTe conb W X3Ll. Hanpumep, B CTpOke
napons $18Ue1yZ05i$.6G/411AYIiPdkTh1AkBi/ BoceMb CUMBONOB Mocne
$1$ — conb, a 22 nocne nocneaHero § — xatw. Mbl YBUAUM, YTO COMb [ienaeT
B3/10M Maponeii ropasao TpyaHee.

OT4acT CTOMKOCTb Napons 3aBUCMT OT KayecTBa X3LU-anropurma.
XOpowwniA X3L-anroput™M B TEOPUW AeNaeT HEBO3MOXHbIM BbIHMCIEHNE



4 b

% John the Ripper 1.7.0.2

Crouxkue

napons no xawy. KoHeyHo, 3Has xal, Bbl BCEraa MOXeTe nonpo6osatb
MeTo[, rpy6oii CUunbl — X3LUNPOBATL KXY BO3MOXHYIO NMOCNeA0BaTeNb-
HOCTb M3 (JOMYCTUM) BOCbMU CUMBOJIOB B HafeX[e HaiT COOTBETCTBHE.
Ho cywiectByeT okono 90 oto6paxaembix ASCII-CUMBONOB, a 3TO 3HAYWT,
yTo nepe6bpatb npugetcad 90 B BOCbMOW CTENeHW BapUaHTOB — TO €CTb
4,304,672,100,000,000.

Ecnu Bawua malunHa cnoco6Ha BbidncnaTb 10000 Xx3Luen B CeKyHAy, TO
Ha Becb nepebop noHagobutcs 13650 net, a 310, BEPOATHO, A0MbLLE, YEM
BaM X0TeNoch 6bl XAatb. Conb eLLe 60ee YCIOXHAET B3NOM, [ienas HeBO03-
MOXHbIM MPOCTOE CPaBHEHWE CO CMMCKOM X3lleil Ans Haubonee 4acto
ynoTpe6nsembIx Naponei, TaK Y10 B3MNOMLLUMKIA MOTYT NCKaTh COBMAfEHNE
TONbKO C OAAHNM Naponem 3a pas.

Hawu aHanu3 HEMHOr0 HauBeH, MOCKObKY ANHA X3LUa TOXE BAUSET Ha
MHTEPBan NoucKa, HO N0 KpaiiHel Mepe OyabTe YBEPEeHbl — ataku rpy6oit
cunoit (nepe6opom) CAnLWKOM MeLieHHbl. (Bonee rny6oKnii aHanu3 Mox-
HO HaiTn B KHure bproca LUnaingepa «[lpuknagHas kpuntorpagus», 6onee
NOBEPXHOCTHbI — B «LfughpoBon kpernoctn» [1aHa bpayHa). K coxanenuio,
peanbHbIii MHTEPBAN MOMCKA ropasfo MeHbLUe, MOCKONbKY MHOTUe Noam
BbIOMPAIOT A48 NapoAs NPOCTbIe CNOBA MM UMEHA: 16MMOro cynpyra unn
c00aKu, UK, TOro Xyxe, COBCTBEHHOE UMS NONb30BATENS.

MoTpowum Konbacy

porpamMMmbI-B3fIOMLLMKI MAposie aBTOMATU3NPYIOT aTaku, Bblbupas U3
CnoBaps naponib, N3 KOTOPOr0 MONy4aeTcst [aHHbIA X3aw. OHW nonb3ytoT-
¢S MHGopMaunen 13 Ballen 6a3bl AaHHbIX Naponei, u, yBbl, 406MBAOTCA
ycnexa nyratoLle 4acto. Bozbmem, K npumepy, nonynsipHyto ytunuty John
the Ripper [[xoH-TToTpowwuTeNb, — NPUM. pef.].

Bbl MOXeTe ckayatb «[pkoHa» ¢ www.openwall.com. Mepepn 3anyckom
cneiite cogepxumoe /etc/passwd n /ete/shadow B oanH chaiin. 310 genaet
KoMaHfa unshadow (BknoueHHas B naket John the Ripper):

# unshadow /etc/passwd /etc/shadow > passwdcombo

B pesynbTate nony4utes daiin, rae Xawy 6yayT BCTaBNEHbI BO BTOPOE
none cpaina passwd (kak 310 66110 40 U306peTeHus shadow). [Ins BbINON-
HEHUS ONWUCAHHOI KOMaHLb! Bbl AOMKHbI UMETh MPUBUNETNN CYNepnonb3o-
BaTesisl, MOCKOMbKY TONIbKO OH MOXeT yuTath /etc/shadow. Tenepb 3anyc-
Kaiite John. Onuwii KOMaHAHON CTPOKW ANs HACTPOIAKN MOKUCKA XBATaeT, HO
6narogaps pasyMHbIM YCTaHOBKaM Mo ymonyauuo John 6ymet pabotathb,
€CNi eMy NPOCTO yKa3aTb MM MOMyYEHHOr0 BblIlle (haina:

# John passwdcombo

STUKA B3AOMIIIMKCA

John the Ripper —oaHa n3 yTUiuT 4ns OLEHKW Ys3BUMOCTY,
KOTOPbIMU NOMb3YHOTCA U «TEMHbIE», 1 «CBETMbIE». [epBble
NoMb3YHOTCA €10 AN B3710Ma naponeil. Bropble npuMeHsoT
ee 15 06HapYXeHUs CNabblX naponei, noka A0 HUX He
[06panuch Noxve napHu. Tak 410 Ans NopsAAKA HYXXHO 6bl HANKUCATb MPO 0TKA3
OT OTBETCTBEHHOCTW. Bo-nepBbiX, A (kak 1 BCA pemakumns LinuxFormat)
a6CoMOTHO He 0fI06PA0 UCMOMb30BaHNE 3TON YTUAUTbI B KOPBICTHBIX LIENsX.
Bo-BTOpbIX, €CNN Bbl PELUMAM MPUMEHUTL 3Ty YTUAUTY Ha paboTe, CHavana
nony4uTe «[o6po» OT CBOEr0 HajanbHWKa. ECTb peanbHbIA LWaHC, YTO Bac
YBOMAT, €CAN 0BHAPYXKMTCS, YTO Bbl 3amyckaeTe B3MOMLMK Ha paboymx
MalnHax 6e3 paspelleHns, Jaxe ecnn Bbl PYKOBOACTBYETECH 6Gnarimu
HaMepeHnamu.

IIOPOAU

AyTeHTUOUKALINSA C XIIIEeM

Be30IIaCHOCTE CTPOTIOr'O PEXUMA Y/ ¥ts/ORtyme

Monb3o0Batens
yKa3blBaeT naponb BO

BPEMSl YCTaHOBKM

Conb ¥ X3wW 3anoMMHAKOTCA B

Xawu
CpaBHUBAKITCA
ansa
naeHTUthukaymum
nonb3oBarens

Nonb3osatenb BBORUT

Maponb
MD3 thaitne shadow
Xaw ¢
Xaw
MD5
Maponb

He xante, 4TO pesynstatbl NosBATCcA cpasy. [ng TecTupoBaHus £
co3jan [ecATb MOMb30BATENbCKMX YYETHbIX 3anuceil CO ChefylowuMi
naponamu: useripw; secret; terces; secretd2; Secret; ducttape; England;
pit; coat; milewide; sausages [Te camble konbackl, — npum. ped.]. U3 Hux
John wawen secret, terces n Secret B Te4eHNe HECKONbKIUX MUHYT. B Teye-
HUe HO4M OH Hawen England u sausages. MaTb U3 AeCATU, XOTA, KOHEYHO,
HEKOTOPbIE M3 3TUX Naposieil 6bIN HAPOYNTO CNABLIMA.

B Tecte yyactBoBana sepcusi John the Ripper 1.6-4 va Fedora Core 5 ¢
MD5-xawamu. Ecnm yrogHo, HacTpansaetcs John HecKoNbKuMK cnocoba-
MU: MOAK/IOYEHNEM K HEMY Pa3HbIX CMICKOB Naponei; ykazaHuem npasun
0 TpaHcdopmauuy naponei u3 cnucka; yepea daiin John.ini; yepes apry-
MEHTbI KOMaHHOW CTPOKM.

Ycnex nporpamMm-B3N0MLUMKOB Naponel NOACHAET, NoYemy naponn He
XpaHsTcs B /ete/passwd: 3TOT (haiin MOryT YuTaTh BCE NOMAL3OBATENM (OH
4acTO MCMOMb3YeTCa NS MoMcka COOTBETCTBUS MEXAY MOMb30BaTeNeM u
UID), Tak 4TO ecnu Gbl X3LLUN XPaHWIUCL 3[ecChb, Nt060N Nob30BaTENb MOM
6bl Ha4aTb Noa6op naponei. MMepemellerue xaweil B /ete/shadow (koTo-
PbIA MOXKET 4NTaTb TObKO root) 610KMPOBANO 3Ty SIMHUIO aTaku.

Hawun peaynbTarthbl JOMKHBI TAKXe YKPENUTb B BAC CO3HAHWE HEO0OX0aM-
MOCTH BbIGUPATb CUSIbHBIE NAponK. Te, KTO UCMONb3YeT COBa, UMEIOLLEro-
Csl B CNOBape, NpOCTO HapbIBAOTCA HA HeNpuATHOCTU. G ApYroil CTOPOHbI,
ICNONb30BAHNE CAINLLIKOM CROXHOIO /15 3anOMWUHaHWs 1 Habopa napons
TaKXe HebnaropasymHo. (Y 0AHUX MOMX KIIMEHTOB Naposib root 6bi Hakne-
€H Ha TepMuHan).

OmmH M3 cnoco60B COCTABNEHMS XOPOLIEro napons — Bbi6path fga
HECBS3aHHbIX CII0BA U CK/EUTb MX KaKUM-HUOYLb 3HAKOM MyHKTyauuu;
Hanpumep Tak: pico:drip unm tiny-duck. [pyroit cnocob6 — B3fTb Cho-
BO, 3aMEHUTb 4acTb BYKB Ha 3arfaBHble, a 4acTb — Ha UMdpbl: B33rMats
(beermats), alrcr4FT (aircraft).

[lo6utbes TOro, 4TO6bLI BaLIM NONL30BATENM UCMONB30BANU CUMbHBIE
naponn — sonpoc 06y4eHuns. O6bACHUTE, Kak BbIGPATb XOPOLLUMIA Naponb, »
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~€— naponb npy BXOAE

YcTaHoBuTe Naposib
Ha Grub ans
npesoTBpaLLeHNs
A0CTyna Yepes
3arpysKy B OAHO-
N0Mb30BaTENbCKOM
pexumve



Be30IIacHOCTb CTPOroro pexmumda

Ckopast
TIOMOIITL

@

.y

XoTa CUnbHbIE
naponu TpyaHo
3aNOMHUTb, HO
nyyie 6pathb Takue,
4eM CnoBo 13
CnoBaps unm ums
NOOUMOiA.

IMepexsar npoecca 3arpy3ku Grub Tpeoyet un4eckoro A0CTyna K MaLlnHe, i
€CNN 3TOT JOCTYN €CTb, TO €CTb W CNOCOOLI 06X04a Napons. Hanpumep, kHonka
Reset Ballero KoMnbrOTEPa 3acnyxnBaeT GUpkM «[ns root-goctyna Haxumarb
31eck». BosbmuTe LiveCD ¢ aucka K Hallemy XypHary 1 3arpy3uTech C Hero, fia Aaxe

ATaky GMU3MIEeCKOro AOCTYIIA

)) 1 perynapHo 3anyckante B3NOMLUNK,
BbISBNIAS TeX, KTO He CryLlaeT COBe-
T0B. ECnn Bbl X0TWTE aBTOMATM3NPO-
BaTb NPUHYAUTENbHBLIA BbIGOP CUMbHBIX
naponen, paccMOTpUTE Kak BapuaHT
ycTtaHosky mogyns PAM pam_passwdgc.
9TOMY MOAYNK0 MOXHO MOPYYnTb yCTa-
HOBKY naponed, a 3a0fHO HAcTPOMTb
€ro Ha NpoBEpKy naponeii no AnuHe
1 CMELUMBAEMOCTI CUMBOSIOB (BEpPXHe-
FO/HWXKHEr0 perucrpa, uugp u apyrux
3HakoB). Mopaynb [LOCTYNeH Ha Www.
openwall.com.

Yctanoska napons Grub

B3nom napons — He efWHCTBEHHbIN CNOCO6 MPOHWKHYTbL B Linux-cucte-
My. BONbLIMHCTBO CUCTEM B Ka4eCTBE 3arpy3ynka Ucnonbaywt Grub. Grub
[0CTaTO4HO MMOOK B HACTPOIAKE M BKITIOYAET OMLMM BMELLaTeNbCTBA B MPO-
LiecC 3arpy3ku N pedakTUpoBaHUS KOMaHA 3arpy3kn (unu gaxe pobasne-
HWA HOBbIX KOMAHA).

Grub ymeeT nepeaaBatb aprymeHTbl aapy Linux, n 0guH 0c060 MHTe-
PECHbIN TPIOK 3aKnto4aeTcs B 4o6aBneHun aprymeHTa init=/bin/sh B koHey
KOMaHAbI 3arpy3ku aapa. ATOT apryMeHT CKaXeT fpy, YTO BMECTO KOMaH-
bl init HyXHO 3anycTuTs /bin/sh, 1 Bbl NoNy4uUTE NOMHBIA JOCTYN K CUCTEME
6e3 BBOZA Mapons Cynepnonb30BaTens.

Ataku Takoro poAa MOXHO NpefoTBPATUTh, YCTAHOBNB Naponb Ha Grub.
Toraa NHTepakTUBHbIE ONUWN Grub He BKAKOYATCA 40 TeX Nop, noka He 6yaet
BBE/EH BePHbIi Naposb. [1aponb HYXKEH He Ha 3arpy3Ky COrMacHo UMeroLLe-
Mycs haiiny KoHdurypauum Grub, a Ha peAaKTUPOBAHIUE W NHTEPAKTUBHBINA
BBOJ, KOMaHJ.

Mapons ans Grub yctaHoBuTb nerko. OTkpoiiTe haiin /boot/Grub/menu.
Ist n fo6asbTe B rno6anbHble HACTPONKK (B Ha4ane daiina) CTPoKy BpoAe
aTon:
password --md5 $1$H06141$PTIpTGW7fNKsplugd1Mdk.

Mbl onaTb Bugum MD5-X3w (BMecTe C CONb), KOTOPbIA Mbl Yxe
BCTpeyanu paHee. ECTb HeCKONMbKO CNoco60B ero reHepauuu. Bo-nepsbix,
MOXHO NPOCTO CKOMMPOBATh X3LU CYLLECTBYIOLLEN Y4ETHOI 3anucy u3 caii-
na /etc/shadow. EcTecTBeHHo, TOT, AN KOTOPOro Bbl 3HAeTe naposib. Bo-
BTOPbIX, MOXHO 3anyCTuTb Grub U3 KOMaHAHOW CTPOKM W BBECTU KOMaH-
ay mdbcrypt. Nporpamma nonpocuT BaC BBECTW Napofib W BbIBEAET X3LL.
[lwanor BbIrsAUT Tak:

# Grub
GNU Grub version 0.95 (640K lower / 3072K upper memory)
Grub> md5crypt
Password; ******x**
Encrypted: $1$H06141$PTIpTGW7fNKsplugd1Mdk.
Grub> quit
(Temepb MOXHO BCTaBUTb 3TOT X3l B /boot/Grub/menu.Ist)

Ecnu BbI Tenepb 3arpyaute MalluHy, UMes 3Ty CTPOKY B haine KOH(pK-
rypauun Grub, To cmoxeTe Tonbko Bbi6upath OC 13 npefonpeseneHHbIX B
menu.Ist, KnaBuwamm «BBepx» 1 «BHU3», a AN APYrux AeicTBuil NpuaeTcs
HaXaTb P ¥ BBECTW Napofib.

B MynbTn3arpy304Hoii CMCTEME MOXHO TakXe 3ab6n0KMpOBaTb OMpe-

6.0

’--ﬂ-"“‘
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MpOCTO BbIGEPUTE CracaTenbHbIi (rescue) Pexmm 3arpy3ku WwratHoid OC co CTaHAAPTHOrO HOCUTENS — 1 B
M06OM 13 3TUX CrlyYaes y Bac GyaeT NONHbIA JOCTYN KO BCEi (DaiANIoBOM CUCTEME. B KOHLIE KOHLIOB, CIN 1
370 He Y[janoch, BCErIa MOXHO B3SITb OTBEPTKY U YHECTM XKECTKMIA UCK B KapMaHe.
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JeNeHHble MYHKTbI MEHK, W JOCTYN K HWAM MOmy4aT TONMbKO 3HawoLiue
naponb, NpUYeM Mapofib Y KaXKAOr0o MyHKTa MOXeT ObiTb CBOMM. [
3TOr0 03HAKOMbLTECH C PYKOBOACTBOM MO Grub, [OCTYMHOM Ha wWww.gnu.
rg/software/Grub/manual.

KoHTponb pgocryna

He comHeBaiocbh: Bbl Yk 3HaeTe, 4To B Linux ecTb cneumanbHas yyeTHas
3annch, Ha3biBaemas cynepnonbaosarenem. O6LienpuHATOe UMS ANs 3TON
3anucy — root, 0iHaKO K04eBON MOMEHT — YINCIIOBOI NO/b30BATENbCKMUI
naeHtucpukarop, UID: ans root oH paseH Hynt. Ecnu Bbl BOLWAN B CUCTE-
My Kak root, cunTaiiTe BCe NpOBEPKM NPOAEHHbIMY, @ BCE Npasa A0CTyna
BaLLMMU — Bbl BCeMOryLu. Kak Mofienb 6e30MacHOCTH, NOHATUE root Bbi3bl-
BaeT NPMMUTUBHOE YYBCTBO BCE-UNN-HNYErO.

K npumepy, ecnu Bbl X0TUTE MO3BONANTb KOMY-HWUOYAb MOACTPanBaTh
CUCTEMHbIE Yachbl, AaiiTe emy naponb root, KOTOpbIA NO3BOAMT EMY BNE3Tb
B CEKpeTbl CBOEro HadanbHUKa. C TouKM 3peHunsd pOJ'IeBOI7I CUCTEMbI, MO
KOHTPOMIO [0CTYyna posieit TONbKO ABE: CMepTHbIA 4YenoBek u bor. [ns
NOTEHUMANbLHOTO B3MOMLUMKA MOMy4eHue Mapons root Ha Balleil cucTe-
me — abcontoTHas nobeaa.

KomaHpa sudo no3BonsieT CUCTEMHbIM afMUHWUCTpATOpam pacnpe-
[enaTb OTBETCTBEHHOCTb MeXAy nonb3osatensamu 6onee rubko. Sudo
KOHTPONMPYeTCs KOH(UrypaunoHHeim caiinom /etc/sudoers. lMbiTasch
NPON3BECTN BMEYATNIEHNE HA XOPOLUEHbKYIO [EBYLLKY HAa BEYEpUHKE,
MOy CKas3aTb 4TO-TO Bpofe «Sudo MpefoCcTaBnseT KOHTPONMpyemoe
MOBbILIEHNE NPUBMAErA» (MHE HUKOrAa He YAaBanocb CTaTb AYLUOWA
BeyepuHkm). inn, roBops npoLle, OH NO3BOAET yKa3aTb, KOMYy 4TO pas-
peLuaeTcs genatb.

OCBOEHNE SUdO B 3HAYUTENbBHON CTEMEHN 03HAYaeT OCBOEHME CUHTaK-
cuca cpaiina /etc/sudoers. K coxaneHuo, AoKymeHtauus ans sudoers
ONMUCHIBAET CHMHTAKCUC (haiina C MCMONb30BaHMEM PACLUMPEHHON (hOpPMbI
bakyca-Haypa, HoTaummn ans hopmManbHOro ONUCaHUs rpaMMaTK: eCi Bbl
He TaK [aBHO MONyYNsM Y4EHYK CTeneHb N0 KOMMbIOTEPHbIM HayKaMm, BCe
OyfeT OTAMYHO, B MPOTUBHOM Cry4ae — 0CTaBbTe Hafexay. TemM He MeHee,
HECKOMbKO NPUMEPOB NPOACHAT CUTYaLMIO.

B kayecTBe NpoCTOro NpuMepa JOMyCTUM, YTO 5§ XO4Y Pa3peLunThb Nosb-
30BaTento harry n3MeHATb CUCTEMHOE BPEMS 1 iaTy 13 KOMAH[HOM CTPOKM,
1cnonb3ys Komaxny dafe. Komanza date no3sonser no6omy nonb3osarte-
110, 3anyCTUBLUMM ee 6e3 apryMeHTOB, Y3HaTb TeKyLLee BpeMS 1 fary:
$ date
Thu Sep 15 07:56:52 BST 2006

A BOT €CNW Bbl MOMbITAETECH M3MEHUTL BPEMS U AaTy, He Byay4u root,
3T0 BaM He yaacTcs:
$ date 09150755
date: cannot set date: Operation not permitted
Thu Sep 15 07:55:00 BST 2006

Y106b!I harry Mor n3meHsTb AaTy 1 Bpems, Bbl AOKHbI COOBLLUMTL Sudo,
4TO Ha 3anycK date y Hero ecTb npasa root. [1ns 3T0ro nomecTuTe Takyo
cTpoky B /ete/sudoers:
harry snowhite=(root) /bin/date

B TepmuHOnornyM sudo 3To HasbliBaeTCcA cneuudukaleid npuBmuiernii.
[laBaiiTe paccMOTPUM KaXXA0e nose:
harry [lepBoe mone — y4eTHas 3anucb, KOTOPOWA Mbl JaeM 0CO6ble
npusunernn.

BTopoe none — UMS MalMHbI, K KOTOPOiA UMEKT OTHOLLEHUS
3TV NpuBUnerun. YkasaHne KOHKPETHOrO UMEHW NO3BONAT BaM
JepxaTtb AaHHble Sudoers Ha Lienyl KoropTy MalivH B OfHOM
haiine (4epe3 NFS, Hanpumep), 1 HacTpoika 6YAeT y Kaxaoi
€BOfAI. HacTo B 3TOM Nnose MOXHO BUAeTb ALL.

372 3anm1ch YKa3blBAET N0/b30BATENsl, Ybl NpaBa UCMOMb3YHTCA
ANS 3anycka KOMaHg,.

MocneaHee none — UMst KOMaH/bl, KOTOPYIO MOXET 3amyckaTb
nonb3oBatenb. [ONHbIA NYTh yKa3biBaTh 06513aTENbHO.

[nq pepaktuposanus aiina sudoers Bbl A0MKHbI 6bITb root 1 ncnonb-
30BaTb NPV 3TOM KOMaHZy Visudo (a He 06bl4HbIN pefakTop). Haw apyr
visudo 3a6nokupyeT haiin 0T OAHOBPEMEHHbIX 06HOBMEHMIA N NPOBEPUT
€r0 CUHTaKCUC Nepef; COXPaHEHNEM.

snowhite

=(root)

/hin/date



Be30IIacHOCTb CTPOroro pexmumda

C 3Toif CTPOKOIA B Sudoers harry MOXeT MeHSITb Bpems 1 AaTy Tak:
$ sudo date 09150755

. \m
VY harry cnpocsT naponb. HekoTopble AMCTPUBYTUBLI Linux BKMKOHAIOT B Ele View Qstions Exres
/ete/sudoers CTpOKY BpOAe 3TON: DEa Exl aarch [—ﬂ@[‘i- _|
Defaults targetpw E “akey TVale
Mpn Hanu4um 3TOiA CTPOKW harry JomKeH OyneT BBOAWUTH HE CBOW "s"i‘:m jj:;":“"“; mawndes:
naponb, a Maponib TOr0 Moib30BaTens, OT NMLA KOTOPOro 3amyckaetcs Lw‘a?!is RL tpaww amazon co.uk
KomaHza (06bI4HO root). Bbl OMKHbI yAAnuTL 3Ty CTPOKY 13 sudoers, 4T1o- e
mal
6bl NONb30BATENb BBOAWN CBOW Napofb, a He root’a. ViHade 6yaet notepaHa ||k [ L¥F site
BCA TMOKOCTb PONEBOI CUCTEMbI. Bbl TAKXE [OMKHbI YAANUTL TaKylo CTPO- 5 R Senaraten Pessors
N e Lgngih: Allowed characters:
Ky, €ClM Y BaC OHa HalaeTcs: Generl  [; 3 e zosaw
ALL ALL=(ALL) ALL I Use external application far generation:
Korga harry Bocnonb3yetcst sudo 1 BBEET Naponb, SUAO Ha Kakoe- [
TO BPEMS MO3BOAMT €My BbINOMHATL KOMaHAbl 6e3 nmposepkn napons. Mo i Passward chacker
YMOMYaHUIO 3TOT NPOMEXYTOK BPEMEHY PaBEeH NATU MUHYTAM; Bbl MOXETe | A R P P

I
8ro U3MeHWUTb, 106aBUB B SUAOEI'S TaKYH CTPOKY: i

Defaults timestamp_timeout=0 Key : Doy e (oRent o Sexterd poce
Hynesoe 3HaueHue O3Ha4aeT, 4T0 Sudo OymeT CcnpawwuBatb napoib Value ' Jusishareisct
BCeraa. —————— Presentation Su'tdlc‘liuwyl

Ponesas urpa

[asaiite paccmoTpum apyrue ocobeHHocTn sudoers. Kniodesoe ¢noso ALL
1CNONb3yeTcs B HEKOTOPbIX MecTax haina. Hanpumep:

isaac ALL=(ALL) ALL

972 CTpOKa roBOPUT 0 TOM, YTO MOMbL30BATENb iSAAC MOXET 3anycKaTb
N6y nporpamMmy 0T nnua nto6oro nonb3oBateNia Ha JO60N MalLnHe
(KOHE4HO, ecnu OH yKaXKeT CBOI Mapofib WAN Napofib COOTBETCTBYHOLLErO
NONb30BATENSA HA HYXHOI MALLVHE).

Bbl TakXe MOXeTe onpefenaTb NcesfoHUMbI (alias). [lceBaoHNMbI — 3T0 Bbl moxete paccmatpusatb USERMGMT kak ponb (XOTS B JOKYMeH-
NpOCTO MMEHOBAHHbIE CUCKM NOMb30BATENElA, MALUMH UK KOMaHA. Camn  Tauuu K Sudo 3TOT TePMUH He MCMOMb3YeTcs), ONpefensiollyto KOMaHabI,
no ce6e NCEeBAOHNMbI HUYErO He [ENaloT, 3aT0 OHN 06NEryaloT HanucaHne  KOTOpPbIE UFPAKOLLUA 3Ty POfb MOXKET BbIMOMHUT.

NPUBUIErNA ANS MHOXXECTBA NoNb3oBatesiei. [okaxy Bam Ha npumepe. MoxHO onpegenaTb NCeBAOHWMbI NONIb30BATENEN (MMS NEPeYHs Nosb-

MycTb BbI XOTUTE AaTb OMPELENeHHOMY NOMb30BATENI0 NPaBa Ha ynpas-  30BaTenei) 1 NPUCBOUTb UM POMU:
fIeHNe NOMb30BaTENbCKUMM Y4eTHbIMM 3anucamu. [ns atoro ectb mMHo-  User_Alias ADMINS tom,joe,sue
XKECTBO YTUNUT — useradd, groupadd v 7.4. B sudoers bl moxeTe onpege-  ADMINS ALL=(root) USERMGMT

) QPaMaT (xvsert Ha hitp://qpamatberlios.de) - yno6Has yTunuta nopnepxk1 naponei Ha 6ase Of,
No3BOJIAHOLLAA YNPABNATb BCEMW NAPONAMM Kak 6bl U3 OHOMO LiEHTpa.

NUTb KOMaHHbIA nceBoHuM (Hasosem ero USERMGMT): Takum cnoco6om Mbl 06bSBUAK, YTO tom, joe 1 Sue MOryT Urpatb posib
Cmnd_Alias USERMGMT=/usr/sbin/useradd,/usr/sbin/usermod,\ USERMGMT.
/usr/shin/groupadd,/usr/shin/groupmod,\ Tak >Ke MOXHO ONPeAenuTb 1 CANCOK MalLMH, NCNOoNb3ys AuanasoH IP-
/usr/sbin/userdel,/usr/shin/groupdel a[IpecoB UM MEeHa XOCTOB:

O6partuTe BHUMAHME HA CUMBOA \, 03HAYaLOLLMIA, 4TO cTpoka nmeeT npo-  Host_Alias LOCALNET 192.168.0.0/255.255.255.0
nomkeHne. Onpeenus NceBaoHNUM, Mbl MOXEM AaTb NOMb30BaTENH0 isaac Host_Alias TRUSTEES snowhite,happy,sneezy
BO3MOXHOCTb 3anyckaTtb N6y U3 3TUX NPOrpamMm Takum 06pasom: Tenepb Mbl MOXEM AaTb OMPeAENeHHbIM NONb30BATENAM NPUBUNErAN
isaac ALL=(root) USERMGMT TONbKO Ha OMPEefesieHHbIX MaLlNHAX:
ADMINS TRUSTEES=(root) USERMGMT
Y70 X, Ha CErofHsa XBaTuT. Bbl y3HaM 0 TOM, Kak paboTaeT MexaHu3m
Si Iy"!"s 3 4 naponeii B Linux, u, Hagelocb, A0 BaC AOLLO0, NOYeMy HEOOXOLMMO NPULY-
mp » MbIBaTb CWJbHbIE NAPONK. Bbl yBUAEGNM, KAK MOXHO 3aLLUTUTLCS OT TPUBU-
m;ﬁ:m‘:ﬁﬁmrx“#:“” anbHOIN aTakn ¢ PU3MYECKIAM JOCTYNOM, YCTAHOBUB Naponb Ha Grub. Bbl
& User-friendly a Firefox1.5.0 y3Hanu, kak u36exarb pasfayn napons root KoMy nonano u UCNONL30BaTh
‘mnﬁgmm AKDE3.4.3 sudo pns Toro, 4T06bI NO3BONNTL ONPEAENeHHbIM MOMb30BaTeNaM 3anyc-
without hassle KaTb OnpejeNeHHble NPOrpamMMbl C OrpaHnYeHHbIMI NpuBMaeruaMi. Es
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) Hawm Live-gucTpubyTuBbl Ha BUf 6€300MAHbI, HO NPU hN3UYECKOM NpUBMET A,
[0CTyNe K BalIEN MaLMHE KTO YrOAHO MOXET NONYYUTb YEPe3 HUX ucnonbayie sudo.

npueunerum root.

Yepes mecay Mbl NOOTKN0YAEM HEHYXXHbIE CIYXObI 1 3aKPYTUM Fankn npas Ha paboTy ¢ dhaniamu.
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