HacTosiasa 6e3ornacHocTbh Kak BOCIIOAB30BATHCS
YMHBIMM YVTUAUTAMMU Linux ¥ 3AIIMTHUTD BALLLY
MOLIMHY.

BER PO CIEH O

YACTb 2: JlnwiHmne cepBuchl B BaLen maLlHe MoryT paboTaTtb Ha Bpara.
L-p Kpuc bpayH nLLeT ux 1 0TCTPENUBAET, OTIOHAS 3/10YMbILLNEHHNKOB.

!

Hai
9KCIIepT

I-p Kpuc bpayu
HE3aBUCUMbIN
MHCTPYKTOP No Linux,
IMeET CTeneHb
[IOKTOpA HayK Nno
(hu3nKe anemMeHTapHbIX
yacTuy,
CepTUULMPOBAHHBIA
cneunanuct Novell n
Red Hat. HegasHo
Hanucan knury o SUSE
g U3paTenbCcTBa
O'Reilly.

HOBA 3[PaBCTBYITE, N JOOPO MOXanoBaTb Ha BTOPOI YPOK MO

6e3onacHocTu Linux. B npowwnom mecsue Mbl 06Cy»Xaanu BaxxHble

BELLW, KacaloLmecs naponei, u s nokasan Bam, Kak 3aLuTuTbCs
0T HEKOTOPbIX 3KCMNOATOB 3Tana 3arpy3ku, AalLLux npusunerun root. 4
TaKXe 06bACHUI, KaK NCNONb30BaTh SUAO AN KOHTPONS Haf NOBbILIEHUEM
NPUBWUIETNA NONb30BATENEN, He pasrnalias agMUHUCTPATOPCKUIA Naposib.
B 3TOM MecsLe Mbl Hay4UMCs OTKMHO4aTb B CUCTEME HEHYXHbIE CEpBMUCHI,
YXecTo4um npaea Aoctyna K cba|7u1a|v| 1 NO3HAKOMUMCA C HEKOTOPbIMU
MHCTPYMEHTaMu, BKoYas Bastille, KOTOpble NOMOryT Ham B 3TOM.

B Hepanekom npownom, ycraHasnueas Unix-cuctemy, f 06Hapy-
XWUBAN, YTO NPAKTUYECKM KaX[blii CETEBOW CEPBUC MO YMOMYaHWKO Obin
3anyueH. Telnet, FTP u rlogin? [a, Bce BkntoyeHbl. NFS n NIS? PabotatoT.
3anyckanucb faxe Takue TpuBmanbHble cepsuckl, kak Chargen, ECHO u
Daytime. Unix-cuctema kak 6bl rosopuna: «CmMOTpUTE, Kak MHOrO CepBi-
COB, pa3se 370 He 340p0oB0?>» KoHeyHo, VIHTepHET B TO Bpems 6bin NoCno-
KoWHee, NpsMo-Taki Xo661UTOH B KnbepnpocTpaHcTee. Geitvac ato ckopee
none 6uTBbI, 60nbLLe NOX0Xee Ha Mopaop — B peaynbrate B yCTaHOBKax
Linux-cuctemM no yMOMYaHWIO He BKITHOYEHbl HUKAKME CETeBble CEpBMUCHI,
Kpome sshd. 3To npumep COBMIOLEHNS BXKHOrO NPUHLMNA: He 3anyckanTe
CEpBUCHI, KOTOPbIE BAM HE HYXHb.

YacTte 1: [IpoCMOTP 3AIYILIEHHBIX CEPBUCOB

Camblil HeNoCpeaCTBEHHbIA CNOCO6 NPOBEPUTL, KakKWe CepBuChl 3amylue-
Hbl HA Ballen MaLlMHe — 3anpoc OTKPbITbIX TCP 1 UDP-nopToB, KOTOPbIA
MOXHO CAenatb komanzow Isof -i. Ha pue.1 nokasaH npumep BbiBOAA
9TOI KOMaH[bl, BbINOJIHEHHON HA MOEM HOYTOYKE; AOMKEH NPU3HATLCS,
He 04YeHb B Kypce, YTO UMEHHO Tam noHanucaHo. Hy, portmap — ato RPC-
NIEMOH, Heobxoaumbli ans pa6oTbl ciyx6am NFS n NIS, a master — areHt
[0CTaBKW NoYThI postfix, a cupsd — 4T0-TO HacyeT neyatu. Ho 3a4em 3aechb
Kakme-To npoueccel http2 (Apache)?

Vragatb Ha3Ha4YeHNe BCeX 3TUX TAMHCTBEHHbIX AEMOHOB — 3ajia4a He 13
nerkux. [poBepbTe, €CTb NN Man-CTpaHMLa ANs cepBuca Unu nocMoTpuTe
1epapxuio 3anyLUeHHbIX MpoLeccoB. Hanpumep, pstree nokasbisaet, 4To hp
1 hpijs Ha pue. 1 — NOTOMKM cupsd, 1, 3HA4YUT, UMEIOT OTHOLLEHWE K neyaTu.
BoT cooTBETCTBYIOLMIA (DPArMEHT BbIBOAA:
¢ pstres | head
init—r—=acpid

'—CI"O!’!
—cupsd ——foomatic-rip foomatic-r ip —g—Ffoomal ic-r ip
| | ]

gs —1—hpijs
L sh—cat

Bpen oT paboTbl HEHYXXHbIX CEPBUCOB HEBEMMUK, 0AHAKO TEOPETUYECKU
X MOXHO MCMONb30BaTh Kak Naseiky B Balleii cucteme. Owmbka Tvna

nepenonHeHus 6ydepa cnocobHa NOMOYL BPEAUTENIO 3acTaBUTL CepBep
BbINONHATL NPOU3BOMLHLIA KOL. Takue ataku LOBObHO 4acTbl U, KaK HY
nevasibHO, NOYTK TaK XK€ 4acTO yCneLUHbI.

T ChreEmal fete xneta d . Shall - Roneale =
Session Edit View Bookmarks Settings Help

mall: & Isof -1 -
CORAAND PID s TYPE DEVICE SIZE HODE HAME
Ful 10476 TCF localhost:filenct-rpe (LISTEND

2
2

hp fod 1793 root
b b 4793 ront
npind 4 oot
npina 47 oot
dhcped G002 oot
i

IPud 10481 TP Losca Dot 14§ Tewet - rpe—3 boa Lt 49171 (ESTARL1SHED)
TCF Inealhozt: 0 lenet-rpe- loca lhast (49174 (ESTANLISHED)
TCF localhost: 1 lenet-rpo—> loca Lhast (49170 (ESTANL ISHED)
UDP «=hootpe

UDF =i filenct-tas

TPud 18975 UDP =l

UDF = :zunepe

TP w:imunrpe (LISTER)

TCP =:cntp (LISTEN)

TCF localhost:filenct-mch (LISTEND

1Pt 12504 TCP localhost 49171 > lecalhost f i lenct -rpc (ESTABLISHER)
TCF Inealhozt:ff lenet-peh-3 loea |haat (439163 (ESTANLISHED)
TP 1nca1host (607 19> oa lhost: ipp CESTABL ISIED)

TCP localhost :60720->localhost : Lpp (CLOSE_WAITY

TCF localhout i lenet-nch->loca lhost (43167 (ESTABLISHED)

£
S
g
o
&

T
£
g
g

1Pt 13642 UDF =z 1063

i
2
EHTY AT PRI E RSN RN EYE
4
E
§

rpe . nouwt SIS ront. Pt 13845 TCF =:1004 (LISTEN)
s bl e root. vt s TCP =issh (LISTEM)
cupsd GO lp vt 15016 TCP == lpp (LISTEH)
cupsd BOB4 1p IFot 15117 LDP = ipp
s BB Ip Pl 15129 TCP losalhost: bpp-2localhost ;66749 (ESTABLISHED)
£ TCF Ioealhoet (491743 Inea Theet 101 lenet-rpe (ESTAHLISHED)

np [T p Pud 15IES TCP Loca | hast (431633 Inca s enet-nch (ESTAILISHED)
hpl Js G240 Ip 18 I[Pt 15160 TCP localhost :4917->localhost : £l lenct-rpc (ESTANLISHER)

thp i ju G240 Ip  1lu IPedt 15179 TCF localhout (43167->1oca Thost 2 £ i lenet-nch (ESTABLISHED)
hcd 6366 chriz 13 IPvl 15682 TCF localhost 37435 (LISTEM)

MUtpdZopr B3 rool S [Pl PHVSE TOF wihibp (LISTEN)

Mtpdz-pr D0 wuran e (Pt 20753 TCF wihttp (LISTER)

httpdZ-pr B39 waerun Ju IPed 26753 TCP =:http (LISTEN)

hitpdZ-pr BIFT warun 3u  IPvd 26753 TCF =:hitp (LISTEN)

LtpdE-pr G100 wnarun 3u IPvi 26753 TCF =:hitp (LISTEW)}

Lpd2-pr BAD] werun G Dol 2673 TCP =:http (LISTEN) -
mail:" n =
| | ®@Shell |

) Puc. 1 MpoBepka OTKPbITbIX NOPTOB HA MOEM HOYTOYKE € NOMOLYbID
Isof.

Mecsu Hasag Mbl ykpennanu naponu u npasa Aoctyna ¢ nomowlbto John The Ripper
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OrpdHUYUTH B
ob6CAYKUBAHUU!

Hanpumep, 13-3a ysi3BuMOCTM N0 nepenosiHeHnto 6ydepa B ProFTPd-
cepBepe MOXHO Obl0 3axBaTWUTb root-npuBMAErM, CKaynBas 0COOLIM
06pa3om cocTasneHHble haiinbl B ASCII-pexume. Y93BUMOCTb Obina Hai-
nieHa B ceHTabpe 2003 rofa v JaBHO WCMPaBieHa; 0HAKO AbIpbl MOCTO-
fIHHO 06HapyxuBatoTcs B Skype, Adobe Reader, sppe Linux n ppyrux
KOMMOHEHTaXx.

OTKMIOYMB HEHY)XXHbIE CEPBUCHI, Bbl 3HAYUTENbHO CHWU3WUTE BEPOSAT-
HOCTb ycnexa nofobHbIX atak. CoobiectBo Open Source 04eHb 6bICTPO

YCTPAHSAET HaifleHHble YA3BUMOCTM, HO 3TO BaM MOMOXET, TONMbKO ecnu
Bbl YCTAHOBUTE WCMpPaBNEHHYI0 Bepcuto. PakTnyeckn, abCconoTHOe 60Mb-
LUMHCTBO aTaK NPOUCXOANT Ha Te KOMMOHEHTbI, NS KOTOPbIX 3aMaTKK YXKe
[OCTYMHbI; TeM YMHee Oy[eT noAnucaTbCs Ha pacchbliku no 06HOBIEHUSM
6e30MacHOCTM Ballero AucTpuéytusa, Hanpumep, Up2date ot Red Hat, n
PerynsipHo ux npumeHsTb. M0A «perynipHo» f MOHUMAI0 He Kax[ble TPy
MecALa (faxe TPU JHA MOTYT 0Ka3aTbCA POKOBbIMU). ATAKYIOLLME HE CTaHYT
N0XNAaTbCA BaLLEro 04epeHoOro exxekBapTanbHOro 06HOBNIEHUS.

YacTe 2: OTKAIOUYEHMEe HEHYXKHBIX CEPBUCOB

A Kak nx oTknounTb? B Fedora unu Red Hat Linux Bbl MOXeTe 0CTaHOBUTb
cepsuc httpd Tak:
service httpd stop

B SUSE 3kBMBaneHTHOW KoMaHaoM GyneT
service apache2 stop

9T0 BCEro NMLb OCTAHOBUT CEPBUC «3[ECb W Ceii4ac», a Ha CaMoM
[iene HY)XHO NPeAoTBPATUTb €ro 3anyck BO BPeMs 3arpy3kn CUCTEMbI. Bbl
MOXeTe cfenatb 370 nporpammoii chkconfig. Hanpumep, 4T06bl OTKMKO-
YuTb aBTOMATU4ecknid 3anyck Fedora munn Red Hat, BbinonHuTe cneayto-
LLYI0 KOMaHAy:
chkconfig --del httpd

B SUSE Takoi komaHgoii 6ygeT:
chkconfig --del apache2

Chkconfig ynpaBnseT CNOXHbIM HABOPOM CUMBOSIMYECKMX CChINOK ANS
3arpy3ku CepBMCOB Ha PasnnyHbIX YPOBHAX 3anycka (runlevel). KomaHaa
chkconfig --list
MOKaXKeT BaM CTaTyC BCEX CEPBICOB, yNpaBnseMblx NOA06HbIM 06pa3om, a
TaKXKe BbIBEJET X YPOBEHb 3amycka.

OTKNKOYEHNE HEHYXKHBIX CEPBUCOB — 3TO OAMH U3 CNOCOBOB OrpasnTh
BaLll YePHbIN XOA OT MOXIUX NapHeit. A nyyie BOO6LLE YAANUTL HEHYXKHbIE
CEpPBUCHI: HET MPOrPamMMbl — HET NPOG6/eMbl, [aXe ecnu KT0-TO BCe-Taku
NPOHUK B Bally cuctemy. He HyxeH Bam, Hanpumep, MHCTPYMEeHTapuil pas-
pa6ot4uka (komnunsTop G 1 T.4.), TaK 1 He YCTaHABNMBAIATE ero: rMAAuLLb,
PYTKMT B BalLeil CUCTEME W He CKoMnuamupyeTcs. Ecnn Bbl HacTpamBaeTe
CeTeBOI Cepeep, He3ayeM yCTaHaBnmBatb X-cepeep U rpadmyeckoe pabo-
4ee OKPYXEHWe; 1 T.4.

MeHblue - nyywe

Ha moeii TecToBoi Fedora Core 5, korfa s 3anyckato rpacdhuyecknii pabounii
CTOJ 1 BXOXY B CUCTEMY, BKasbiBaeT e 6osee 20 [OMOSHUTENbHbIX NPo-
L|eccoB. HekoTOpbIe M3 HUX 3anyLLeHbl OT MMEHN root. 3Hat Nn 5, 4TO OHK
nenatT? Het. 3Hat0 nn 51, 4T0 UM MOXKHO A0BepATb? HeT. [Jaxe ecnn pabo-
Ta KOXXA0r0 U3 HUX B OTAENbHOCTY 6e30MacHa, MOry nn i 6biTb YBEPEH, YTO
X KOMOUHaLMS He co3aaeT N0604HbIX 3DeKToB? HeT. /I HUKTO He MOXeET.
CMbICn NPOCT: YeM MeHbLLE CEPBIUCOB YCTAHOBMEHO 1 3anyLLEHO, TeM MeHb-
LUE LUAHCHI 3/10YMbILLIEHHMKA HA 06HAPYXXEHNE YA3BUMOCTM.

OrpaumnyeHne HA BXOA B CUCTEMY OT MMEHMU root

B npownom mecsue mMbl 06CyauAM OMAcHOCTW BXOAA B CUCTEMY OT UMEHW
Ccynepnonb30BaTens u Npu3Bany K MCNoNb30BaHNI0 KOMaHAbI SU ANS NonyYe-
HWs npas root TONbKO NPU HEOBXOAUMOCTU. Bbl MOXeTe NOATW Aanblue 1
chenatb HeBO3MOXXHbIM BXOJ, B CUCTEMY Cynepnosib30BaTesisi, 0CTaBUB ANH-
CTBEHHbIM CNOCO6OM MOMYYeHUs root-npuBMAernii Komanay Su. 310 nerko
caenatb Ang nporpammbl login: Linux gonyckaer ceccun root TOnbKO B Tep-
MUHanax, nepeyncnexHbix B /etc/security. Ecnm atoT chaitn nycT, 3aiTh Kak
root u3 TepmMuHana 6yneT HeBO3MOXHO. (Byabte ocTOpoXHbI! Ecnn caiin
yAanuTb, TO BOITW B CUCTEMY Kak root Bbl CMOXETE OTOBCOAY).
OtkntoyeHne Bxoga moa root B KDE u Gnome HEMHOXKO CROXHee.
06bI4HO B KOHCHMrypaLMoHHOM dhaiine ecTb napameTp Bpoge AllowRootLogin
unn AllowRoot, KOTOpbI JOMKEH ObiTb YCTAHOBNEH B 3Ha4eHue false, HO
HaNTW ero Henerko [MpoLlie BOCMOMb30BaTbCA rpadpuyeckummn yTuautamn
HacTpoiiku KDM/GDM, — npum. pes.]. O4eBUAHOE NPenMyLLECTBO — NPeao-
TBPALLEHME BX0Ja HAaNpsMYto Kak cynepnonb3osatens. [lpyroe npeumyLLec-
TBO MCMONIb30BAHNS SU — SU OCTaBNsieT 3anucy B /var/log/messages unn

/var/log/secure, Tak 4TO Bbl CMOXETE BbIACHUTb, KTO YTO Aenan oT nuua
root n Korga.

Bbl Takxe moxeTe OrpaHn4nTb UCMNONIb30BAHNE SU ONpeaeneHHbIMIN rpyn-
namu. Tpynnbl wheel n root 06bI4HO Ans 3TOTO U UCNONL3YIOTCA, OHAKO Bbl
MOXeTe OnpeaennTb Nto6yto rpynny:
chgrp wheel /bin/su
chmod 4550 /bin/su

KoM6uHMpOBaHMe 3TUX METOA0B NPUBOANT K MHTEPECHON cuTyauuu. Jaxe
€CIN KTO-HNOYAb MOACNYLLAET NAP0Sb B KAPETEPUM, OH HE CMOXKET NONY4UTh
npaBa Cynepnosb3oBartesisi, N0TOMY YTO HaNpsIMY'O 0T root 3aX0ANUTb B CUCTe-
My Henb38, 1 Yepes Su Nosy4uTb Npasa TOXe He yAACTCA, NoKa Nob30BaTenb
He B HY)XXHOI rpynne.

Ecnu Bbl pelunTe NpuMeHsTb 3TN NpueMbl, y6eauTech, 4To A06aBunu XoTs
6bl 0AHOro nonb3osatens B rpynny wheel. iHave Bbl Camn He CMOXeTe Nony-
4NTb AAMWUHWUCTPATOPCKIUIA AOCTYN M BaM NMPUAETCH 3arpyXaTtbCs C KaKOro-
HUoyab LiveCD ans ucnpasnexus cutyauum.

) Bastille 3.0.9

Ha cepsucbl
Bpoge Telnet

n FTP, Hekorga
pa6ouue nowaakn
MHTepHeTa,
cenyac cmMoTpaT
KOCO, NOCKONbKY
OHV NPUHUMAKOT
naponb 1 UMs
nonb3oBarens

1o CeTu B BUAE
OTKPBITOrO TEKCTa.
Kak Hi cmelLLHo,
AQHOHUMHbIN

FTP — n ToT ropasgo
6e3onacHee, kak
pas noTomy, 4To
He TpebyeT ans
COEAMHEHUS UMEHN
nonb3oBarens

1 napons.
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Be30IIacHOCTh CTPOIoro peXxmmda

YacTk 3 CUCTEMHBbIe MHCTPYMEHThI OrPAHMYSHNS [IPAB

»  ECTb HECKONbKO YTUMWT, CMeunanbHo CrpoeKTUPOBAHHBIX ANs yKpen-
neHust 6e30MacHOCTN Balleil CUCTEMbI (KakK NMpaBunio, ANS OTKHYEHUs
HEHY)XXHbIX KOMMOHEHTOB U «y)XECTOYeHUs» Npas A0CTyna K paiinam) un
npeanaraowmx 60nee cucTeMatTyecKMini NOAXOA, HEXEeNU YNCTO «pyy-
HOIi». Bastille — ogHa n3 ny4wux noAo6HbIX nporpamm. Bastille He Tonb-
KO YKpennseT 3aliuTy, OHa eLle U NOMOXET pa3obparbes, Kak paboTarT
cucTembl 6e3o0nacHocTu. Ha BpeMs HanucaHus cTaTbi NOCNEAHAS BEpCUs
(3.0.9) 6bmma poctynHa no appecy hitp://prdownloads.sourceforge.net/
Bastille-linux/Bastille-3.0.9-1.0.noarch.rpm (ee MOXHO B3fiTb C HaLlero
INCKa).

Bastille HanucaHa Ha Perl, Tak 4T0 Bam noTpebyeTcs MHTepnpeTaTop
3TOro0 A3blka 1 6ubnuotekmn Perl-Tk unu Perl-Curses ans nonb3osatenbecko-
ro uHTepderica (BO3MOXHO, B BalleM AUCTPUOYTIBE 3T NaKeTbl YCTaHaB-
NNBAIOTCA NO yMon4aHmto). Mocne ycTaHoBKK npocTo 3anyctute Bastille ¢
onuuen -X Ang UHTePaKTUBHOM rpacpuyeckom ceccui unm ¢ onuyuei -a ans
OLIEHKN 6e30MacHOCTM BaLLEn CUCTEMbI.

IHTepaKTUBHAs CecCcUs Y4NHUT BaM AOMPOC O BaLMX ONLMsaX no 6e30-
nacHocTW. Ha puec. 2 nokasaH OAMH pa3fenoBs 3Toro Jonpoca — BCce pasfae-
Nbl CTPYNNNPOBaHbI B 15 KaTeropuii, nepe4ncneHHbIx cnesa. Bac cnpocsr,
«XoTUTE NN Bbl OTKIKOYUTL I*-YTUINTBI?», «XOTUTE JIN Bbl OTPAHUYUTH
CPOK XW3HWU naponed?» n MHoroe apyroe. Mpn nepeom 3anycke Bbl, BO3-
MOXHO, 3aTPYAHUTECH OTBETUTb HA HEKOTOPblE BOMPOCLI. B aTOM cnyyae
NIYYLW MM BbIXOZOM GYAET caenatb cebe Yalleyky Kodge, BO3MOXHO, YCTPO-
UTb CPO4HOE COBELLlaHNE, U BCE-TAKN PELLUNTL, Hero Bbl XOTUTE. 370 YacTb
npouecca onpefeneHns NonuTUKN 6e30NaCHOCTM, 1 3TO BaXKHbIN Lar no
3almTe Bawen mawnHbl. Kctatu, Bastille He cienaeTt HUYero Ao Tex nop,
1noKa Bbl He OTBETUTE Ha BCE BOMPOCHI 1 He MOATBEPANTE N3MEHEHNS.

TakxXe Bbl MOXETe 3anycTuTb Bastille B OLEHO4YHOM pexxume (onuus -a):
HUKAKNX W3MEHEHU OHa Jenatb He OydeT, NMllb BbIBEAET OTYET B BUAE
HTML-cTpaHuubl 1 NOKaXXeT ero B 6paysepe. Bbl MOXeTe BUAETL NpuMep
Takoro oT4eTa Ha puc. 3. Kaxaas nosuums B 0T4eTe TakXKe SIBNSETCS CCbi-
KOW Ha 6onee Noapo6HOE 06bACHEHNE.

Mactep 6e3onacHocT SUSE
Tenepb [JaBaiite paccMoTpum mMactep 6e30MacHOCTU, BCTPOEHHbIA B
SUSE Linux. 9T0T KOMNOHEHT, BXOAAWMA B YaST, TOXe npeaHasHayeH

5 Bastille Hardening A=sessment Report - Konqueror =
Location Edit View Go Bookmarks Tools Settings Window Help
QU OU R R O 8 @
=3 I.oqmnn: = fhome/chris/assessment-report. htm| (=il [ =
. Bastille Hardening Assessment Report i
@ | Score Weights File
B | 678/ 10,00 &:::I]::;mh“"
[¥]
g Commet all Modules | Expand all Modules
£ 7 Eilap.
o=
= : I Score
# | [Ttem Question State Weight Contrib
beoialpanme. i ::'::m- e restrictive permissions on the administration otilities No B s
| suidmount 1s SUTD status for monnt/ wnounnt disabiled? No 1 0,00
idpi 15 SUTD status for ping disabled? No 1 000
el Is SUTD status for dump and restore disabled? Yoy 1 1.00
suideard 1s SUTD status {or cardet] disabled? Yes 1 1.00
suidat 1s SULD status (or ot disabled? No 1 0.00
suiddos Is SUID statvs for DOSEMU disabled? Yes 1 1L.00
suidnews 1s SULD stoties for pews server tools disabled? Yes 1 L.00
suidprint Is SUID status for printing utilities disabled? Yes 1 1.00
idriool Are the r-tools disabled? Na 1 0.00
suidusernetetl 1s SUID status {or useredct] disabled? Yes 1 1.00
idl 1s SULD statis for srowte disabled? Yes 1 L.00
suidXwrapper Is SUTE status for Xwrapper disabled? No 1 0.00 -
lente X Rene S 1 ST <tutie for XFree86 disablod? N ' non =
“

) (Puc. 3) MasHoe Ha3Ha4yeHue 0T4ETOB Bastille - 3aTPYAHNTL aTaku Ha Bally CUCTEMY, @
320/1HO 3TO HENNOXO0W UHCTPYMEHT 06y4EHN aAMUHUCTPATOPOB.
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Bastille =
Mectins Guestion
[T — T | [Woula you m 1 421 3 aufavt-demy on TCE Wrappars and Anst?
FluPerissions
R — Eiplanatien
Boaldecunty UGk racamanndsd For SOkt UARFR 2
Ereirbunt) Many cetwack sscvices com bo configuend be costeict access be ceckain pebwack
CanfeuriMise PN nddeesten (mnd in the caan 0f sindtl’ sereices in Lino-elke 5.0 il fed e
5 . 4that CEITATIR A8 WIL) Pot AMFVIA FUNSNG UMM the SLAsc *inat
sqong s pebmer (ot At i retalt i a LEier Ao ke ke el B T ot s om
Miscellananiis Datroers vecsians of soms othe disteibations), soas standslcos services like Cpensi and
i 1 otherwise confiquiod-- services runin 5 Hod Hat'a Ju)w(
Apuchn Db AREINE, o Chil BAFLTUCR TRIVELEEIONE DAGHE o DATMSCE MAFMES i
Frinting otz hasts silow. The services sying inatd oz winetd typically inclade ealnet,

Fip. Fop. inmp. fingec. and n meaner of other serwices

IF veo vould Lika, Bestille om ceofice o Gty prlicy fot L fhetd. xinet
Troin v o U VEMPIATA-BUNES KSETLoHE 15 A4y ALL CORDEE K

Firmunk it s preg e b e e g o TR 8
e thesa serwican gives mare delenss in dep
(a1 il whae configurs minaed 1a thae the ureantly-inataliad sinatd sarvicas
vl will uas sanetd s aote Lenihle accass contrzl and hate fete/hosts ALl ALL

Cihee wrappers-bassd proprans, Liks saha, will sbey the defmalt-feey

be & spaiiad gwcepticn, Baatille pureentiy sl sahd on 8 dafmilc-allov husis
|rs b i i i B e s i

Answer
& Hn

i « Hack | Frstorn Deiml | Faplain Lrss. | ok-»

) Puc. 2 0guH 13 mHOrMx pa3fenos BonNpocHuka Bastille.
Nla, oH cepoBart, Ho 6e30NacHOCTb HE B KpacoTe.

Ans ykpenneHus cuctembl. OH 4aeT BO3MOXHOCTb NPUBECTN B NOPALOK
MHOXXECTBO OMLMIA 1 HACTPaMBaeT COOTBETCTBYIOLIME (Dalinbl KOHUrypa-
uuu. [ins ero 3anycka Bbl6epuTe NyHKT JlokansbHasa 6esonacHocTsb (Local
Security) u3 cexummn besonacHocTb n nonb3osatenu (Security and Users)
KOHdourypatopa YaST. Ha nepBom aKpaHe mMacTep CMpPOCWUT Bac, He XOTU-
Te N Bbl NPUMEHUTL OWH U3 TPeX roToBbIX L1a6bsI0HOB 6830MaCHOCTH.
B nopsgke ysennyeHus 6e30MacHOCTM OHU BLIFAAAT Tak: LOMALUHWNA
komnbtotep (Home Workstation), cetesas pa6oyas craHuus (Networked
Workstation) u ceteBoit cepsep (Network Server). Ecan xotute, MoXxeTe
NpocTo BbIGPATh OANH N3 3TUX Npodhuneit n Haxatb Finish. 370, KOHEYHO,
[0BOJIbHO TYNOiA CNoco6 HACTPONKN 6€30MaCHOCTN CUCTEMbI, HO YXK TOYHO
NyYLLIe, YEM HUYEro.

[ins 6onee TOHKOI HacTpoliku BbibepuTe Custom Settings u Haxmn-
Te Next. 370 nepeHeceT Bac B MepBbli U3 NATW LIArOB, rAe Bbl MOXETEe
YCTaHOBUTb Pa3nuyHble HACTPONKN (0JHAKO, Kak W B cny4yae c Bastille,
Bbl JO/DKHbI 3HATb, Y€ro Bbl XOTUTE). Bbl MOXETe BKIKOYNTL 1 OTKIHOYNTD
NPOBEPKY Ka4yecTBa naposiel, 0 KOTOPOA Mbl FOBOPWAK B MEPBOI 4acTu
B 1LiCF34 (Bbl Befb YuTann nepsyro 4actb?). Moxete BblbpaTb METOA
WndpoBaHNUa napons u apyrue napametpbl. MoxeTe KOHTPONMpOBaTh
3a[epXKy nocne HeymayHoi NOMbITKM BXoZa B CUCTEMY (yBenu4eHue
3TON 3afePXKKW, HECOMHEHHO, 3aMeAnnUT py4yHol nop6op napons, Ho
TakMM CMoco60M MbITAKTCA MPOHUKHYTb B CUCTEMY pa3Be YTO CaMmble
NPOCTOAYLUHbIE 37104€eu). Bbl MOXETe HacTpOUTbL AENCTBUE CUCTEMbI MO
Haxatuo Ctrl+Alt+Del n ykasaTtb, Kakie nonb3oBaTesin MOryT 3aBepLuath
paboTy CUCTEMbI.

TakXe BO3MOXHO NMPOKOHTPONMPOBATh, Kakue . (TeKyLue Katanoru)
LOJDKHbI ObITh BK/HOYEHbI B NYTU NOUCKA ANs Cynep- U Apyrux nonb30Ba-
Teneil. 3a4em 310 Hago? [lonycTum, Bbl 3aLN B 060M104KY 1 3anyckaeTe
KaKyto-HUOYyab 06bI4HYI0 nMporpammy, Bpode cp. Kakas nporpamMma 3anyc-
TnTcA? OTBET TakoW: N060I hain ¢ MMeHeM cp, KOTOPbIA 060/104Ka nep-
BbIM HaiifeT B MyTAX NOWUCKA. Bbl HageeTech, 4TO 3T0 CP, PACMONOXKEHHAS
B aupekTopun /bin. OgHaKo ecnu BKNOYNTL . (TEKYLLNIA KaTanor) B nyTb
noucka (oco6eHHo nepeg /bin), ecTb peanbHas 0NacHOCTb, YTO 3anycka-
eMas KOMaHfa cp — 0JHa U3 TeX, YTO 3M0YMbILUMEHHNK NOAKWHYN BaM B
TEKYLLYIO JMPEKTOpMo. Takum crnoco60M MOXHO 3anyckaTb Ntobble Npo-
rpamMmbl ¢ BalMMK npasamn. Ecnu Bbl Cynepnonb3oBaTenb, NOCAeACTBISA
MOrYT 6bITb 0CO6EHHO Cepbe3HbIMU. 10 3TOI NPUYMHE Pa3YMHO He BKIIHO-
4aTb . B NYTW MOUCKA. 3ax04eTCA 3anyCTUTb KaKyl-HMOYab Nporpammy,
HaxoAsLLYoCs B TeKyLUeid LUPEKTOPUN — IBHO BBEAUTE ./MYprog BMECTO
myprog.

Ha nocnegHem Lware Bbl MOXeTe BblOPATh, KaK XXeCTKO cuctema byaet
o6palyarbes ¢ npagamu Joctyna K ainnam. TyT ecTb TpU BapuaHTa: npoc-
TOW, 6e30NacHbIA N NapaHoMaanbHbliA. Ha camom fiene 3T0T 3KpaH — BCEro
Wb HTEpgenc K nporpamme chkstat, Kotopass npoBepsieT (U Npu Heoo6-



Be30IaCHOCTB CTPOI'Oro PEXMMA Visgiie

X0AMMOCTM MOAMPaBNfeT) nMpasa [OCTyna U BRajenbLa KIo4eBbIX CUC-
TEMHbIX (painnos. Mporpamma 4uTaeT OAMH unu 6onee permission-hain B
avpekTopuu /etc (cm. Bpe3ky BHu3Yy cnpasa). CUHTAKCUC KaXLOW CTPOKM B
3TUX (haiinax Takom:
1M haiina Bnagenew:rpynna  pexum

Hanpumep, BOT HECKOMbKO CTPOK U3 dbaiina /etc/permissions.secure:

/usr/bin/passwd root:shadow 4755
/usr/bin/crontab root:trusted 4750
/etc/fstab root:root 644
/var/spool/fax/archive fax:uucp 700

lMpaBa [ocTyna (Pexmm) YyKasbiBaOTCA B BOCbMEPUYHOM BUJE.
BocbmepuyHoe 3HadeHue 4000 yctanasnusaer SUID-6utT (cm. Bpesky
BBEpXY Crpasa), fpyrue Tpu LnNcpbl OTBEYAKOT 3a Npasa YTeHUs, 3anucu 1
BbIMOJHEHUS ANS BNAafenbLa, rpynmbl 1 BCEX OCTabHbIX.

[na 3anycka chkstat ¢ HacTpoikamu w3 paiina permissions.secure
(Hanpumep), NPOCTO yKaXuTe UMs (haina B ka4ecTse aprymeHTa. Ha moei
TECTOBOIA CUCTEME KOMaHJa BbIMMAAMUT Tak:

# chkstat /etc/permissions.secure

B moem cnyd4ae Ha 3KpaH HW4ero He BbIBOAMNOCb. OfHAKO 3amyc-
TWB chkstat ¢ HacTpoilkamn U3 permissions.paranoid, Bbl yBUAMTE Maccy
npesynpexneHnii, B 0CHOBHOM 0 (haiinax KoH@urypaunm, JOCTYMHbIX He-
Cynepnosnib30BaTensm, 0 Nporpammax ¢ ycTaHoBneHHbIM SUID-61uTom.

3anyck chkconfig ¢ onumeil --set BenUT nporpamme MCNpaBnsiTh Nto6ble
npo6nembl aBTOMaTuyeckn. [laBaiiTe HapO4HO CAeNnaem npasa [ocTyna
Ha OAMH U3 CUCTEMHbIX (DaiiNoB CAWULIKOM CnabbiMu U Mepe3anycTum
nporpammy:

1  #chmod 666 /etc/fstab

2 # chkstat /etc/permissions.secure

3 Checking permissions and ownerships — using the permissions files
/etc/permissions.secure

4 /etc/fstab should be root:root 0644. (wrong permissions 0666)

# chkstat --set /etc/permissions.secure

6 Checking permissions and ownerships — using the permissions files
/etc/permissions.secure

7  setting /etc/fstab to root:root 0644. (wrong permissions 0666)

8 #Is -l /etc/fstab

9 -rw-r--r-- 1 root root 670 Oct 11 09:35 /etc/fstab

B nepBoii cTpoke 5 CMeHWUn npasa Aoctyna K paiiny /etc/fstab. B ctpo-
Kax 2—4 q 3anyctun chkstat, u oH coobwmn o npo6neme. B cTpokax 5-7 f
CHOBA 3anycTun chkstat, ¢ onumeir --set, n B cTpokax 8-9 ybeamncs, 4to
chkstat KoppekTHO peLunn npobnemy.

[laBaiiTe CBSXKEM 3TO C HacTpolkamm npusunernit u3 YaST. YaST ycra-
HasnuBaet B /etc/sysconfig/security cTpoky Bpoge 3ToV (BapuaHT Ans
npocouns ‘easy’):

PERMISSION_SECURITY="easy local”

CTpoka BenuT chkstat 3anyckatbCs C (haitnamu permissions.easy u
permissions.local. Mporpamma chkstat 3anyckaetcs Suseconfig, ckpunTom,
KoTOpblit YaST ncnonbayeT AN NpUMEHEHUs NMPOAENaHHbIX W3MEHEHWIA.
9T0 3Ha4NT, 4TO Npasa AoCTyna K hainnam 6yLyT NPOBEPATLCS KaXKAbIA pas,
Korga Bbl U3MEHUTE 4T0-Nn60 B YaST.

Ectb v gpyrue ytunutel Ang nofobHbIX Lenen. A nnaHuposan paccka-
3aTb 0 Titan, KOTOpbIA 0CO6EHHO monynsapeH B Solaris, HO OH BbIFAAAUT
6nenHo nocne Beinycka Sun Security Toolkit ot JASS. EcTb ele Sussen,
CKaHep Yys3BMMOCTeN, oCHOBaHHbIW Ha OVAL ((Open Vulnerability and
Assessment Language). 310 o4uH 13 HoBoucneveHHbIx C#/Mono-npoekTos,
0 KOTOPOM § Ha[ieloCh pacckasaTb Ha CreAytLLux ypokax. Ha ceroHs BCe;
XpaHuTe 6€30MacHOCTb A0 creaytoLero mecaua! Ea

a

SUID-riporpaMMel

B ocHoBe yBenuyeHns npusunerui B Linux crost
SUID-nporpammbl. /laes cocTouT B 3amycke npo-
rpaMmbl C npasamu BnajenbLa UCNoaHAEMOro
haitna, a He TOro, KTO NPOM3BOAMT 3anyck. IT0
nosegeHne 3asucut ot SUID-6uta, KOTOpbIA
ABNAETCA YACTbO NPaB A0CTYNA K haiiny.

OAnH 13 NyywWwnx NpMMepoB Takoi Nporpam-
mbl — /ust/bin/passwd. SUID-6uT MOXHO 06Ha-
PYXUTb B BbIBOAE S -I:

Is -I /usr/bin/passwd
-r-s--x--x 1 root root 21944 Feb12 08:15 /usr/bin/
passwd

B no3uuum 4eTBEPTOro CMBONE BMECTO X CTO-
uT s. 06patuTe BHMMaHWe, 4T0 (haiinom Bnajeet
root. Moatomy nporpamma MOXET 3anucbiBaTh
HOBbIN X3 B shadow-chain, npas Ha 3anuck [
YTeHWe, — NpuUM. pef.] B KOTOPbIA Y 06bI4HOrO
nonb30Batens ObiTb, KOHEYHO XKE, He AOSMKHO.
lporpamma sudo, paccMOTPeHHas MecsL, Hasag,
Takxe aBnsetcs SUID-nporpammoit — 4To6bl N03-
BO/MUTbL 3amyckatb NPOrpammbl Mog Apyrumu

npesTudpnkatopamu. (Ecnm nporpamma sanycka-
€TCA C NPUBUNErNSMY ro0t, OHA MOXET CMEHUTD
Tekywuii ID Ha nto6oii.)

SUID-nporpammbl, 0c06eHHO NpUHaanexatime
root — BCErga BO3MOXHas ya3BuMOCTb. MoxHO
1IN BEPUTb, 4TO TaKas nporpamMma fenaer TobKo
TO, YTO HYXHO? A BAPYr OHA NPUMUCHIBAET AaH-
Hble K haitnam? Kak rpamoTHbIA CUCTEMHBIi
afMuHNCTpaTop, 6yabte 6ANTENbHbI MO MOBOAY
nto6bix SUID-nporpamm. X MOXXHO HaiATh TaK:
find / -perm +4000 -user root

YetaHoBuTb SUID-6MT MOXHO Takum 06pa-
30M:
chmod u+s filename
a yfanutb
chmod u-s filename

Bcst upest SUID-6uta 3anateHToBaHa Aedylu-
koit Unix, [eHHucom Puun [Dennis Ritchie].
Homep narenta CLUA — 4135240; oH 6bin BblgaH
16 snBapa 1979 ropa.

IIpaBa poctyria Kk damnaam B SUSE

lpasa pocTyna YpoBeHb 6e3onacHoCTH

Permissions MpocTeiwnit Habop npas. bonee MArkiue npasa AOCTyNa, HEXENN Te, 4TO
yKa3aHbl B 3TOM haiine, He NPOCTO He6e30MacHbI, @ YXKe Haanuch Ha morune!

Permissions.easy [l0BONbHO MATKWE Npasa ANs UCNOoMb30BaHNS B HACTOMbHbIX CUCTEMAX
C O[}HMM NOMb30BATENEM.

Permissions.secure Bonee 6e30nacHbIii HABOP NpaB 415 MHOTOMOb30BATENIbCKUX MW CETEBbIX
cuctem. BoT KOMMeHTapuii U3 hainna; «InaHas 3afada aTux npas —
3aCTaBUTb NPOCTbIE BELLW, BPOAE CMeHbI Naposiel uiam Cnonb3oBaHus
CeTeBbIX MPOrpaMm, NpasusbHO paboTaTb AN HEMPUBUIETMPOBAHHOTO
nonb3oBarens».

Permissions.paranoid  OuveHb 6e30macHbIi Ha6op npas. [OX0X Ha NpefbIAyLLNiA BAPUAHT, 0AHAKO

SUID n SGID-61TbI cOpacbIBalOTCS. dTU HACTPOIKN NOAXOAAT ANs CETeBbIX
CEPBUCOB NN MEXCETEBbIX SKPAHOB, B KOTOPbIE 00bI4HbIM MOSb30BATENAM

[eNiaTb He4vero.

Permissions.local

970 cneunanbHbIi (haiin ans 106asneHUs Npae Ha A0MONHUTENbHbIE

nporpamMmbl. Mo yMOM4YaHIO OH MyCT.

Yepes mecay Mol paccmoTpum ckaHepbl ysa3sumocteid — Nmap n Nessus.
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